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Executive summary 
 
Purpose 
 
1. The NHS Information Centre for Health and Social Care has been asked to 

evaluate the impact of publishing practice-level prescribing data.  
 
2. This evaluation looks at the feasibility of commencing publication in 

December 2011, at various levels of granularity, and taking account of 
issues relating to legality, confidentiality, practicality and cost.  

 
Context 
 
3. The Government‟s transparency agenda is driving forward the release of 

public data on the basis that: 
 

“Open data must become the organising principle of public services.” 1 
 
4. In this context the Government has made a commitment in the HM 

Treasury publication “Plan for Growth”2 that it:  
 

“will look to publish prescribing data at practice level, subject to an 
evaluation and impact assessment by the NHS Information Centre.” 3 

 
5. The Department of Health has a contribution to both of these, as well as its 

own strategic agenda in regard to structural reform, the Information 
Revolution, and Choice. 

 
6. Much health-related data is already available to the public, as a result of 

the Transparency agenda. Prescribing data at British National Formulary 
(BNF) chapter and section level is already available on a national and PCT 
basis; more detailed data is available on a national basis only. However, 
some data (including practice level data) has access restrictions, and is 
presently only available to relevant personnel in the NHS. Practice level 
prescribing data is also provided for ethically approved research projects, 
under specific terms and conditions. 

 
Assumptions 
 
7. For the purposes of this evaluation, we have assumed that: 
 

                                                      
1
 Paper from Tim Kelsey, Cabinet Office Director of Transparency, submitted to the Super Transparency 

Board meeting 8
th

 June 2011.  
 
2
 http://cdn.hm-treasury.gov.uk/2011budget_growth.pdf 

 
3
 Page 94, clause 2.200 

 

http://cdn.hm-treasury.gov.uk/2011budget_growth.pdf
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 The Government intends that data should be made available at the 
maximum possible level of detail and frequency – monthly - in a 
standard form that will facilitate computer analysis by users; 

 

 Publication must be lawful, and not breach patient confidentiality, 
Article 8 of the Human Rights Act, or the Data Protection Act;  

 

 Government wishes publication of practice-level prescribing data to 
commence in December 2011.  If there are practical IT or other 
constraints on the level of detail which can be published in December 
2011, Government would prefer to publish some data in 2011 rather 
than waiting until maximal publication can be achieved; 

 

 A decision will be made during July 2011, and the necessary funding 
made available. 

 
Options available for publication 
 
8. This report presents and assesses the options for publishing practice level 

prescribing data starting in 2011.  For each option, the costs are set out 
for:  

 
• The creation of basic data-files and their provision, as this reflects the 

major Transparency interest. The Cabinet Office has indicated that the 
requirement for growth and transparency purposes is likely to be limited 
to the supply of datafiles; 

 
• The potential costs associated with providing more advanced 

functionality such as interactive query, analysis, custom extraction etc 
which might be useful for different audiences in exploiting the data, in 
line with the strategic objectives of the Information Revolution and 
patient Choice. This would also be consistent with comments from 
users of the data.gov.uk service who have expressed a wish for 
functionality over and above the basic data supply. The Department 
can then form a view about whether this kind of additional functionality 
service is required over and above the provision of basic data-files 
necessary for transparency. 

 
9. On the basis of the assumptions above, and subject to Government‟s 

acceptance and ownership of the costs, risks and mitigations involved, 
especially n regard to the use of statistical disclosure control techniques, it 
is suggested that monthly publication could start in December 2011 at the 
level of BNF Chemical (Option C in Table 1). This presents a foundation 
for moving to greater granularity later in 2012, subject to Government 
decision.  The cost of this option is estimated to be no more than £450,000 
for basic surfacing of data plus annual support costs of no more than 
£100,000. Costs for any additional end-user functionality would be in the 
region of £650,000, with annual support costs of £130,000.  
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10. Should the Government decide to do so, it would be possible then to 
proceed in 2012 to publish data at the level of BNF product (Option B) or 
Preparation (Option A). This is consistent with the Transparency objective 
of publishing to the greatest level of granularity and utility – although it is 
likely that Option B (product) offers greater utility than Option A 
(preparation). However, the risks arising from publication, as outlined 
below, become greater, as the level of granularity increases. The costs for 
both of these options are estimated to be £750,000 for the surfacing of 
data files, but this could rise to around £2million depending on the level of 
user functionality which might be required. Recurring annual costs would 
be £100,000 for the management of the data files, or up to £400,000 to 
accommodate greater user functionality. 

 
11. The main considerations that are pertinent to the Government‟s final 

decision relate to: 
 

 Legality – On the basis of our evaluation, and subject to the use of 
appropriate statistical disclosure controls, there is no conclusive legal 
reason for not publishing practice-level prescribing data, regardless of 
the level of granularity. 

 
There are, however, different opinions on matters relating to risk of 
disclosure. The Information Commissioner‟s Office advises that the fact 
of disclosure would not be considered in isolation – the potential for 
“harm” arising from disclosure must also be demonstrated, and this 
needs to be measured in the context of public interest. 
 
This evaluation is based on an assessment of the legal position as 
described in section 7 of this full report. Specific legal advice has not 
been sought and the government may wish to commission its own legal 
review of the issues and implications. 

 

 Level of granularity and frequency of publication which bring risks to 
patient and prescriber confidentiality, practicability and cost.  Whilst no 
directly identifiable patient records will be released, there remains a risk 
that patient identities may be deduced by users and others linking the 
published prescribing data to other information they have available and 
data published elsewhere by the Government or others.  There is also 
a risk of re-identification of individual prescribers, which is inherent in 
the proposal to publish practice-level prescribing data. 

 
The greater the granularity, and the more frequent the publication, the 
greater the risk that someone may be able to deduce who the 
recipient(s) of a particular drug are.  To control this risk, it is essential to 
apply standard but complex and resource-intensive statistical 
disclosure control techniques.  These are routinely used in the 
publication of official statistics, and typically suppress figures based on 
small numbers of records, particularly for rare or “sensitive” conditions 
such as drug addiction. 
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In regard to the risk of identification of prescribers, the Article 29 Data 
Protection Working Party of the European Union Commission4 
determined that prescribing data is personal data about the prescriber. 
Prescribing data that are linked to a doctor working on their own (i.e. a 
single handed practice) could be considered personal data about the 
doctor and an absence of prescriptions for a particular drug for a multi-
handed practice identifies that all doctors in that practice are not 
prescribing this drug.  This too might be considered personal data. The 
status of this is advisory. It is not legally binding, and was not 
considered in the context of the new agenda of transparency and 
accountability.  
 
As noted above, the Information Commissioner‟s Office is currently 
considering these issues in relation to the Data Protection Act, and 
where responsibility for the breach would lie. It is expected that they will 
indicate that if an organisation could demonstrate they had made 
reasonable efforts to protect confidentiality, it would not be considered 
to be in breach of the Data Protection Act. In any case any complainant 
would be required to demonstrate that „harm‟ had been suffered as a 
result of a breach.    

 
o Feasibility - the commitment to publication in December 2011 limits the 

time for developing IT systems to handle the collation, processing and 
distribution of very large volumes of data.  

 
o Costs and benefits – the incremental utility to the public, clinicians and 

researchers of each additional level of detail available must be 
balanced against the marginal IT and others costs of processing, 
packaging and distributing the additional volumes involved, at least in 
the short-term. 

 
o Miscellaneous perverse outcomes – A decision to publish this data is 

consciously innovative, and therefore by its nature there may be 
consequences that cannot be anticipated. Some risks can be 
anticipated, and these must be judged against the intended benefits of 
transparency and publishing the data. 

 
12. We have assessed the feasibility of each level of granularity used in the 

BNF, as shown in the table attached to this summary5. Because of the 
scale of the technical work associated with publication, option C (BNF 
Chemical) is the lowest granularity of data that could be published by 
December 2011.  Subject to the funding being made available to resource 
this work, further publication is possible during 2012 to Options A and B 
(preparation and product).  

 
 
 

                                                      
4
 Opinion 4/2007 on the concept of personal data. Article 29 Data Protection Working Party, 

June 20
th
 2007 

5
 And repeated in section 6 of the full report. 
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Conclusions 
 
13. The legal and policy issues are common across all options for publication, 

although their potential impact depends on the level of granularity and 
frequency at which data are released.  

 
14. The main potential impacts, which are discussed in the report, are: 
 

o The risk to individual patients‟ actual or perceived privacy and 
confidentiality, and thus to instilling confidence in any new service; 
 

o The potential for identifying individual GP or prescriber or dispenser, 
including for example the risk to a prescriber‟s confidentiality through 
single handed practices and an absence of prescribing from multi-
handed practices; 

 
o Difficulties in interpreting the data raising  risks of misinterpretation; 

 
o The potential for identifying practices which provide services for 

“sensitive“ conditions;  
 

o The potential for targeted marketing from the pharmaceutical industry; 
 

o The potential risk to the viability of longitudinal databases currently 
used in primary care as a result of practices ceasing to contribute, 
fearing patient and practice confidentiality can no longer be protected 
because of the use of inferential techniques to match data from 
different data sets. 

 
15. This evaluation is based on an assessment of the legal position as 

described in section 7 of this report. Legal advice has not been sought. 
 
16. The application of standard statistical disclosure control techniques can 

mitigate the risks of deducing the identification of patients, but they would 
also bring increased processing costs and reduced utility of data as the 
total volume of data released is reduced as a result of the controls. It is 
advised that these techniques are adopted for the purpose of publication 
of practice-level data, and that advice from the Office for National Statistics 
should be sought to agree the controls to be applied. 

 
17. A major point we would recommend the Government consider when 

arriving at its decision is whether it is content that it has either the consent 
of, or appropriate legal cover for, the identification of individual GPs‟ 
prescribing activity.  Although release would be at practice level under any 
of these options, inevitably and unavoidably, release will result in 
identification of the activity of individual GPs, for example single-handed 
practitioners, or because of known specialist interests or patterns of 
prescribing behaviour within multi-handed practices. 
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18. Alternatively, Government may consider that there is a need to 
commission a full legal review of the issues and implications. 

 
19. Once the decision is made about publication, the Department of Health 

would need to release the funds necessary and instruct the NHS IC and 
the NHS BSA to proceed to publish monthly practice-level prescribing data 
starting in December 2011. 
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Table 1 – Options for the publication of practice-level data by level of granularity of British National Formulary6 
 
 

BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost
7
 Legality and 

confidentiality issues 
Technical 
feasibility and 
issues 

Utility 

A. Preparation 
 
e.g lansoprazole 
15mg capsule 

PCT- and 
practice-level 
cuts of data 
available only 
to NHS users 
 
National-level 
available to 
the public. 
 

Estimated at 
5.3 billion 
data items per 
year. 
 
There are 
over 21,000 
categories of 
preparation. 
 

Provision of data-file(s):   
• Likely to require an industrial 

scale development of extraction, 
processing and storage 
capability and for the data to be 
held off-line from BSA 
transactional systems 
infrastructure at this point.  

• Data solution at this level is 
anticipated to be much larger in 
scale than that necessary to  
options C, D so costs have been 
increased proportionately.   

• Costs for setup and supply are 
anticipated to be no more than 
£750,000, with an annual running 
cost, and some customer 
service/support of no more than 
£100,000 per annum thereafter.  

 
End-User Interactivity:  

High risk of deduction of 
identification of patients 
if used with other data. 
This level of granularity 
will offer greatest risk of 
misuse or 
misinterpretation. 
 
 
This is controllable via 
statistical disclosure 
control, but with some 
reduction in utility 
arising from the 
reduction in data 
actually published. 
 
High risk of 
identification of 
prescribers.  
 

Not feasible for 
December 2011, 
but should be 
feasible in 2012, 
subject to the early 
release of funds to 
progress this.  
 
Would require 
significant planning 
and funding to 
achieve this level of 
granularity. 
 
Increase in costs as 
a result of greater 
processing 
requirements 
associated with the 
application of 
statistical disclosure 

Of limited additional 
use to clinicians 
compared with 
chemical (option C 
below)  
 
May be of use for 
research purposes, 
subject to cost/benefit 
analysis. 
 
Of high commercial 
value and interest to 
pharmaceutical 
industry, especially in 
regard to monitoring 
new treatments and 
marketing activities.  

                                                      
6
 Each option implies release at practice-level subject to any additional aggregation which may be needed to control disclosure of individual patients' identities. 

 
7
 Indicative annual costs for monthly publication at this level of granularity. These costs have been calculated in collaboration with colleagues in the NHS IC, 

NHS BSA, DH Informatics Directorate, and using comparisons with other systems and services on a similar scale of volume/complexity. They represent what 
would be the maximum cost incurred for a full solution for the publication of prescribing data. In practice this could range from the simple creation of a data file 
which can be sent to customers on DVDs, through to a dedicated online data hosting environment which supports interactive query resolution, self-service 
download and extraction functionality.  
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BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost
7
 Legality and 

confidentiality issues 
Technical 
feasibility and 
issues 

Utility 

Significant up-shift in potential user-
interactivity to meet the needs of a 
wider range of audiences, and 
providing for richer functionality for 
example online-query, analysis and 
custom data download, custom 
metrics and indicators, presentations 
etc.  
 
Where this is delivered through 3

rd
 

party tools the costs can scale 
disproportionately from the data-
supply solution which underpins 
them. We have therefore factored in 
a potential „enterprise wide‟ type 
software licence at this point, or the 
equivalent in bespoke software 
development costs if built as 
opposed to bought.  
 
A solution at this level might be 
anticipated to cost in the region of 
£2m with typical annual software 
support and maintenance at 
£400,000 representing a figure of 
~20% of initial software cost  

controls. 
 
Some practical 
issues to address, 
including how to 
handle preparations 
with no items but a 
cost recorded 

B. Product  
 
e.g. Zoton 

PCT- and 
practice-level 
cuts of data 
available only 
to NHS users 
 

Estimated 3.4 
billion data 
items 
nationally 
each year  
 

As for Option A above High risk of deduction of 
identification of patients 
if used with other data. 
 
This is controllable via 
statistical disclosure 

Not feasible for 
December 2011, 
but should be 
feasible in 2012, 
subject to the early 
release of funding. 

High utility to 
clinicians and 
research. 
 
Of high commercial 
value and interest to 
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BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost
7
 Legality and 

confidentiality issues 
Technical 
feasibility and 
issues 

Utility 

National-level 
data available 
to the public. 
 

There are 
over 13,000 
categories of 
product 

control, but with some 
reduction in utility 
arising from the 
reduction in data 
actually published. 
 
High risk of 
identification of 
prescribers.  
 

 pharmaceutical 
industry, especially in 
regard to monitoring 
new treatments and 
marketing activities. 

C. Chemical 
 
e.g. lansoprazole 
 
 

PCT- and 
practice-level  
cuts of data 
available only 
to NHS users  
 
National-level 
data available 
to the public. 
 
 

Estimated 
625 million 
data items 
nationally 
each year. 
 
There are 
nearly 2500 
categories of 
chemical 
 
 
 
 
 
 
 
 

 

Provision of data-file(s): 
   
• Likely to require moderate scale 

development of extraction, 
processing and storage 
capability and for the data to be 
held off-line from BSA 
transactional systems 
infrastructure at this point.  

• Data solution is anticipated to be 
slightly larger in scale than that 
necessary to support Option D 
(sub-para) level, so costs have 
been increased proportionately.   

• Costs for setup and supply are 
anticipated to be no more than 
£450,000, with an annual running 
cost, and some customer 
service/support of no more than 
£50,000 per annum thereafter.  

 
End-User Interactivity:  

Risk of deduction of 
identification of patients 
if used with other data, 
controlled via statistical 
disclosure control. 
 
Potential identification 
of prescribers of 
“sensitive” preparations. 
 
High risk of 
identification of 
prescribers.  
 
 
 

Feasible in 
December 2012, 
subject to the early 
release of funding 
to progress this. 
 
Would require 
significant planning 
and funding to 
achieve this level of 
granularity. 
 
Some practical 
issues to address, 
including how to 
deal with dressings 
and appliances 
(which do not have 
a “chemical” 
associated with 
them) 
 

High utility for 
clinicians and 
research community. 
 
Of high commercial 
value and interest to 
the pharmaceutical 
industry 
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BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost
7
 Legality and 

confidentiality issues 
Technical 
feasibility and 
issues 

Utility 

Significant up-shift in potential user-
interactivity for the increasing range 
of audiences, for example online-
query, analysis and custom data 
download. This type of functionality is 
often delivered through 3

rd
 party 

tools, or bespoke developments and 
the costs can grow quite markedly as 
a result, hence we would expect a 
cost of some £650,000 for the 
provision of such functionality. A 
commensurate annual software 
support and maintenance figure of 
£130,000, representing 20% of initial 
software cost. 
 

D. Sub-
paragraph 
 
e.g. angiotensin-
converting 
enzyme 
inhibitors 

PCT- and 
practice-level  
cuts of data 
available only 
to NHS users 
 
National-level  
data only 
available to 
the public. 
 

Estimated 
202 million 
data items 
nationally 
each year. 
 
There are 801 
categories of 
sub-
paragraph 
 

Provision of data-file(s):   
• Likely to require moderate scale 

development of extraction, 
processing and storage 
capability and for the data to be 
held off-line from BSA 
transactional systems 
infrastructure at this point.  

• Costs for setup and supply are 
anticipated to be no more than 
£320,000, with an annual running 
cost, and some customer 
service/support of no more than 
£50,000 per annum thereafter.  

 
End-User Interactivity:  

Potential risk of 
deduction of 
identification of patients, 
controllable via 
statistical disclosure 
control. 
 
High risk of 
identification of 
prescribers. 

Feasible for 
publication in 
December 2011 
 
Some therapeutic 
areas do not have 
this level within the 
BNF. Therefore, 
next level 
(paragraph) will be 
reported 

Offers reasonable 
utility to clinicians, 
research community 
and pharmaceutical 
industry. 
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BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost
7
 Legality and 

confidentiality issues 
Technical 
feasibility and 
issues 

Utility 

Some user-interactivity would be 
anticipated at this level, for some 
audiences eg public, although would 
expect that functionality to be limited 
and therefore of the order of no more 
than £30k to develop and implement. 
 

E. Paragraph  
 
e.g. Proton 
Pump Inhibitors 
 
 

PCT- and 
practice-level 
cuts of  data 
available only 
to NHS users 
 
National-level 
data available 
to the public. 
 

Estimated 
181 million 
data items 
nationally 
each year. 
 
There are 718 
categories of 
paragraph 
 

As for Option D above 
 

Potential risk of patient 
identification 
controllable via 
statistical disclosure 
control. 
 
 
High risk of 
identification of 
prescribers  

Feasible for 
publication in 
December 2011. 
 
Some therapeutic 
areas do not have 
this level within the 
BNF. Therefore, 
next level (section) 
will be reported 

Of limited use to 
clinicians. 
 
Of value and interest 
to the pharmaceutical 
industry. 

F. Section  
e.g. 
Antisecretory 
drugs and 
mucosal 
protectants 

PCT- and 
practice-level 
data available 
only to NHS 
users 
 
National and 
PCT-level cuts 
of data 
available to 
the  public 

51 million 
items per year  
 
There are 202 
sections 

Provision of data-file(s):   
• Straightforward extraction of data 

from BSA systems, and 
preparation and supply of file(s).  

• Anticipate no more than 
£150,000 to setup and supply, 
with small annual running costs 
of no more than £20,000 
thereafter 

 
End-User Interactivity:  
Minimal end-user interactivity 
expected at this level, although is 
possible to enable through existing 
tools (ePACT / ePFIF) for negligible 

Potential risk of patient 
identification, 
controllable via 
statistical disclosure 
control. 

 
High risk of 
identification of 
prescribers  
 

Feasible for 
publication in 
December 2011. 
 
 

Of limited practical 
use to clinicians, or 
research community. 
 
Of value and interest 
to the pharmaceutical 
industry. 
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BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost
7
 Legality and 

confidentiality issues 
Technical 
feasibility and 
issues 

Utility 

cost, should it be required 
 

G. Chapter 
 
e.g. Gastro-
intestinal 
system 

PCT- and 
practice-level 
data available 
only to NHS 
users 
 
National and 
PCT-level cuts 
of data 
available to 
the public 

5 million items 
per year for 
the  21 
chapters 

Provision of data-file(s):  
Simple extraction of data from BSA 
systems and provision of file for 
download, no more than £50,000 to 
setup and supply, with minimal 
annual costs of no more than £5,000 
thereafter  
 
End-User Interactivity:  
Minimal end-user interactivity 
expected at this level, although is 
possible to enable through existing 
tools (ePACT / ePFIF) for negligible 
cost, should it be required 

Low risk of patient 
identification, 
controllable via 
statistical disclosure 
control. 
 
High risk of 
identification of 
prescribers  
 

Feasible for 
publication in 
December 2011. 

Of limited practical 
use to clinicians, or 
research community. 
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1. Introduction 
 

The NHS Information Centre for Health and Social Care has been 
commissioned to carry out an evaluation and impact assessment arising from 
the publication of practice-level prescribing data, as proposed in the HM 
Treasury document “Plan for Growth”8  9 
 
The evaluation is intended to inform the final decision on publication, with due 
regard to:  
 
• HM Treasury in the context of the Plan for Growth; 
• HM Government and Cabinet Office in regard to Transparency; 
• Department of Health and its contribution to both. 
 
Much health-related data is already available to the public, as a result of the 
Transparency agenda. There is also a wealth of data in the NHS relating to 
prescribing. Much is already available in certain formats, or to certain level of 
detail (eg national, Strategic Health Authority, Primary Care Trust and practice 
level). All primary care prescribing data is already available to the NHS, and 
has been for many years. However, some (including some practice level data) 
has access restrictions, so is only available to the NHS. Practice level 
prescribing data is currently provided to ethically approved research projects, 
within data sharing agreements.  
 
Prescribing data has significant commercial value, mainly to the 
pharmaceutical industry.  Prescribing is also an area of significant, and 
growing, cost to the NHS, and the supply of medicines is the most common 
NHS intervention in the care of patients.  
 
This evaluation assesses the issues and risks associated with the proposal to 
publish practice-level prescribing data, which will inform the decision as to the 
most appropriate level and format of release. 
 

2. The context for this evaluation 

2.1 Transparency 
 

The Government believes that the routine publication of data is in the public 
interest. Government is committed to placing into the public domain data and 
information which enables citizens to understand the basis of Government 
decisions, how public sector organisations spend the money allocated to them 
and ultimately enable citizens to hold public sector organisations to account 
for their performance. 
 

                                                      
8
 http://cdn.hm-treasury.gov.uk/2011budget_growth.pdf 

 
9
 Appendix 1 provides more details of the Plan for Growth‟s proposals relating to healthcare. 

http://cdn.hm-treasury.gov.uk/2011budget_growth.pdf
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The Transparency agenda10 is concerned about creating a climate whereby 
as many people and organisations can get maximum utility out of data. Actual 
use of the data is more difficult to predict, and is likely to involve changes in 
behaviours over time. At this early stage, therefore, it is not possible to 
quantify these benefits in terms of number of users. 
 
The Cabinet Office is leading this cross-Government initiative, on the basis 
that  
 

    “Open data must become the organising principle of public services.” 
 
and  
 

“Access to data must be the default setting for public services: public 
authorities and organisations in receipt of public funding should always 
publish their data and do so with a commitment to accessibility and 
quality.” 

2.2   Other drivers for change 

 

 Structural reform of the NHS - The establishment of clinical 
commissioning groups will require reporting arrangements that support 
transparency and accountability at a local level.  
 

 Big Society – the concept of the Big Society11 is designed to put more 
power in the hands of local communities. The main components of this 
involve the devolution of power and resources, promoting and empowering 
local action, and stimulating new service delivery models outside of 
Government. In the context of the reform of the health and care systems, 
the mechanisms of local democratic accountability, competition and choice 
are all very pertinent to the Big Society, and all require the availability of 
relevant, timely and local information. 

 

 The concept of Choice12 is a major force for change in the context of 
health and social care. In order to exercise choice to the full, it is 
necessary for people to have easy access to information about health 
matters, and about the range and quality of services available to them. 
There have been numerous studies relating to Choice. The Kings Fund‟s 
publication “Patient Choice – how patients choose and how providers 
respond” 13 was aimed at understanding how the public use information to 

                                                      
10

 Paper from Tim Kelsey, Cabinet Office Director of Transparency, submitted to the Super 
Transparency Board meeting 8

th
 June 2011.  

 
11

 “Building the Big Society” http://www.cabinetoffice.gov.uk/sites/default/files/resources/building-big-
society_0.pdf 
 
12

 
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/@dh/@en/documents/digitalasset/dh_1
20613.pdf 
 
13

 http://www.kingsfund.org.uk/publications/patient_choice.html 

 

http://www.cabinetoffice.gov.uk/sites/default/files/resources/building-big-society_0.pdf
http://www.cabinetoffice.gov.uk/sites/default/files/resources/building-big-society_0.pdf
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/@dh/@en/documents/digitalasset/dh_120613.pdf
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/@dh/@en/documents/digitalasset/dh_120613.pdf
http://www.kingsfund.org.uk/publications/patient_choice.html
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inform their decision making offers some valuable messages which are 
relevant to this evaluation, including the trade-offs involved in reaching a 
decision, and the need to avoid “information overload”. 

 
 Also in the context of health and social care, the Information 

Revolution14 set out a vision for a richer information market place. For 
information intermediaries to work effectively, it is essential that there is 
clarity about the availability and the flow of information. The Information 
Revolution reflects the Transparency interest in regard to the need for a 
vibrant information market place, which will encourage entrepreneurship 
and lead to expansion of the UK knowledge and services economy, while 
ensuring that patient confidentiality is completely protected.  

 

The Government‟s response to the future forum report15 gave a 
commitment that the forthcoming Information Strategy will address the 
need to protect patient confidentiality.  

2.3    Access to information and technological advances  
 

Increased access to information and greater technical functionality has 
created new and sometimes conflicting dynamics in terms of public 
behaviours, expectations and perceptions. A common illustration relates to the 
increased personal use of social networking sites, and the extent to which it is 
consistent with changes in perceptions and concerns about confidentiality and 
internet security.  
 
There is much activity to reassure public confidence. The Protection of 
Freedoms Bill16 considered the implications for public confidentiality in the 
context of the drive for greater transparency. In the context of the NHS, for 
example, we have the recent comprehensive guidance document “Good 
practice guidelines for GP electronic records17. The Information 
Commissioner‟s Office is currently consulting on an Information Rights 
strategy18 for the public..  
 
The increased use of technology creates cultural challenges for public 
services. These may relate to access to information, which is very much at the 
heart of the Transparency agenda, and will be dealt with in more detail in the 

                                                                                                                                                        
 
14

 http://www.dh.gov.uk/en/Healthcare/LiberatingtheNHS/Informationrevolution/index.htm 
 
15

 
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_127719.pdf 

 
16

 Protection of Freedom Bill; http://www.publications.parliament.uk/pa/bills/cbill/2010-
2011/0146/2011146.pdf 

 
17

 
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_125350.pdf 
 
18

 
http://www.ico.gov.uk/about_us/consultations/~/media/documents/library/Corporate/Research_and_repo
rts/ico_information_rights_strategy_consultation_pdf.ashx 
 

http://www.dh.gov.uk/en/Healthcare/LiberatingtheNHS/Informationrevolution/index.htm
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_127719.pdf
http://www.publications.parliament.uk/pa/bills/cbill/2010-2011/0146/2011146.pdf
http://www.publications.parliament.uk/pa/bills/cbill/2010-2011/0146/2011146.pdf
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_125350.pdf
http://www.ico.gov.uk/about_us/consultations/~/media/documents/library/Corporate/Research_and_reports/ico_information_rights_strategy_consultation_pdf.ashx
http://www.ico.gov.uk/about_us/consultations/~/media/documents/library/Corporate/Research_and_reports/ico_information_rights_strategy_consultation_pdf.ashx
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context of patient choice and care, in the Department of Health‟s Information 
Strategy which is due to be published later this year.  
 
The cultural challenges also relate to the way care professionals use 
information, as illustrated in the recent publication from the NHS 
Confederation “Remote control”19 which explores issues relating to the 
patient-practitioner relationship in the digital age. 
 

At the same time, the public is making greater use of technology, and has 
high expectations now in regard to speed of searches and access to 
information. We see the information market developing tools for increasingly 
personalised internet activities. Search engines now act as “prediction 
engines” – the data they collect is used to offer tailored marketing to internet 
users. There is much evidence of the use of internet technology for illicit 
purposes. One case relevant to this evaluation concerns the risk of 
identification of individuals - Netflix20. The ability of mobile technology to track 
and store details of individuals‟ movements and location increases the 
potential for targeted marketing. As noted recently in a national newspaper: 
 

“Search for a word like “depression” on www.dictionary.com and the 
site installs upto 223 tracking cookies and beacons on your computer 
so that other websites can target you with antidepressants.”21 

 
The extent to which this is seen as desirable or insidious depends almost 
entirely on personal perception. Indeed, there will be some dissonance for 
some, who take advantage of the increased access to information and 
technology, but remain concerned about the potential for it to be used against 
their interests. There is evidence, though, that the use of technology for 
unintended purposes is a more genuine cause for concern – cases of identity 
fraud are routinely reported, for example.  
 
It will be necessary to demonstrate that the decision to publish practice-level 
data has been made with full appreciation of this context. There are some 
risks involved, that are easy to identify and mitigate; there are others that are 
theoretical – the practice-level data under consideration does not itself contain 
any patient-identifiable data. It is possible, though, that it might be used with 
data from other sources to identify either prescribers or patients. At the same 
time, the assessment of these risks is undertaken against the backdrop of 
rapidly changing public behaviours and perceptions about the opportunities 
offered by technology. So it is for reasons associated with these risks that the 
decision requires careful consideration.  
 

                                                      
19

 http://www.nhsconfed.org/Publications/Documents/Remote_control_200111.pdf 
 
20

 http://en.wikipedia.org/wiki/Netflix 
 
21

 Eli Pariser, “The Filter Bubble”, published June 2011 and quoted in the Observer 12 June 2011. 

http://www.dictionary.com/
http://www.nhsconfed.org/Publications/Documents/Remote_control_200111.pdf
http://en.wikipedia.org/wiki/Netflix
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3. Transparency in the context of health and social 
care 
 

By May 2011, 1265 data files relating to healthcare have been made available 
through www.data.gov.uk., and the health sector is currently the single largest 
contributor of data to www.data.gov.uk. Examples of data already available 
includes a range of NHS performance data, indicators about services, 
including the quality of services, information about healthcare-associated 
infections, and information about patient environment, including hospital 
cleanliness. A range of prescribing data is also available at national, SHA and 
PCT level. 
 
A similar range of data is already available to the public through NHS 
Choices22.  
 
Plans are being developed for extending the range of data to include more 
hospital data, complaints data, data from clinical audits and a wider range of 
comparative data from across care settings. 

3.1    The role of the NHS Information Centre 

 
The NHS IC is leading on behalf of the Department of Health in implementing 
the Transparency agenda. This role stems from our responsibility for the 
collection and publication of health and social care information used for 
“secondary purposes” – i.e., purposes not directly relating to patient care. 
 
The publication of data such as this will have a range of consequences, some 
positive and foreseen, some unintended, and others not so easy to predict. 
However, Government must ensure that publication is lawful and to ensure 
that patient confidentiality is not compromised.  
 
Therefore, the NHS IC has been asked to review the implications of publishing 
practice-level data with a view to ensuring that there is an understanding of 
the potential risks involved. 
 
The NHS IC is not itself responsible for information relating to direct patient 
care. Transparency proposals relating to patient access to their own records 
will be managed by the Department of Health through a separate process, 
involving a wider range of organisations including the Information 
Commissioner‟s Office, National Information Governance Board and others. 
 
The NHS IC will carry out a similar evaluation of the potential impacts of 
publication for other Transparency commitments relating to this kind of heaIth 
and social care data, reflecting a similar level of complexity and especially 
where there might be a risk of compromising patient confidentiality.  This will 
also ensure there is due regard given to data released under the 
Transparency agenda which is not sourced directly from the NHS IC for 

                                                      
22

 www.nhs.uk  
 

http://www.data.gov.uk/
http://www.data.gov.uk/
http://www.nhs.uk/
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inclusion in the national repository for health and care data managed by the 
NHS IC. 

3.2    Our approach to this evaluation  

 
This evaluation is an independent, objective assessment of the implications of 
the publication of practice-level prescribing data. It aims to ensure there is 
transparency in the process, and that the risks relating to the protection of 
patient confidentiality are understood so that they can be addressed. 
 

The proposal being considered concerns the wider release of this practice 
level data. This report considers the options for making data available, and a 
high level, objective assessment of their implications for stakeholders, and 
issues relating to legal, information governance and technical matters that 
impact on the deliverability of the options. 
 
There are some issues that are beyond the scope of this evaluation, however, 
and these are: 
 
• A detailed  analysis of current data flows; 
• A formal legal appraisal; 
• An appraisal of the research agenda and the opportunities available; 
• Any evaluation or specification in regard to the Plan for Growth 

commitment to a secure research data service; 
• Any evaluation of any technical solution, as this is not possible until the 

detailed proposals are agreed; 
• Discussions with professional bodies including the BMA, RCGP, 

Prescribing Services Negotiating Committee, and  bodies representing 
other prescribers in practices; 

• Extensive stakeholder engagement on the options and issues, including 
organisations representing the views and interests of patients and the 
public. 

 
For the purposes of this evaluation, we have assumed that: 
 
• The Government intends that data should be made available at the 

maximum possible level of detail and frequency, in a standard form that 
will facilitate computer analysis by users; 

 
• Publication must be lawful, and not breach patient confidentiality, Article 8 

of the Human Rights Act, or the Data Protection Act;  
 
• Government wishes publication of practice-level prescribing data to 

commence in December 2011.  If there are practical IT or other constraints 
on the level of detail which can be published in December 2011, 
Government would prefer to publish some data in 2011 rather than waiting 
until maximal publication can be achieved; 

 
• A decision will be made during July 2011, and the necessary funding made 

available. 
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4. Benefits of publication 
 

The NHS IC understands that Government expects a range of benefits to 
accrue from the decision to publish practice-level prescribing data. They 
include: 
 
• Greater public access to data to improve accountability for performance 

(care quality and safety as well as financial); 
 
• Better serving the “public interest” in regard to the use of public money; 
 
• Better informed commissioning decisions; 
 
• A better-informed public in regard to what services and treatments are 

available; 
 
• Richer debate about comparative prescribing patterns; 
 
• Additional benefits from exploitation by the research community; 
 
• An energised information market place, with more commercial 

organisations offering tools and products facilitating greater use of the 
data. The Government sees a major opportunity for a new information 
market place, whereby commercial information companies deliver value-
added services to the NHS and to the public; 

 
• Reflecting the extent of public interest in health and health services, better 

and more frequent coverage in national and local media, including 
analyses of variations in performance, access, or quality of care. The 
media use a range of sources of data, including official statistics and other 
data that is available nationally.  

 
• Fewer requests made under the Freedom of Information Act as the data 

will be available directly. 

5. Current availability of prescribing data 
 
Primary care prescribing23 information is derived from prescriptions submitted 
by community pharmacists, appliance contractors, as well as general 
practices to the NHS Prescription Services Division24 of the NHS Business 

                                                      
23

 Primary care prescribers include practice GPs, locums, trainees, nurses, practice pharmacist. The use 
of prescribing pads in other settings, such as out of hours or walk in centres, and the processing of 
repeat prescriptions may also affect the final analysis, but this is generally not considered to have a 
significant impact on the overall practice-level analysis.  
 
24

 The primary role of NHS Prescription Services in the NHS BSA is to ensure that chemists and 
dispensing doctors are reimbursed appropriately for the dispensed medicines, that the costs and fees 
paid are charged back to the appropriate NHS budget and information is provided to the NHS. See The 
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Services Authority (NHS BSA). The NHS BSA has directions to provide the 
NHS with information. This includes prescribing data which is made available 
to NHS organisations to enable them to monitor activity and payments as part 
of their commissioning role. The NHS BSA is the data controller for this data, 
and the data is Copyright to the Secretary of State for Health. The data is 
collected primarily for the purpose of reimbursement of the value of the 
medicines to the dispensing contractor. 
 
The data relates to items and costs of medicines prescribed and dispensed, 
but not all items prescribed are dispensed, as patients may choose not to 
present the prescription for dispensing.  No patient information (name, age, 
gender, diagnosis) is associated with the data.  
 
The data collected has high accuracy and is returned to the NHS for a variety 
of secondary purposes including benchmarking, performance and financial 
management and to support prescribing initiatives. It is used extensively for 
monitoring trends and utilisation, resource allocation and forecasting.  
 
There is considerable variation in prescribing patterns between organisations, 
which may relate to a wide range of factors, including patterns of local service 
provision, purpose of the clinic, patient demographics, deprivation, long term 
illness, co-morbidities, and choice of provider. There is seasonal variation for 
some medicines. Expert interpretation of the data is often necessary to avoid 
misinterpretation about the clinical appropriateness of prescribing.   
 
In addition to GP practices, the data includes prescribing activity relating to 
prisons, out-of-hours clinics, and other specialist clinics. There is no 
classification of the type of “practice” within the current dataset that would 
easily enable the filtering of such practices. 
 

6. Granularity of data for publication – options 
 

Data is available for publication based on the level of analysis afforded 
through the British National Formulary.  The most detailed level of granularity 
relates to specific preparations (e.g lansoprazole 15mg capsule), and this 
rises to BNF chapter (eg gastro-intestinal, cardio-vascular). 
 
Each level is assessed in the table which follows, against the following 
headings: 
 
• Current availability for the public and the NHS; 
• Indicative data volumes; 
• Issues relating to patient confidentiality; 
• Technical feasibility; 

                                                                                                                                                        
NHS Business Services Authority (Awdurdod Gwasanaethau Busnes y GIG) Directions 2006 schedule 4 
paragraph 17 and 18.  http://www.nhsbsa.nhs.uk/Documents/Sect_1_-_B1_-_Eng_Directions.pdf 
 
 

 

http://www.nhsbsa.nhs.uk/Documents/Sect_1_-_B1_-_Eng_Directions.pdf
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• Utility of the data; 
• Indicative annual costs based on quarterly publication. 
 
The issues described elsewhere in this report apply to all of these granularity 
options. This includes the legal considerations in section 7, and the issues 
listed in Appendix 2. This allows for the options to be presented here 
objectively, as the decision in regard to publication needs to address: 
 
• The level of granularity; 
• The frequency of publication; 
• Both the short term feasibility to ensure publication in 2011, compared with 

more granular publication that requires more investment and could be 
delivered in 2012; 

• Cost.  
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Table 1 – Options for the publication of practice-level data by level of granularity of British National Formulary25 
 

BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost for monthly 
publication 

Legality and 
confidentiality issues 

Technical 
feasibility and 
issues 

Utility 

A. Preparation 
 
e.g lansoprazole 
15mg capsule 

PCT- and 
practice-level 
cuts of data 
available only 
to NHS users 
 
National-level 
available to 
the public. 
 

Estimated at 
5.3 billion 
data items per 
year. 
 
There are 
over 21,000 
categories of 
preparation. 
 

Provision of data-file(s):   
• Likely to require an industrial 

scale development of extraction, 
processing and storage 
capability and for the data to be 
held off-line from BSA 
transactional systems 
infrastructure at this point.  

• Data solution at this level is 
anticipated to be much larger in 
scale than that necessary to  
options C, D so costs have been 
increased proportionately.   

• Costs for setup and supply are 
anticipated to be no more than 
£750,000, with an annual running 
cost, and some customer 
service/support of no more than 
£100,000 per annum thereafter.  

 
End-User Interactivity:  
Significant up-shift in potential user-
interactivity to meet the needs of a 
wider range of audiences, and 
providing for richer  functionality for 
example online-query, analysis and 

High risk of deduction of 
identification of patients 
if used with other data. 
This level of granularity 
will offer greatest risk of 
misuse or 
misinterpretation. 
 
 
This is controllable via 
statistical disclosure 
control, but with some 
reduction in utility 
arising from the 
reduction in data 
actually published. 
 
High risk of 
identification of 
prescribers.  
 

Not feasible for 
December 2011, 
but should be 
feasible in 2012, 
subject to the early 
release of funds to 
progress this.  
 
Would require 
significant planning 
and funding to 
achieve this level of 
granularity. 
 
Increase in costs as 
a result of greater 
processing 
requirements 
associated with the 
application of 
statistical disclosure 
controls. 
 
Some practical 
issues to address, 
including how to 

Of limited additional 
use to clinicians 
compared with 
chemical (option C 
below)  
 
May be of use for 
research purposes, 
subject to cost/benefit 
analysis. 
 
Of high commercial 
value and interest to 
pharmaceutical 
industry, especially in 
regard to monitoring 
new treatments and 
marketing activities. 

                                                      
25

 Each option implies release at practice-level subject to any additional aggregation which may be needed to control disclosure of patients‟ identities. 
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BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost for monthly 
publication 

Legality and 
confidentiality issues 

Technical 
feasibility and 
issues 

Utility 

custom data download, custom 
metrics and indicators, presentations 
etc.  
 
Where this is delivered through 3

rd
 

party tools the costs can scale 
disproportionately from the data-
supply solution which underpins 
them. We have therefore factored in 
a potential „enterprise wide‟ type 
software licence at this point, or the 
equivalent in bespoke software 
development costs if built as 
opposed to bought.  
 
A solution at this level might be 
anticipated to cost in the region of 
£2m with typical annual software 
support and maintenance at 
£400,000 representing a figure of 
~20% of initial software cost  

handle preparations 
with no items but a 
cost recorded 

B. Product  
 
e.g. Zoton 

PCT- and 
practice-level 
cuts of data 
available only 
to NHS users 
 
National-level 
data available 
to the public. 
 

Estimated 3.4 
billion data 
items 
nationally 
each year  
 
There are 
over 13,000 
categories of 
product 

As for Option A above High risk of deduction of 
identification of patients 
if used with other data. 
 
This is controllable via 
statistical disclosure 
control, but with some 
reduction in utility 
arising from the 
reduction in data 
actually published. 

Not feasible for 
December 2011, 
but should be 
feasible in 2012, 
subject to the early 
release of funding. 
 

High utility to 
clinicians and 
research. 
 
Of high commercial 
value and interest to 
pharmaceutical 
industry, especially in 
regard to monitoring 
new treatments and 
marketing activities. 
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BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost for monthly 
publication 

Legality and 
confidentiality issues 

Technical 
feasibility and 
issues 

Utility 

 
High risk of 
identification of 
prescribers.  
 

C. Chemical 
 
e.g. lansoprazole 
 
 

PCT- and 
practice-level  
cuts of data 
available only 
to NHS users  
 
National-level 
data available 
to the public. 
 
 

Estimated 
625 million 
data items 
nationally 
each year. 
 
There are 
nearly 2500 
categories of 
chemical 
 

Provision of data-file(s):   
• Likely to require moderate scale 

development of extraction, 
processing and storage 
capability and for the data to be 
held off-line from BSA 
transactional systems 
infrastructure at this point.  

• Data solution is anticipated to be 
slightly larger in scale than that 
necessary to support Option D 
(sub-para) level, so costs have 
been increased proportionately.   

• Costs for setup and supply are 
anticipated to be no more than 
£450,000, with an annual running 
cost, and some customer 
service/support of no more than 
£50,000 per annum thereafter.  

 
End-User Interactivity:  
Significant up-shift in potential user-
interactivity for the increasing range 
of audiences, for example online-
query, analysis and custom data 
download. This type of functionality is 
often delivered through 3

rd
 party 

Risk of deduction of 
identification of patients 
if used with other data, 
controlled via statistical 
disclosure control. 
 
Potential identification 
of prescribers of 
“sensitive” preparations. 
 
High risk of 
identification of 
prescribers.  
 
 
 

Feasible for 
December 2011, 
subject to the early 
release of funding 
to progress this. 
 
Would require 
significant planning 
and funding to 
achieve this level of 
granularity. 
 
Some practical 
issues to address, 
including how to 
deal with dressings 
and appliances 
(which do not have 
a “chemical” 
associated with 
them) 
 

High utility for 
clinicians and 
research community. 
 
Of high commercial 
value and interest to 
the pharmaceutical 
industry 
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BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost for monthly 
publication 

Legality and 
confidentiality issues 

Technical 
feasibility and 
issues 

Utility 

tools, or bespoke developments and 
the costs can grow quite markedly as 
a result, hence we would expect a 
cost of some £650,000 for the 
provision of such functionality. A 
commensurate annual software 
support and maintenance figure of 
£130,000, representing 20% of initial 
software cost. 
 

D. Sub-
paragraph 
 
e.g. angiotensin-
converting 
enzyme 
inhibitors 

PCT- and 
practice-level  
cuts of data 
available only 
to NHS users 
 
National-level  
data only 
available to 
the public. 
 

Estimated 
202 million 
data items 
nationally 
each year. 
 
There are 801 
categories of 
sub-
paragraph 
 

Provision of data-file(s):   
• Likely to require moderate scale 

development of extraction, 
processing and storage 
capability and for the data to be 
held off-line from BSA 
transactional systems 
infrastructure at this point.  

• Costs for setup and supply are 
anticipated to be no more than 
£320,000, with an annual running 
cost, and some customer 
service/support of no more than 
£50,000 per annum thereafter.  

 
End-User Interactivity:  
Some user-interactivity would be 
anticipated at this level, for some 
audiences eg public, although would 
expect that functionality to be limited 
and therefore of the order of no more 
than £30k to develop and implement. 

Potential risk of 
deduction of 
identification of patients, 
controllable via 
statistical disclosure 
control. 
 
High risk of 
identification of 
prescribers. 

Feasible for 
publication in 
December 2011 
 
Some therapeutic 
areas do not have 
this level within the 
BNF. Therefore, 
next level 
(paragraph) will be 
reported 

Offers reasonable 
utility to clinicians, 
research community 
and pharmaceutical 
industry. 
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BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost for monthly 
publication 

Legality and 
confidentiality issues 

Technical 
feasibility and 
issues 

Utility 

 

E. Paragraph  
 
e.g. Proton 
Pump Inhibitors 
 
 

PCT- and 
practice-level 
cuts of  data 
available only 
to NHS users 
 
National-level 
data available 
to the public. 
 

Estimated 
181 million 
data items 
nationally 
each year. 
 
There are 718 
categories of 
paragraph 
 

As for Option D above 
 

Potential risk of patient 
identification 
controllable via 
statistical disclosure 
control. 
 
 
High risk of 
identification of 
prescribers  

Feasible for 
publication in 
December 2011. 
 
Some therapeutic 
areas do not have 
this level within the 
BNF. Therefore, 
next level (section) 
will be reported 

Of limited use to 
clinicians. 
 
Of value and interest 
to the pharmaceutical 
industry. 

F. Section  
e.g. 
Antisecretory 
drugs and 
mucosal 
protectants 

PCT- and 
practice-level 
data available 
only to NHS 
users 
 
National and 
PCT-level cuts 
of data 
available to 
the  public 

51 million 
items per year  
 
There are 202 
sections 

Provision of data-file(s):   
• Straightforward extraction of data 

from BSA systems, and 
preparation and supply of file(s).  

• Anticipate no more than 
£150,000 to setup and supply, 
with small annual running costs 
of no more than £20,000 
thereafter 

 
End-User Interactivity:  
Minimal end-user interactivity 
expected at this level, although is 
possible to enable through existing 
tools (ePACT / ePFIF) for negligible 
cost, should it be required 
 

Potential risk of patient 
identification, 
controllable via 
statistical disclosure 
control. 

 
High risk of 
identification of 
prescribers  
 

Feasible for 
publication in 
December 2011. 
 
 

Of limited practical 
use to clinicians, or 
research community. 
 
Of value and interest 
to the pharmaceutical 
industry. 

G. Chapter 
 
e.g. Gastro-
intestinal 

PCT- and 
practice-level 
data available 
only to NHS 

5 million items 
per year for 
the  21 
chapters 

Provision of data-file(s):  
Simple extraction of data from BSA 
systems and provision of file for 
download, no more than £50,000 to 

Low risk of patient 
identification, 
controllable via 
statistical disclosure 

Feasible for 
publication in 
December 2011. 

Of limited practical 
use to clinicians, or 
research community. 
 



 

Page 28 

BNF level of 
release 

Current 
availability of 
data 

Indicative 
data 
volumes 

Indicative cost for monthly 
publication 

Legality and 
confidentiality issues 

Technical 
feasibility and 
issues 

Utility 

system users 
 
National and 
PCT-level cuts 
of data 
available to 
the public 

setup and supply, with minimal 
annual costs of no more than £5,000 
thereafter  
 
End-User Interactivity:  
Minimal end-user interactivity 
expected at this level, although is 
possible to enable through existing 
tools (ePACT / ePFIF) for negligible 
cost, should it be required 

control. 
 
High risk of 
identification of 
prescribers  
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6.2  Scale of solution and indicative costs 

 
Indicative costs for each option have been included in this evaluation. They 
have been calculated in collaboration with colleagues in the NHS IC, NHS 
BSA, NHS Connecting for Health, and using comparisons with other systems 
and services on a similar scale of volume/complexity.  They set out separately 
the costs associated with  
 

• The creation of basic data-files and their provision, as this reflects the 
major Transparency interest. The Cabinet Office has indicated that the 
requirement for growth and transparency purposes is likely to be limited 
to the supply of datafiles; 

 
• The potential costs associated with providing more advanced 

functionality such as interactive query, analysis, custom extraction etc 
which might be useful for different audiences in exploiting the data, in 
line with the strategic objectives of the Information Revolution and 
patient Choice. This would also be consistent with comments from 
users of the data.gov.uk service who have expressed a wish for 
functionality over and above the basic data supply. The Department 
can then form a view about whether this kind of additional functionality 
service is required over and above the provision of basic data-files 
necessary for transparency. 

 
As the data already exists for transactional and payment purposes, the 
primary consideration here concerns the means by which that data can be 
made available to new audiences. The costs reflect the potential spread of 
work across the NHS BSA and the NHS IC. Considerations include: 
 
• Whether these new audiences are legitimately and practically able to use 

the existing tools available to the NHS for the purposes of accessing and 
analysing the prescribing data26, and what modifications may be required 
to open up access beyond the NHS; 

• Whether the data can be made available directly from existing processes 
and storage, or whether it needs to be taken and held elsewhere, for 
example to safeguard key payment and processing activities; 

• Whether the scale of the data involved, or the volume of new users 
warrants a materially different approach to the release of the data; 

• Whether there are advantages in holding the data close to the source/data 
controller, or whether as a matter of principle the data should be made 
available from an intermediary, such as the NHS IC; 

• Whether there is any form of “service” which needs to be available to 
handle queries or requests for bespoke data extracts (as we have found 
necessary with other large-scale data releases such as HES). 

                                                      
26

 ePACT.net is a service for PCT pharmaceutical and prescribing advisors which allows real time 
online analysis of data for all their practices or summed across the PCT. Electronic Prescribing and 
Financial Information for Practices (ePFIP) is a similar service at practice level that provides online 

 information on a practice‟s prescribing habits and costs, 
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It is essential that the publication processes do not compromise the BSA‟s 
core business operations, especially as the increased volumes of data require 
„industrial scale‟ data extraction, processing and hosting. It is at the level of 
Paragraph where the issues of scale require the separation of the data onto 
separate platforms, and each level of increasing granularity represents a 
corresponding proportionate increase in the necessary infrastructure.  
 
It is recognised that increasing granularity brings with it the potential to carry 
out more sophisticated data analysis. An option for future development 
therefore might include the provision of user tools alongside the data to 
manipulate and interrogate the data.  This evaluation therefore includes 
indicative, optional costs, for the provision of end-user functionality. It is 
therefore possible for the decision to accommodate both the Transparency 
requirements and any additional requirements to complement this. 
 
It is suggested that Options A and B meet the requirements of the 
Transparency Agenda. There will be little difference in total costs for these 
options, but there is some debate about the actual value of publishing data at 
the level of preparation, and this can be addressed during 2011.  
 
However, in the time available in 2011, it will not be possible to address all of 
the technical requirements associated with these options in time to publish 
data in December 2011. It is therefore suggested that Chemical level data 
(Option C) is considered for publication in December 2011, with more granular 
data published in 2012.  
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6.3  Publication arrangements 
 

If the data were published in a form which was aggregated to prescriber or 
practice level, there would be a strong case for treating them as official 
statistics, as an organisational unit operating within the NHS. This would 
require the Code of Practice27 for official statistics to be followed. 
 
It is unlikely that there will be a decision to publish prescriber-level data28. 
However, in view of the proposed establishment of Clinical Commissioning 
Consortia, the status of a GP practice may mean that data aggregated to GP 
practice-level may also warrant presentation as official statistics.  
 
The guidelines underpinning the Code of Practice are consistent with the spirit 
of both legislation and policy, and therefore it is proposed that consideration is 
given to introducing publication arrangements which are informed by the 
Code. 
 

7. Protecting privacy and confidentiality 
 

The importance of protecting patient confidentiality figures prominently in the 
Government‟s thinking. It is referenced in the response to the Futures 
Forum29: 
 

“…. to ensure patients can be completely confident and clear about 
how we will use their information we will therefore use our forthcoming 
information strategy to set out how information will be collected, used 
and protected to improve our understanding of disease and outcomes 
while ensuring that patient confidentiality is completely protected” 
 
“We will therefore consider further how to amend the Bill to protect patient 
confidentiality in a way that supports our plans to drive quality 
improvement through greater access to information; and to promote high 
quality research” 

 
There are three categories of risk: 
 
• Risk of inferring or deducing the identity of a patient by combining the 

prescribing data with data from another source; 
 

                                                      
 
27

 http://www.statistics.gov.uk/about/national_statistics/cop/downloads/StatementRD.pdf 
 
28

 The analysis of prescribing data only makes sense at practice-level. General practice comprises a 

range of skills which collectively deliver a set of health services in a primary care setting. The skill mix 
across the practice team only makes sense in the context of the whole population served. To bring the 
publication to a lower level of granularity of practitioner would render any analysis meaningless 
29

 
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_127719.pdf 

 

http://www.statistics.gov.uk/about/national_statistics/cop/downloads/StatementRD.pdf
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_127719.pdf
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• Risk of identification of a prescriber – this is inherent in the proposal and it 
may be necessary to consider whether action needs to be taken to  
support the decision to publish practice-level data which will allow 
prescriber data to be disclosed for example through fair processing notices 
or changes to the GMS contract; 

 
• Risks relating to the way the data is interpreted or used once prescribers 

or patients have been identified, this might include targeted marketing, 
increased use of data by the media or lobbyists. These are deemed to be 
inherent in the proposal to publish. 

 
The importance and scale of each of these issues will increase in proportion 
to the level of detail and granularity that is eventually published.  
 
The lower the level of granularity, the greater the risk becomes to patient 
confidentiality. If it is intended to make the data openly available in this way for 
research purposes, it would result in the publication of data which brings more 
risks in terms of Information Governance, and so would require the application 
of more statistical disclosure techniques. This in turn, increases the time and 
cost of routine processing.  There is also the potential for the disclosure 
controls to affect the utility of the data when it is published.  
 
This report does not provide a detailed exposition of the information 
governance issues, as other documents are available which address this. 30 

 

7.1 Data Protection and data processing 
 

The Data Protection Act requires the Data Controller to ensure that personal 
data is protected. There is a need, therefore to consider the Data Protection 
principles31 and their implications.  
 
The GP is data controller for the general practice data; the BSA is data 
controller for the data it captures from prescription forms as part of the 
dispensing contractors payment process. In order for this data to be made 
publicly available the Data Controller must ensure that it is de-identified and 
does not allow an individual to be identified. Therefore, at this point, it is no 
longer personal data. 
 
The main concern in regard to the Data Protection Act relates to the use of the 
data, in respect of the following principle: 
 

                                                      
30

 For a detailed exposition of the Information Governance agenda, reference should be made to the 
“Good Practice Guidelines for GP electronic patient records published in March 2011 by the Department 
of Health, the British Medical Association and the Royal College of General Practitioners.  
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_125350.pdf 
That document provides (on pages 20-52) a comprehensive description of the information governance 
and legal issues that relate to patient records. 

 
31

 http://www.ico.gov.uk/for_organisations/data_protection/the_guide/the_principles.aspx 
 

http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_125350.pdf
http://www.ico.gov.uk/for_organisations/data_protection/the_guide/the_principles.aspx
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“Appropriate technical and organisational measures shall be taken 
against unauthorised or unlawful processing of personal data and 
against accidental loss or destruction of, or damage to, personal data” 
 

The data in question does not itself contain any identifiable data in respect of 
patients. However, once made public, it would be available for anybody to use 
– and this is where the risk of identification arises. It is only if linked with other 
data that the identification of patients may be possible. There could be a risk 
of inferential, rather than direct identification of individuals, via linkage to other 
published data.  
 
The Information Commissioner‟s Office, has expressed the view that the 
publication of prescribing data on its own  would not be seen as a breach of 
the Act as it is not personal data and the data does not include the means to 
identify the patient or link it to other patient level data such as HES. In 
addition, if asked, the ICO would seek to establish if it can be demonstrated 
that “harm” is suffered as a result of a breach following publication.  It is 
therefore difficult to quantify the risks associated with identification of patients 
without taking account of any one or more of inference, deduction and 
additional data.  
 
The only way to control the way the data is used, and remove these risks is to 
apply access conditions to the data, for example, requiring organisations to 
register to access the data or to apply to use it for a certain purposes. Making 
the data publicly available means that it will not be possible to constrain or 
control the use to which the data is put. Imposing access conditions is, of 
course, counter to the spirit of the Transparency agenda. 
 

A policy working group within the Office of the Information Commissioner is 
currently considering the policy in relation to responsibility for a breach in the 
DPA arising from such analysis and whether this lies with the data user or the 
data supplier (If they have taken reasonable action to de-identify the data).  
The policy view is expected soon. 

7.2 A review of the 2008 consultation on publishing 
prescribing data 
 

In 2008 the NHS Information Centre carried out a review and a consultation 
on the release of prescribing data. The review confirmed at the outset that 
there were a number of legal and policy obstacles to the wider release of raw 
prescribing data at practice-level 32.   
 
The legal basis of this position is related to the Data Protection Act 1998. The 
independent EU Advisory Body on Data Protection and Privacy consisting of 
all the Information Commissioners in Europe (including UK) issued the 
following statement in June 200733:  

                                                      
32

 Wider release of NHS primary care prescribing data, 2008; NHS Information Centre. 
http://www.ic.nhs.uk/webfiles/Work%20with%20us/consultations/wider%20release%20of%20NHS%20pr
escribing%20data%20consultation.pdf 
 
33

 EU Advisory Body on Data Protection and Privacy, June 2007   

http://www.ic.nhs.uk/webfiles/Work%20with%20us/consultations/wider%20release%20of%20NHS%20prescribing%20data%20consultation.pdf
http://www.ic.nhs.uk/webfiles/Work%20with%20us/consultations/wider%20release%20of%20NHS%20prescribing%20data%20consultation.pdf
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“Drug prescription information…whether in the form of an individual 
prescription or in the form of patterns  discerned from a number of 
prescriptions, can be considered as personal data about the physician 
who prescribes this drug, even if the patient is anonymous.”  

 
Moreover, the Department of Health policy in 2008 was not consistent with 
releasing prescribing data at practice level.  
 
Although the option of the public release of such data was not considered in 
the consultation, the consultation sought views on the circumstances under 
which it was appropriate to release practice-level data external to the NHS, 
and what controls should be put in place  regarding the re-use of practice-
level data, should it be released external to the NHS. 
 
The consultation exercise confirmed that: 
 
• There were no objections to the regular publication of PCT-level data at 

BNF chapter or section-level data on the NHS IC website; 
 
• The value of releasing lower-level data (such as formulations of individual 

drugs) for use outside of the NHS was unclear. There was no reason why 
this could not be done at PCT level, but there was consensus that if this 
were done to a lower level of granularity (such as GP practice), 
considerations in regard to statistical guidelines and information 
governance would need to be considered. These considerations remain 
relevant. 

 
The 2008 review recommended 34 the publication of quarterly BNF section-
level prescribing data at individual Primary Care Trust level. This 
recommendation was enacted in quarter 1 of 2009/10 by the NHS Information 
Centre. 
 
Many of the issues considered in 2008 remain valid today, including: 
 

 The complexities involved in interpreting the data increase the risk of 
misinterpretation; 

 Potential for identifying practices which provide services for “sensitive“ 
conditions;  

 Potential for identifying individual GP or prescriber or dispenser: 

 Potential for targeted marketing from the pharmaceutical industry; 

 The potential for damage to longitudinal anonymised patient level 
databases based on information extracted from general practices, used for 
research into patient outcomes and patient safety. 

 

                                                                                                                                                        
 
34

 
http://www.ic.nhs.uk/webfiles/Work%20with%20us/consultations/Outcomes%20of%20consultation%20o
n%20release%20of%20prescribing%20data2.pdf 
Outcomes of Consultation – The wider release of prescribing data; March 2009; NHS Information Centre 

http://www.ic.nhs.uk/webfiles/Work%20with%20us/consultations/Outcomes%20of%20consultation%20on%20release%20of%20prescribing%20data2.pdf
http://www.ic.nhs.uk/webfiles/Work%20with%20us/consultations/Outcomes%20of%20consultation%20on%20release%20of%20prescribing%20data2.pdf
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The public interest in openness and accountability is probably the single 
biggest factor which has changed since the consultation carried out by the 
NHS IC in 2008. Not publishing practice-level data may be seen as 
inconsistent with the new agenda in regard to openness and accountability – 
practices and consortia should expect to be held to account for their use of 
public funds. The scale of the policy shift is considerable. Policy-makers 
therefore need to assess the extent to which these factors effectively redraw 
the line in terms of public interest., and the review being carried out by the 
ICO will assist in this matter.  
 

7.3 Risk to research interests – longitudinal primary care 
databases 
 

There are several research databases that hold patient data, including 
prescribing data, extracted from general practices. These databases have 
their own management models and terms of use. They hold pseudonymised 
records of current and historic patients. They have significant clinical and 
commercial value, and are regarded as amongst the best in the world for the 
purposes of research. The databases are widely used for drug safety 
research; they are also used to carry out cohort studies of treatments. They 
help reduce costs in clinical trials by identifying relevant patient attributes to 
aid profiling of the population and recruitment, and informing the design of a 
trial.  
 
Some GPs have expressed concerns about the potential risk of their 
anonymised practice being identified within these databases as a result of 
publication of practice-level prescribing data. Identification of the practice then 
increases the risk of patients within the database being more easily identified. 
Their concerns go so far as to suggest that publication may undermine GPs‟ 
collective confidence in continuing to support and contribute to these 
databases.  
 
Some early studies are being undertaken by IMS Health and General Practice 
Research Database (GPRD) to attempt to quantify the risk associated with the 
potential use of jigsaw reidentification techniques across databases. GPRD 
has found that 27% of practices in the research databases could be identified 
by those with access to them based on a publication programme of monthly 
release of chapter-level prescribing data within a single year. The extent to 
which this could be seen as increasing the likelihood of identification of 
patients may depend on a number of factors, including the access controls in 
use with these databases, and the terms and conditions with which users 
must comply. 
 
The decision to publish practice-level prescribing data must therefore address 
these concerns. Considerations and trade-offs: 
 
• Extent to which policy benefits outweigh risks to these databases, either 

directly because practices decide to withhold data, or indirectly because 
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wider publication may undermine the business models used by the 
databases; 

• Short term gains for transparency against risk of undermining the utility  of 
these databases; 

• Longer term gains arising from consolidation of research agenda as 
outlined in the Plan for Growth, which may even offset short term 
disruption of the existing research databases. 

 

8. Summary and next steps 
 
This report has presented the options for publishing practice level prescribing 
data starting in 2011.  On the basis of the assumptions outlined in this report, 
and of Government‟s acceptance of the ownership of the costs, risks and 
mitigations involved, it is suggested that monthly publication of practice-level 
data could commence in December 2011 with option C (BNF Chemical), 
going on to deliver Options B and A in 2012. 
 
The main considerations that are pertinent to the Government‟s final decision 
relate to: 
 

 Legality – On the basis of our evaluation, and subject to the use of 
appropriate statistical disclosure controls, there is no conclusive legal 
reason for not publishing practice-level prescribing data, regardless of 
the level of granularity. 

 
There are, however, different opinions on matters relating to risk of 
disclosure. The Information Commissioner‟s Office advises that the fact 
of disclosure would not be considered in isolation – the potential for 
“harm” arising from disclosure must also be demonstrated, and this 
needs to be measured in the context of public interest. 
 
This evaluation is based on an assessment of the legal position as 
described in section 7 of this full report. Specific legal advice has not 
been sought and the government may wish to commission its own legal 
review of the issues and implications. 

 

 Level of granularity and frequency of publication - these involve risks to 
patient and prescriber confidentiality, practicability and cost.  Whilst no 
directly identifiable patient records will be released, there remains a risk 
that patient identities may be deduced by users and others linking the 
published prescribing data to other information they have available and 
data published elsewhere by the Government or others.  There is also 
a risk of re-identification of individual prescribers, which is inherent in 
the proposal to publish practice-level prescribing data. 

 
The greater the granularity, and the more frequent the publication, the 
greater the risk that someone may be able to deduce who the 
recipient(s) of a particular drug are.  To control this risk, it is essential to 
apply standard (but complex and sometimes time consuming) statistical 
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disclosure control techniques.  These are routinely used in the 
publication of official statistics, and typically suppress figures based on 
small numbers of records, particularly for rare or “sensitive” conditions 
such as drug addiction. 
 
In regard to the risk of identification of prescribers, the Article 29 Data 
Protection Working Party of the European Union Commission35 
determined that prescribing data is personal data about the prescriber. 
Prescribing data that are linked to a doctor working on their own (i.e. a 
single handed practice) could be considered personal data about the 
doctor and an absence of prescriptions for a particular drug for a multi-
handed practice identifies that all doctors in that practice are not 
prescribing this drug.  This too might be considered personal data. The 
status of this is advisory. It is not legally binding, and was not 
considered in the context of the new agenda of transparency and 
accountability.  
 
The Information Commissioner‟s Office is currently considering these 
issues in relation to the Data Protection Act. The ICO is considering 
where responsibility for the breach would lie, and it is expected that 
they will indicate that if an organisation could demonstrate they had 
made reasonable efforts to protect confidentiality, it would not be 
considered to be in breach of the Data Protection Act and in any case 
any complainant would be required to demonstrate that „harm‟ had 
been suffered as a result of a breach.    

 

 Feasibility - the commitment to publication in December 2011 limits the 
time for developing IT systems to handle the collation, processing and 
distribution of very large volumes of data.  

 
 Costs and benefits – the incremental utility to the public, clinicians and 

researchers of each additional level of detail available must be 
balanced against the marginal IT and others costs of processing, 
packaging and distributing the additional volumes involved, at least in 
the short-term. 

 

 Miscellaneous perverse outcomes – A decision to publish this data is 
consciously innovative, and therefore by its nature there may be 
consequences that cannot be anticipated. Some risks can be 
anticipated, and these must be judged against the intended benefits of 
transparency and publishing the data. 

 
We have assessed the feasibility of each level of granularity used in the BNF, 
as shown in Table 1. Because of the scale of the technical work associated 
with publication, option C (BNF chemical) is the lowest granularity of data that 
could be published by December 2011.  Subject to the funding being made 
available to resource this work, further publication is possible during 2012 to 
Options A and B (preparation and product).  

                                                      
35

 Opinion 4/2007 on the concept of personal data. Article 29 Data Protection Working Party, 
June 20

th
 2007 
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Our conclusions are that:  
 

 The legal and policy issues are common across all options for 
publication, although their potential impact depends on the level of 
granularity and frequency at which data are released.  

 

 This evaluation is based on an assessment of the legal position as 
described in section 7 of the full report. Legal advice has not been 
sought. 

 

 The application of standard statistical disclosure control techniques can 
mitigate the risks of deducing the identification of patients, but they 
would also bring increased processing costs and reduced utility of data 
as the total volume of data released is reduced as a result of the 
controls. If Government decides to proceed with publication, advice 
from the Office for National Statistics should be sought to agree the 
approach to disclosure. 

 

 The main potential impacts are: 
 

o The risk to individual patients‟ actual or perceived privacy and 
confidentiality, and thus to instilling confidence in any new service; 
 

o The potential for identifying individual GP or prescriber or dispenser, 
including for example the risk to a prescriber‟s confidentiality 
through single handed practices and an absence of prescribing from 
multi-handed practices; 

 
o Difficulties in interpreting the data raising  risks of misinterpretation; 

 
o The potential for identifying practices which provide services for 

“sensitive“ conditions;  
 

o The potential for targeted marketing from the pharmaceutical 
industry; 
 

o The potential risk to the viability of longitudinal databases currently 
used in primary care as a result of practices ceasing to contribute, 
fearing patient and practice confidentiality can no longer be 
protected because of the use of inferential techniques to match data 
from different data sets. 

 

 A major point we would recommend the Government consider when 
arriving at its decision is whether it is content that it has either the 
consent of, or appropriate legal cover for, the identification of individual 
GPs‟ prescribing activity.  Although release would be at practice level 
under any of these options, inevitably and unavoidably, release will 
result in identification of the activity of individual GPs, for example 



 

Page 39 

single-handed practitioners, or because of known specialist interests or 
patterns of prescribing behaviour within multi-handed practices. 

 

 Alternatively, Government may consider that there is a need to 
commission a full legal review of the issues and implications. 

 

 Once the decision is made about publication, then, in order to 
implement it, the Department of Health would need to release the funds 
necessary and instruct the NHS IC and the NHS BSA to proceed to 
publish practice-level prescribing data.  

 

 On the basis of the assumptions above, and subject to Government‟s 
acceptance and ownership of the costs, risks and mitigations involved, 
especially in regard to the use of statistical disclosure control 
techniques, then it is suggested that monthly publication could start in 
December 2011 at the level of BNF Chemical (Option C in Table 1).  
The cost of this option is estimated to be no more than £450,000 for 
basic surfacing of data plus annual support costs no more than 
£100,000. Costs for any additional end-user functionality would be in 
the region of £ 650,000, with annual support costs of £130,000.  

 

 Should the Government decide to do so, it would be possible to 
proceed in 2012 to publish data at the level of BNF product (Option B) 
or Preparation (Option A). This is consistent with the Transparency 
objective of publishing to the greatest level of granularity and utility – 
although it is likely that Option B (product) offers greater utility than 
Option A (preparation). However, the risks arising from publication 
become greater, as the level of granularity increases. The costs for 
both of these options are estimated to be £750,000 for the surfacing of 
data files, but this could rise to around £2million depending on the level 
of user functionality which might be required. Recurring annual costs 
would be £100,000 for the management of the data files, or upto 
£400,000 to accommodate greater user functionality. 
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Appendix 1 – The Plan for Growth and its 
commitments in regard to Healthcare and Life 
sciences 
 
In March 2011, HM Treasury‟ published its “Plan for Growth”36  document.  
The document was described as an “urgent call for action” to make the 
economy more competitive and address what the Government sees as the 
causes of a significant decline:- 
 

We have to become much more productive so we can be a leading 
high tech, highly skilled economy. We must build a new model of 
economic growth – where instead of borrowing from the rest of the 
world, we invest and we save and we export. Our economy must 
become more balanced.  
 

 Its ambitions are: 
 

to create the most competitive tax system in the G20; 
 
to make the UK one of the best places in Europe to start, finance and 
grow a business; 
 
to encourage investment and exports as a route to a more balanced 
economy; and 
 
to create a more educated workforce that is the most flexible in Europe. 
 

Government recognises the important contribution of healthcare research, and 
has included a chapter on Healthcare and Lifesciences37. That chapter 
describes the opportunity for creating a climate more conducive to research 
by addressing: 
 

 Health research regulation and governance; 

 Skills shortages; 

 The prohibitively long development cycle for getting ideas to market; 

 Opportunities for recruitment to participate in clinical trials; 

 Opportunities for making better use of data, including linked data, and 
anonymised data  

 
This report addresses the sixth of the commitments listed here: 
 

 
 
 

                                                      
36

 http://cdn.hm-treasury.gov.uk/2011budget_growth.pdf 
 
37

 Page 91 of the Plan for Growth. See Appendix 1 of this document for the commitments included in the 
Plan for Growth 

http://cdn.hm-treasury.gov.uk/2011budget_growth.pdf
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1. The Government will set up a new health research regulatory agency to streamline 

regulation and improve the cost effectiveness of clinical trials. It will make future National 
Institute for Health Research (NIHR) funding to providers of NHS services conditional on 
meeting benchmarks, including a 70 day benchmark to recruit first patients for trials. 
 

2. The Government will reduce perceived gold-plating and increase the proportionality of EU 
Clinical Trials Directive (CTD) and its application. 
 

3. The Government will open up information about clinical trials to enable the public to get 
involved. 
 

4. The Government will build a consensus on using e-health record data to create a unique 
position for the UK in health research. 
 

5. The Government will open up information on clinical research to promote collaboration and 
innovation. 
 

6. The Government will consider opening up prescribing data. 
 

7. The Government will form new Translational Research Partnerships from its £775 million 
investment in NIHR Biomedical Research Centres and Units. 
 

8. The Government will remove any barriers that limit the further development of geographical 
clusters, working with industry, local government, universities, NHS and funders. 
 

9. The Government will launch a competition to form a Cell Therapy Technology and 
Innovation Centre. 
 

10. To ensure educators provide the skilled individuals the sector needs to grow, the 
Government will, through Cogent, improve market signalling by bringing companies and 
educators together. 
 

11. The Government will ensure that the Intellectual Property (IP) system supports life sciences 
businesses. 
 

12. The Government will take forward a range of measures to encourage innovation in NHS 
procurement. 
 

13. The NHS Chief Executive will provide a report by November 2011, in consultation with 
industry, academia and other interested parties, on how the adoption and diffusion of 
innovations can be accelerated across the NHS. This report will inform the strategic 
approach to innovation in the reformed NHS. 
 

14. The Government will take forward a package of measures to improve the take up of assisted 
living technology. 
 

15. The Government will strip out regulations that were never meant for the social care market 
and are preventing market entry and flexible services. 
 

16. The Government will establish a proactive, entrepreneurial NHS Global to make the most of 
the NHS brand internationally and to offer support and advice to NHS trusts. 
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It is important to understand the precise context for the interest in practice 
level prescribing data. The “Plan for Growth” document describes it thus: 
 

“The NHS could offer unique opportunities for this country‟s 
international competitiveness in health research. Government can 
create the capacity to draw on the power of large linked data sets on a 
scale unprecedented here or elsewhere in the world. This would create 
unique opportunities for research in the UK, including more powerful 
uses of anonymised data sets and aggregated prescription data linked 
down to GP practice level. That can happen only if there is robust 
protection for individual patients' confidentiality and privacy. Enabling 
access through a managed health research data service would support 
clinical innovation and strengthen evidence of effectiveness, improving 
health outcomes. The Government will work with the National 
Information Governance Board and partners in the public and private 
sectors to publish plans by the autumn for a secure data service that is 
viable and affordable, and is focussed on linking the data sets which do 
most to strengthen the international competitiveness of our life 
sciences research.”38 

 
The contextual issues therefore include: 
 

 The research agenda and opportunities for increasing its economic 
potential; 

 Government awareness about the power of large datasets, and their 
potential use; 

 Specific reference to “anonymised data sets” and “aggregated prescription 
data linked down to GP practice level”; 

 The importance of protecting individual patients‟ confidentiality, and of 
instilling confidence in any new service. 

 

 
  
 

                                                      
38

 Page 93, clause 2.198 
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Appendix 2 – Risks and issues 
 

Risks and issues Impact Likelihood Comments Mitigation 

1. General 

1a. This evaluation is based on an 
assessment of the legal position as 
described in section 7 of this paper. 
Legal advice has not been sought 

M H The Department of Health to take the 
following considerations into account:, as 
to whether: 

 This provides adequate cover for 
publication; 

 It is preferable to await the review 
being undertaken by the Information 
Commissioner‟s Office prior to 
making a final decision; 

 A definitive legal review is required 

The decision to be made on the basis of 
the considerations listed. 

1b. The data does not cover all primary 
care prescribing data - It is estimated 
that practice-level data covers 99.5% 
of all 886.6 million primary care items 
dispensed, and 99.2% of spend. The 
non-practice data equates to 4.1 
million items costing £65.3 million. 

L H The data not included is a small 
percentage of a large total. It s 
reasonable to proceed to publish on this 
basis, as there is enough “critical mass” 
to make the data useful. 

 
 
 
 
Include with publication an assessment of 
the impact of these data.  

1c. Publication will include data not 
attributable to a general practice – 
such as prisons, out-of-hours 
centres, and other specialist clinics 

L H This will not have a significant impact on 
the overall picture. 

1d. Data may be used inappropriately, or   
for undesired purposes (eg targeted 
marketing or lobbying) 

Not known H This applies to all published data.  
 

None 

1e. Concern that publication may 
encourage lobbyists 

M L It is possible that lobbyists may in time 
make use of the data – this is seen as a 
Transparency benefit . 

None 
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2. Risk of identification of patients  

2a. Depending on the publication format, 
the absence of a specific prescribing 
activity could of itself lead to 
identification. – eg where there is 
only one patient (or a small number) 
in a practice receiving high cost or a 
rarely-prescribed treatment; 

 

H H The population served by GP practices is 
based on patient registration rather than 
geography. There is a significant 
alignment of geography and registration.  
Therefore, neither the general practice 
population, nor its constituents can be 
identified conclusively on the basis of 
geography alone – other factors need to 
be taken into consideration if attempting 
to identify individual patients.  
 

The risk is reduced by the application of 
standard statistical disclosure control 
techniques which typically include 
suppressing the data if it falls below a 
minimum agreed reporting level.  
 

3. Risks of identification of prescriber 

3a. Practices will be easily identifiable H H It is recognised that there are concerns 
about identifying GP practices – however, 
the imperative behind this initiative is to 
do precisely that. Therefore the default 
position is that practices will be identified 
unless there are reasons for exceptions to 
that default. 
 
This could be resolved by anonymising 
the practice details, although the potential 
to identify a practice may still exist where 
other data such as list size and PCT 
affiliation are available. Anonymising 
general practices would be inconsistent 
with the wider Transparency agenda for 
all other public services.   
 
Information showing practice 
achievement within the Quality and 
Outcomes Framework (part of the GMS 
contract) is published by the NHSIC. 

None. 
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Agreement to this has been managed 
formally through the negotiation process 
with the GPC and NHS Employers. 

3b. Prescribing behaviours are 
identifiable. Examples include: 

 

 Identification of prescribing profiles – 
high cost or low volume treatments; 
prescribing of “sensitive” drugs or 
preparations.  

 Identification of practices providing 
treatments for „sensitive‟ conditions, 
such as emergency hormonal 
contraception, HIV, drug addiction, 
Alzheimer‟s disease, schizophrenia, 
etc. The provision of such sensitive 
services may be known locally, but 
national release of information could 
lead to lobbying by individuals, the 
pharmaceutical industry and local or 
national media. 

 Instances where no member of a 
practice team has prescribed a 
particular treatment can also allow 
inference about prescribing policy or 
practice.  

 

H H  Disclosure is inevitable. The aggregation 
to practice-level already offers some 
limited protection to the individual 
prescriber. That protection is greater for 
larger practices, and considerably less 
where the practice team is small in 
number. 
this risk. 

3.c Risk that practitioners might be 
identified as a result of publishing 
data relating to single-handed GP 
practices  

 
 

H H Arguably single-handed practitioners are 
most at risk of identification, but any care 
professional working in a small practice 
team might be identifiable, on the basis of 
assumptions about the skill mix deployed 
in the practice. 
 
Single-handed practices are not exempt 

As above 
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from other aspects of policy and 
responsibility – they participate in clinical 
audits (though the data relating to clinical 
audits are currently not made more widely 
available); they must comply with clinical 
governance, quality standards, and public 
accountability.  They are similarly 
responsible for compliance with 
legislation including the Data Protection 
and Freedom of Information Acts (GP 
practices are recognised in Section 19 of 
the FOIA as public authority). 
 
The BSA currently does not publish data 
relating to single-handed practices, citing 
the Data Protection Act. 

3d.  Community pharmacy contractors  
may be concerned that disclosure of 
data might disclose commercial 
information that the industry may use 
for private or commercial benefit 
(such as to establish competing 
pharmacies). 

M L Stimulating the market is seen as an 
objective. 
 
Similar concerns regarding dentistry did 
not materialise. 

None 

4. Data handling and processing  

4a. Need to decide how to handle small 
numbers to minimise risk of 
identification. 

H H It is generally recognised that the policy is 
already changing in regard to the 
handling of small numbers (reflected in 
the work of the (ICO) 
 
The more frequent the publication, the 
greater the occurrence of small numbers. 
It is assumed that annual publication will 
not be frequent enough for the purposes 
of Transparency, and publication will be 
either monthly or quarterly.  

It is proposed that guidelines be agreed 
with the Office for National Statistics. 
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4b. Attribution of data  
 

Need to decide how to handle the 
2000-plus practices that are not „true‟ 
practices, but known as dummy 
practices. (these may be GPWSI, GP 
registrars, walk in centre, and others 
where primary care prescriptions are 
used, but PCTs or practices have 
wanted to scrutinise them 
separately). Also occasions when 
practices may prescribe on another's 
behalf. 

M? H Linked to the above.  
 
This brings implications for analytical 
purposes, and practical issues about the 
handling of any challenges or complaints 
about inaccurate data 

This will require a policy decision prior to 
publication.  Its implications will need to 
be explained at publication, in order that 
users of the data are aware.  
 
A piece of work around attribution, 
prescribed & dispensed would be helpful 
to scope the potential impact of this in 
advance of publication. 

4c. Need to decide how queries and 
errors will be handled 

L H Approach will depend on publication 
processes adopted. It will therefore need 
more work once the decisions have been 
made to consider the options.  

Publish details of arrangements for 
handling errors. 

5. Others 

5a. Potential risk of compromising 
existing primary care research 
databases. 

 
 

M M Considerations are offered in section 7.3 None – will be determined by the 
decision. 

 


