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1 Information Governance Assessment: Summary Sheet 

 

Customer requirement reference no NIC-145336-LRGN9 

 

Customer organisation(s)  UK Biobank Ltd. 

 

Data controller (if different)        

 

Purpose classification    Secondary purposes 

 

Aggregated or individual-level data? Individual-level data 

 

Identifying or non-identifying?   Assessed as identifying 

 

Legal basis (if identifying)  Explicit patient consent 

 

IG Assessor Comments          

 

Assessed by    M Oswald 

 

 

The full information governance assessment follows overleaf. A description and 

explanation for all numbered fields in the assessment can be found in Information 

Governance Assessment Explanatory Notes (to be published separately).  
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2 Information Governance Assessment 

2.1 The Data Recipient(s) 

1. Are the only data recipients the registered GP practices of the patients?  No 

If yes, the practice is responsible for ensuring proper governance of the data output; 

go to section 2.6 

2. If no, who will receive the data provided?   UK Biobank 

3. What was their last published IG Toolkit score, and (unpublished) assessment?  

N/A. UK Biobank receives some of its funding from the Department of Health, 

but it is not an NHS body that is required to complete an IG Toolkit assessment 

(although they could choose to do so to give greater public assurance). UK Biobank 

Ltd., a charitable company limited by guarantee, will serve as the legal custodian of 

the data and samples. 

The UK Biobank Ethics and Governance Framework (available at  

http://www.ukbiobank.ac.uk/wp-content/uploads/2011/05/EGF20082.pdf) explains 

how their research is governed. An independent Ethics and Governance Council 

advises the Board and Funders, and publishes public reports on the conformance of 

UK Biobank with the Ethics and Governance Framework and with the interests of 

participants and the public. 

The Framework provides the following information on security (note it is written 

in future tense, but many things are now done):  

"UK Biobank will maintain strict measures to protect confidentiality, and will 

ensure that data and samples are (reversibly) anonymised, linked and stored to very 

high standards of security. The same protection will be extended under contract for 

any handling or analysis of data or samples by third parties engaged to provide 

services necessary for developing the resource. Research users will only be given 

access to anonymised data and samples." 

"During enrolment, the assessment centre will need to hold identifying 

information (such as name, address, birth date, NHS number) together with 

information collected from the participant during the assessment visit, and this 

information will be encrypted for security. Following the assessment visit, these data 

will be transferred to the UK Biobank central system and removed from the 

assessment centre system. On arrival at the UK Biobank coordinating centre, all 

personal identifying information will be separated from participants‟ data and samples 

and only linked using a code that has no external meaning (e.g. not the NHS number)." 

"Access to the key code will be restricted to only those UK Biobank staff who 

need it to allow proper linkage of follow-up data and for other necessary procedures. 

All UK Biobank staff will be required to sign confidentiality agreements as part of their 

contracts. Researchers will not be able to identify individual participants from the 

anonymised data or samples that are provided to them." 

"A wide variety of measures will be taken to ensure the security of data, 

samples, the database and the information technology system in general. These 
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include staff training and confidentiality pledges, physical and electronic controls on 

access to data, cybersecurity, and physical security. This should prevent identifiable 

information from being used – inadvertently or deliberately – for any purpose other 

than approved research." 

One claim above can be challenged - i.e. that the data to which researchers will 

have access could not be used to re-identify individuals. Stripping out direct identifiers 

does not make re-identification impossible, although it might be justified as "non-

identifying" when released to researchers working in a controlled environment. UK 

Biobank controls who gains access to the data, and has an Access Policy in place. The 

Ethics and Governance Framework explains that: "Access to data and/or samples will 

be granted under licence for scientifically and ethically approved research consistent 

with UK Biobank‟s purpose. Licences will be for specific uses under strict terms and 

conditions in standard access agreements, including compliance with the consent 

given, the provisions of this Framework and other policies." 

  

2.2 The Data Requested 

The data items to be provided are specified in section 5 and Appendix 1 of the 

Customer Requirement Summary. The purposes for which they are to be used are 

identified in section 5. 

4. Is the dataset requested appropriate, and not excessive?  Yes 

Comment It is not excessive given the scope of the patients' consent, and the  

stated aim in the UK Biobank Ethics and Governance Framework that it: "will not 

proscribe any medical or other health-related research uses at the outset. However, all 

proposals will be reviewed by UK Biobank to ensure they are consistent with the 

participants‟ consent and this Framework, and that they have relevant ethics 

approval." All patients have explicitly consented: "I give permission for access to my 

medical and other health-related records, and for long-term storage and use of this 

and other information about me, for health-related research purposes (even after my 

incapacity or death)". 

Two direct identifiers are used for record matching purposes - NHS Number and date 

of birth. Just NHS Number might have been used, but adding date of birth makes 

matching more reliable, and virtually eliminates the possibility that the clinical details 

of a patient will be matched against a different UK Biobank participant. 

Similarly, the processing of the data done by UK Biobank that separates the clinical 

data for research (allocating the meaningless patient identifier) from the person 

identifiers. But that processing is justifiably done within UK Biobank - it is UK Biobank 

that has the participant's consent to receive and process their medical records (not 

the Information Centre).  

2.3 Is the Dataset to be Provided Identifying or Non-identifying? 

5. Does the dataset contain obvious identifiers such as name, address and/or NHS 

Number? Yes  

6. If yes, which items? Name, address, NHS Number (plus indirect identifiers such as 

date of birth and postcode). These are used for data matching purposes. 

 If yes, the dataset is clearly identifying, so go to section 2.4. 
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2.3.1 Risk Assessment: will the data provided be identifying? 

Where the data provided to the customer contains obvious identifiers like name and 

address, it will be “identifying”. However, there are many cases where it is not obvious 

whether data are identifying, and these require judgement based on a risk 

assessment. This section should contain that assessment. 

7. Are they aggregated or individual-level data?       

Re-identification risk assessment1  

8. What is the threat level associated with the data 

and its release (“normal” or “high”)? 

      

9. What is the risk of extra information being used to 

reveal identity (“normal” or “high”)? 

      

10. Conclusion: is the dataset to be provided assessed 

as “identifying” or “non-identifying”?  

      

11. Explain this risk assessment, referencing sources of standards, guidance or 

advice 

      

12. If non-identifying, could the data to be released be published?2        

Why?       

 

13. In light of this risk assessment, what specific de-identification techniques, if any, will 

be deployed? 

      

2.4 Healthcare or secondary purposes? 

14. The purpose(s) of the extraction can be found in section 6 of the Customer 

Requirement Summary. 

15. Is the data extraction for healthcare3 or secondary purposes4?  Secondary purposes 

Provide a brief explanation: It is for healthcare research purposes, not direct care. 

                                                 

1 This risk assessment process, and explanatory notes, are based the draft “De-identification standard 

for publishing health and social care data”, and the accompanying draft guidance “Drawing the line 

between identifying and non-identifying data”. These are due to be published by the end of 2012. 

2 A dataset that is non-identifying when released into a controlled environment where access is 

restricted may be identifying when released into the public domain (because of the increased risks). 

3 i.e. Uses which “directly contribute to the diagnosis, care and treatment of an individual; or the 

audit/assurance of the quality of the healthcare provided”. See the Confidentiality Code of Practice 

2003. Sometimes referred to as “direct care purposes”. 

4 i.e. Any other purpose than a “healthcare purpose”. This includes epidemiology, health research, 

financial audit and the management of health [and social] care services.  
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16. If “healthcare purposes”, what efforts (if any) are being made to ensure that consent 

can be implied? 

Not applicable - the justification for the disclosure of the confidential information is 

explicit patient consent. 

If “healthcare purposes”, go to section 2.6. 

If the dataset to be provided is classified as “non-identifying”, go to section 2.6. 

2.5 Using identifying information for secondary purposes 

17. What is the legal basis for using identifying data?   Explicit patient consent 

18. If S251 is the justification, what is the status of the application?       

If approved, attach evidence of approval 

Provide reasons / backing / evidence for the above justification, including any advice 

or approvals received  Patient consent was gathered during face-to-face 

meetings with individual participants, where they were informed about the uses of 

their data, and given opportunities to ask questions before signing the consent form 

(which is available on the UK Biobank website). The participant can change their mind 

at any time. 

2.6 Compliance with GPES Information Governance Principles 

19. Does the request comply with the GPES IG Principles? Yes 

Comment Whilst explicit patient consent justifies disclosure, the following issues 

arise: 

- how will UK Biobank persuade practices that every member of the participant cohort 

in the file to be extracted has given explicit consent? 

- is the consent valid, given it was taken as much as 6 years ago?  

Note that UK Biobank have good reason to argue that consent was informed - it was 

collected during a face-to-face interview with the participant.  Also participants do 

receive information from UK Biobank regularly. this includes the annual newsletter, 

which updates participants on additional data being collected and research uses of 

the data, regular updates to the website, and invitations to provide additional 

questionnaire information via the web (or if necessary by regular mail). The newsletter 

reminds participants how to contact UK Biobank about any questions they might have, 

while the website gives clear information about how participants can withdraw (see 

http://www.ukbiobank.ac.uk/faqs/can-i-withdraw-from-uk-biobank/) should they wish 

to do so. 

The validity of consent can be challenged. UK Biobank does not ask for specific 

consent in relation to a specific research use, but rather a broad consent for future 

research uses. Furthermore, participants explicitly consent to allow use of information 

about them (including access to their medical records) throughout life, and after 

death. It can be argued that a person cannot understand the implications of such 

consent, and thus that the consent is not valid.  

There is considerable ethical and legal academic literature on international 

"biobanks", consent (and its validity). For example, the Spring 2012 edition of Medical 

Law Review includes "Tackling Legal Challenges posed by population biobanks: 

reconceptualising consent requirements", by Margaret Otlowski, a Professor of Law in 

Australia. She summaries much of the literature, and different standards adopted by 

the biobanks emerging around the world. Most academic writers recognise that it is 

not feasible for biobanks to gain specific consent from participants for each research 
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project, and there is much discussion of 'broad consent', such as that gained by UK 

Biobank. On page 203, Otlowski explains that "there is a broad spectrum of diverse 

opinion and conflicting positions in the bioethics literature and policy documents in 

relation to the appropriateness of broad consent", but argues that "there is growing 

academic and international support for broad consent as a suitable means by which 

to secure participation in research biobanking".  

Many countries now have regulation or standards on this subject. She cites the 

national standard in Australia, which explicitly endorses the validity of „unspecified‟ 

consent, and states that „The necessarily limited information and understanding about 

research for which extended or unspecified consent is given can still be sufficient and 

adequate for the purpose of consent‟. She concludes (on page 208): "The trend 

internationally seems to be in favour of more flexible consent requirements, 

particularly at the national and supranational levels in Europe, and as noted, some 

jurisdictions in fact go further, stipulating that neither consent nor human ethics 

review is required, depending on how the data are characterised. It is suggested that 

the Australian model, which acknowledges the need for consent and human research 

ethics review for broad „unspecified‟ consent, has a considerable merit in terms of 

striking the right balance between competing interests."  

2.7 Information Governance Risks of Extraction and Disclosure 

There are risks with every GPES extraction and release of information to customers. 

However, the following table identifies any areas where there are particular conditions 

that may give rise to information governance risks for this extraction.  

Information Governance Risks  

20. Risk of privacy breach during extraction processing  See note 1, 2. 

21. Privacy breach whilst data is under recipient‟s control  See note 2. 

22. Privacy breach following recipient‟s disclosure of data  See note 2. 

23. Other information governance risks        

Notes 

1. There is an small but inevitable risk of errors occurring in the set of identifiers received from 

UK Biobank and used for the extraction. Section 5 of the Customer Requirement Summary 

explains that MRIS tracks the UK Biobank participants and selects the cohort of patient NHS 

Numbers to send to GPES for the extraction. 

UK Biobank is able to make available to general practitioners who request it proof of 

participant consent (access to the signed consent form).  

2. The processing requires that full medical details and identifiers are to be extracted, then 

transferred securely, then separated into identifiers and clinical data, and then the clinical 

data made available to numerous (some currently unknown) researchers.  

Researchers have to register, belong to a bona fide research institution, and demonstrate a 

research track record before they can make an application. Each application is assessed and 

each data item requested has to be justified as being necessary for the research project 

proposed. Before any data are released for research use, each researcher must sign a 

Material Transfer Agreement (MTA) in which they must agree to use the data only for the 

approved research project, not to make any attempt to identify any participant, and to inform 

UK Biobank immediately if they think any participant may have been inadvertently identified 

(although UK Biobank consider the risk of this to be vanishingly small). Any researcher who 
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breaches the terms of the MTA will not be able to apply to UK Biobank in the future and where 

necessary UK Biobank reserves the right to apply such a ban to the researcher's whole 

institution. Further details, including the MTA, are available at: 

(www.ukbiobank.ac.uk/resources/). 

Although GPES and UK Biobank have designed secure processes, there is an inevitable risk of 

confidentiality breach. It may be that some participants may have consented without 

understanding this risk.  However, the participant has consented explicitly to the use of their 

data by UK Biobank, indicating their trust.  
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2.8 Assessors 

Assessment made by:  

Name: M Oswald  

Role:  IG Advisor  

Date:  01/06/2012  

For the NHS Information Centre 

 

Assessment Checked by:   

Name: Clare Sanderson  

Role:  Director of Information Govenance  

Date:  22/05/2012  

For the NHS Information Centre   

 

The persons above confirm that to the best of their knowledge the information governance 

assessment is fair and accurate. 

Do either of the two people above have any caveats or other comments to state in relation 

to the information governance assessment provided?  

No. 

 


