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1 Information Governance Assessment: Summary Sheet 

 

Customer requirement reference no NIC-164777-JLNHV 

 

Customer organisation(s)  Department of Health 

 

Data controller (if different)        

 

Purpose classification    Secondary purposes 

 

Aggregated or individual-level data? Aggregated data 

 

Identifying or non-identifying?    Assessed as non-identifying  

 

Legal basis (if identifying)        

 

IG Assessor Comments   None  

   

Assessed by    Malcolm Oswald 

 

 

The full information governance assessment follows overleaf. A description and 

explanation for all numbered fields in the assessment can be found in Information 

Governance Assessment Explanatory Notes (to be published separately).  
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2 Information Governance Assessment  

2.1 The Data Recipient(s) 

1. Are the only data recipients the registered GP practices of the patients?  No 

If yes, the practice is responsible for ensuring proper governance of the data output; go 

to section 2.6 

2. If no, who will receive the data provided?   Department of Health 

3. What was their last published IG Toolkit score, or similar assessment?  

The Department of Health follows the Cabinet Office Information Assurance 

Maturity Model rather than the Information Governance Toolkit so performance 

details are not readily accessible. When a request for information that could 

identify patients is received from the Department of Health, specific assurance 

will be required to demonstrate that they have adequate information governance 

controls in place. However, in the case of QOF, data are published every year, so 

even if there were no access controls placed on the data, the Department of 

Health would consider QOF data to be non-identifying. For this extraction, the data 

will not be published, and held within Department of Health systems which are 

only accessible to authorised users.   

2.2 The Data Requested 

The data items to be provided are specified in section 4 and App. 3&4 of the Customer 

Requirement Summary. The purposes for which they are to be used are identified in 

section 3. 

4. Is the dataset requested appropriate, and not excessive?  Yes 

Comment The aggregate data are required as part of testing GPES, in advance of 

live QOF extractions.  

2.3 Is the Dataset to be Provided Identifying or Non-identifying? 

5. Does the dataset contain obvious identifiers such as name, address and/or NHS 

Number? No  

6. If yes, which items?       

 If yes, the dataset is clearly identifying, so go to section 2.4. 

2.3.1 Risk Assessment: will the data provided be identifying? 

Where the data provided to the customer contains obvious identifiers like name and 

address, it will be “identifying”. However, there are many cases where it is not obvious 

whether data are identifying, and these require judgement based on a risk assessment. 

This section should contain that assessment. 

7. Are they aggregated or individual-level data? Aggregated data 
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Re-identification risk assessment1  

8. What is the threat level associated with the data 

and its release (“normal” or “high”)? 

Normal 

9. What is the risk of extra information being used to 

reveal identity (“normal” or “high”)? 

Normal 

10. Conclusion: is the dataset to be provided assessed 

as “identifying” or “non-identifying”?  

Non-Identifying 

11. Explain this risk assessment, referencing sources of standards, guidance or 

advice 

There is some uncertainty in the current requirement over how many 

practices will be involved in the extraction. For the purposes of this risk 

assessment, the most disclosive option is assumed - that all practices will be 

invited to participate.  Data to be extracted are aggregated, broken down by 

practice, without suppressing small numbers. The output from this specific 

extraction is not to be published (although future "live" extractions will be 

published).  

The threat to the data is assessed as normal because there are no special 

reasons why this is likely to attract people to re-identify patients from the 

data more than other clinical data. There are no particular reasons to expect 

that extra information will be used to reveal identity. Furthermore, given that 

aggregated data are being extracted directly from the GP systems, 

transferred without transformation to the customer and then stored with 

restricted access, the data are non-identifying. QOF data have been 

published for several years with no known incidents of patients being 

identified, so even if this extraction was to be published, we might expect it to 

be non-identifying (although that risk is not assessed as it is not relevant this 

IG assessment for this extraction).  

12. If non-identifying, could the data to be released be published?2 

 Not assessed 

Why? Not relevant for this extraction. 

 

13. In light of this risk assessment, what specific de-identification techniques, if any, will be 

deployed? 

Aggregation (which is intrinsic to the extraction). 

                                                 
1 This risk assessment process, and explanatory notes, are based the draft “De-identification standard for 

publishing health and social care data”, and the accompanying draft guidance “Drawing the line between 

identifying and non-identifying data”. These are due to be published by the end of 2012. 

2 A dataset that is non-identifying when released into a controlled environment where access is restricted 

may be identifying when released into the public domain (because of the increased risks). 
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2.4 Healthcare or secondary purposes? 

14. The purpose(s) of the extraction can be found in section 3 of the Customer Requirement 

Summary. 

15. Is the data extraction for healthcare3 or secondary purposes4?  Secondary purposes 

Provide a brief explanation: It is to test future extractions for QOF (and future QOF 

extractions will be for secondary purposes). 

16. If “healthcare purposes”, what efforts (if any) are being made to ensure that consent can 

be implied? 

      

If “healthcare purposes”, go to section 2.6. 

If the dataset to be provided is classified as “non-identifying”, go to section 2.6. 

2.5 Using identifying information for secondary purposes 

17. What is the legal basis for using identifying data?         

18. If S251 is the justification, what is the status of the application?       

If approved, attach evidence of approval 

Provide reasons / backing / evidence for the above justification, including any advice or 

approvals received        

2.6 Compliance with GPES Information Governance Principles 

19. Does the request comply with the GPES IG Principles? Yes 

20. Comment        

2.7 Information Governance Risks of Extraction and Disclosure 

There are risks with every GPES extraction and release of information to customers. 

However, the following table identifies any areas where there are particular conditions 

that may give rise to information governance risks for this extraction.  

Information Governance Risks  

21. Risk of privacy breach during extraction processing        

22. Privacy breach whilst data is under recipient’s control        

23. Privacy breach following recipient’s disclosure of data        

                                                 
3 i.e. Uses which “directly contribute to the diagnosis, care and treatment of an individual; or the 

audit/assurance of the quality of the healthcare provided”. See the Confidentiality Code of Practice 2003. 

Sometimes referred to as “direct care purposes”. 

4 i.e. Any other purpose than a “healthcare purpose”. This includes epidemiology, health research, financial 

audit and the management of health [and social] care services.  
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24. Other information governance risks        

Notes 

No specific risks identified.  
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2.8 Assessors 

Assessment made by:  

Name: M Oswald  

Role:  GPES Information Governance Advisor  

Date:  23/10/2012  

For the Health and Social Care Information Centre 

 

Assessment Checked by:   

Name: Dawn Foster  

Role:  Head of Information Governance  

Date:  23/10/2012  

For the Health and Social Care Information Centre   

 

The persons above confirm that to the best of their knowledge the information governance 

assessment is fair and accurate. 

Do either of the two people above have any caveats or other comments to state in relation to 

the information governance assessment provided?  

None. 

 


