
Information Governance FAQ’s 

General questions 

G1. What NHS CB and Health and Social 

Care guidance will there be as to the legal 

basis for processing personal data for non-

direct care purposes? 

Please see the advisory note published on HSCIC website at  

  

G2. Is there a national campaign for 

informing patients of the significant and 

varied changes of data controller 

responsibility? 

No there is no national campaign. Each Data Controller (DC) is responsible for ensuring that their 

fair processing notices are updated to reflect the way that they process personal information and 

are made available to the public via websites etc. Provider organisations that have close contact 

with service users have a particularly important role on behalf of the entire health and social care 

system and should take active steps to inform individuals about the changes.  

G3. Which organisations will be data 

controllers in the new system and which will 

be data processors? 

The status of parties will depend on the circumstances involved in the processing and 

determination of purposes. The Information Commissioners Office (ICO) have issued the 

guidance attached Identifying data controllers and data processors. As such we cannot provide 

definitive guidance for each and every flow of information. However, the advisory note published 

at      clarifies the position as far as we are able to at this time. A body will be a data controller, 

perhaps sharing that responsibility with other bodies, if it processes any particular personal data 

other than under a written contract that specifies, in some detail,  what it must and  must not do 

with the data. 

http://www.ico.gov.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/data_controllers_and_data_processors.ashx


 

Specific data use questions 

S1. Complaints. Can patient identifiable data 

be accessed to manage complaints? 

Generally when an individual makes a complaint then consent can be implied for access to that 

individual’s records to the extent that this is required to determine the case. A complaint about a 

serious matter e.g. patient harm might also provide a public interest justification for access to the 

records of other records. This is a judgement that should be made with the involvement of the 

organisation’s Caldicott Guardian and should be proportionate. 

S2. Serious Incidents. Can patient 

identifiable data be accessed to manage 

serious incidents? 

By their very nature serious incidents invoke the public interest and are likely to justify 

proportionate access to records. This is a judgement that should be made with the involvement of 

the organisation’s Caldicott Guardian and should be proportionate. 

S3. Invoice checking by CCGs or CSUs. 

Can patient identifiable data be used for this 

purpose? 

This can be done locally by the HSCIC Data Service for Commissioners, where HSCIC is 

directed by NHSCB, under the power provided by the H&SC Act 2012. It can only be done by 

CSUs/CCGs/ATs using de-identified data and in compliance with the HSCIC data sharing 

agreement up until the end of June 2013. 

 

From July 2013 onwards it can only be done by CSUs/CCGs/ATs that commit to meeting 

Accredited Safe Haven requirements. The balance between local and HSCIC processing to be 

further considered by the NHSCB and the HSCIC with the aim of maximising the HSCIC role. 

Where more than 1 identifier is needed after end of June then must either move processing to 

HSCIC (and possibly second staff) or make the business case to CAG as part of the ASH 

governance arrangements. 

 

S4. Predictive Risk Modelling. Is this direct 

care? 

No. Whilst predictive risk modelling may enable a segment of those whose data is processed to 

be flagged as high risk this is not itself direct care and is not supported by the general broad 

consent that is implied for information sharing to support care. It needs to be managed in a similar 

manner to invoice checking explained at S3. 

S5. Can LAPH continue to hold PCD within 

the Local Authority? 

 

Yes, but only with a) the consent of the individual citizens concerned, or b) for the purposes 

covered by regulation 3 of the Health Service (Control of Patient Information) Regulations 2002. 

This permits PCD to be held and used  for work associated with communicable diseases and 



 other risks to public health. Though broad this provision may not cover all activities that are 

related to public health in the new system. This may well result in LAPH having access to data for 

some purposes but not having a legal basis for utilising it for other purposes and any body 

disclosing data to LAPH should ensure that these constraints are understood and accepted and 

that there is a data sharing agreement that clarifies required practice. Where there are other 

purposes that need to be supported  a separate legal basis will be required (i.e.. a new 

application under s251 NHS Act 2006 or consent) or the work might be done by the HSCIC under 

directions from the Secretary of State for Health. 

 

The provisions in regulation 3 authorise patient information to be processed by persons employed 

or engaged for the purposes of the health service or other persons employed or engaged by a 

Government Department or other public authority in communicable disease surveillance or 

associated with other risks to public health. The information may be processed for the following 

purposes:  

 (a)     diagnosing communicable diseases and other risks to public health; 

(b)     recognising trends in such diseases and risks; 

(c)     controlling and preventing the spread of such diseases and risks; 

(d)     monitoring and managing--   

 outbreaks of communicable disease;   
 incidents of exposure to communicable disease;   
 the delivery, efficacy and safety of immunisation programmes;   
 adverse reactions to vaccines and medicines;   
 risks of infection acquired from food or the environment;   
 the giving of information to persons about the diagnosis of communicable disease and 

risks of acquiring such disease. 

 

Q Do LAPH they have to use the Data 

Services for Commissioning provided by the 

Regional Offices of the HSCIC in order to 

process Personal Confidential Data and 

LAPH may choose to use these data services, and there may well be efficiencies and 

other benefits realised from doing so, but they are not required to do so where there is an 

alternative legal basis for processing the data. Please see the previous answer.  

 



what are there other options  

 

NHS CB/CSU/Area Team Specific questions 

N1. Do CSUs need to notify with the 

Information Commissioners Office (ICO) for 

processing of personal data? 

Under the Data Protection Act 1998 (DPA) every data controller who is processing personal 

information is required to register with the Information Commissioner’s Office (ICO). As a CSU is 

not a legal entity it cannot be a data controller in its own right, any processing of personal data 

undertaken will need to be covered by the NHS CB registration. The NHS CB has a registration 

(Z2950066) and a copy of the full registration is available at 

http://www.ico.gov.uk/ESDWebPages/search.asp. A process is being developed to ensure that 

the NHS CB registration covers the processing of CSUs and you will be contacted regarding this 

shortly. 

N2. Who is responsible for handling subject 

access requests in the NHS CB? 

The NHS CB Customer Contact Centre (CCC) will be handling all subject access requests 

received by the NHS CB in order to ensure that all requests are centrally logged. A protocol for 

this is currently being developed and will be issued shortly. 

If a CSU or Area Team receives a request directly then they should email the request to the CCC 

at nhscommissioningboard@hscic.gov.uk 

Please note that the CCC will be logging all requests centrally and will undertake the required 

authentication of the requestor and determining which parts of the NHS CB might hold relevant 

information. Once this has been done the request will be processed by the relevant subject 

matter expert(s) e.g. if the request is for data processed by a CSU then the Data Protection lead 

within the CSU will be responsible for processing the request and for confirming when the request 

is complete. The CCC will not require copies of the personal information supplied.  Further 

details of this process will be available in the protocol currently being developed. 

N3. Who is responsible for handling Data 

Protection Act section 10 requests within the 

Any requests regarding individuals rights to prevent processing likely to cause damage or distress 

should be directed to the Customer Contact Centre (CCC) at  

http://www.ico.gov.uk/ESDWebPages/search.asp


NHS CB? nhscommissioningboard@hscic.gov.uk 

 

N4. Do CSUs need to complete the IG 

toolkit? 

Yes. CSUs are required to complete the IG toolkit ‘Commissioning organisation’ version. Ideally 

the first submission will have been made by 31/3/13 but if this has not proven practicable CSUs 

should wait for the publication of the next version of the IGT in May 2013 and should ensure that 

they have put in place the required policies and procedures and conducted an assessment using 

the new version by the end of September 2013. Where level 2 performance is not attained at this 

point an improvement plan will need to be agreed with the IG Delivery team in the HSCIC.   

N5. Incident reporting? Do CSUs need to 

report incidents? 

CSUs need to report and manage incidents. The NHS CB will outline its process for managing 

incidents in due course.   

N6. Does the CSU require a Senior 

Information Risk Owner (SIRO) or Caldicott 

Guardian (CG)? 

The CSU should have in place mechanisms to manage both internal information and that of its 

customers. A Senior Information Risk Owner should be allocated to be responsible for owning 

information risks. 

The CSU should appoint a Caldicott Guardian (CG) to ensure that confidentiality and data 

protection issues are supported by a ‘champion’ acting as the 'conscience' of an organisation, the 

CG actively supports work to enable information sharing where it is appropriate to share, and 

advises on options for lawful and ethical processing of information. 

N7. Will the NHS CB be centrally handling 

the FOI requests for the CSU? 

 

The NHS CB Customer Contact Centre (CCC) will be handling all FOI requests received by the 

NHS CB and a protocol for this is currently being developed.  

If CSUs receive requests directly they should forward a copy of the request to the CCC at 

nhscommissioningboard@hscic.gov.uk 

CSUs will be expected to process the request for information held by their organisation and reply 

to the CCC with a fully approved and a “good to go” response.  Further details of this process will 

be available in the protocol currently being developed. 

N8. Does a CSU need to have an FOI 

publication scheme? 

As a CSU is not a legal entity it does not have to publish an FOI publication scheme. However, 

each CSU will need to contribute to the overarching scheme for the whole NHS CB to ensure that 



information can be found quickly by interested citizens. Further instruction on this will be provided 

in due course. 



 

HSCIC Data Services for Commissioners  

H1. What is the Data Service for 

Commissioners? 

 

From 1 April 2013, the HSCIC will provide a Data Service for Commissioners. The service will 

provide a governance, policy and lawful framework to enable the processing, data management, 

validation and linkage of personal confidential data on behalf of other organisations in the health 

and social care system. The service will be delivered by staff seconded from Data Management 

Integration Centres (DMICs). 

H2. What does this mean for patient 
identifiable data? 
 

The HSCIC Data Service for Commissioners will be able to process personal confidential data for 

specific purposes but will not be able to pass on personal confidential data to other bodies without 

a lawful basis. By way of example, such lawful basis could be: where the data is for the purposes 

of direct patient care; where consent has been gained; or, where section 251 support for the 

relevant purposes and data flows is in place.   

H3. Do the HSCIC’s regional offices involved 

in the delivery of the Data Service for 

Commissioners (DSC) need to notify with 

the Information Commissioners Office (ICO) 

for processing of personal data? 

No. The HSCIC’s regional offices delivering the Data Service for Commissioners will be covered 

by the HSCIC’s notification. 

H4. Who is responsible for handling subject 

access requests in the HSCIC? 

The HSCIC Contact Centre centrally log all subject access requests  

If a regional office receives a request directly then they should forward the request to the Contact 

Centre enquiries@hscic.gov.uk and copy in the HSCIC IG Compliance team 

information.governance@hscic.gov.uk within one working day of receipt. 

The IG Compliance team will co-ordinate the response to the subject access request. 

The HSCIC Access to Records Procedure is currently being revised and will be issued shortly. 

H5. Who is responsible for handling Data 

Protection Act section 10 requests within the 
All s10 requests should be logged with the HSCIC Customer Contact Centre: 

enquiries@hscic.gov.uk and the HSCIC IG Team notified: information.governance@hscic.gov.uk 

mailto:enquiries@hscic.gov.uk
mailto:information.governance@hscic.gov.uk
mailto:enquiries@hscic.gov.uk
mailto:information.governance@hscic.gov.uk


HSCIC? who will co-ordinate the response to the request. 

H6. Do the HSCIC’s regional offices involved 

in the delivery of the Data Service for 

Commissioners (DSC) need to complete the 

IG toolkit? 

No. The HSCIC’s regional offices delivering the Data Service for Commissioners will be covered 

by the HSCIC IGT assessment. Information will be required from the regional offices to enable 

this. 

H7. How should the Regional Offices report 

incidents? 

The HSCIC’s regional offices involved in the delivery of the Data Service for Commissioners need 

to follow the HSCIC Incident Management process. Further information will be provided shortly. 

H8. Does the HSCIC’s regional offices 

involved in the delivery of the Data Service 

for Commissioners (DSC)  require a Senior 

Information Risk Owner (SIRO) or Caldicott 

Guardian? 

No. The HSCIC SIRO and Caldicott Guardian fulfil these roles for ROs however, the role of 
Information Risk Owner (IRO) has been identified for each regional office involved in the delivery 
of the Data Service for Commissioners, responsible for (amongst other things) providing 
assurance to the HSCIC SIRO on information risk management. 

H9. FOI requests? 

 

All FOI requests should be logged with the HSCIC Customer Contact Centre: 

enquiries@hscic.gov.uk  

If any of the HSCIC’s regional offices involved in the delivery of the Data Service for 

Commissioners (DSC) receive requests directly they should forward a copy of the request to the 

HSCIC Contact Centre and notify the HSCIC’s corporate IG Team: 

information.governance@hscic.gov.uk. Regional offices will then be expected to process the 

request for information held by their organisation and reply to the IG Team with their response.   

The HSCIC IG Compliance Team will provide advice / guidance and will be responsible for 

monitoring compliance with statutory timescales. Further details will be made available in the 

HSCIC FOI Process. 

H10. Do HSCIC’s regional offices involved in 

the delivery of the Data Service for 

Commissioners (DSC) need to have an FOI 

publication scheme? 

No.  However, each regional office involved in the delivery of the Data Service for Commissioners  

will need to contribute to the overarching scheme for the whole HSCIC to ensure that information 

can be found quickly by interested citizens.  

 

mailto:enquiries@hscic.gov.uk
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