
Information Governance for Commissioning in the New Health & Social Care System: 
An Advisory Note from the Department of Health & the NHS England 
 

Purpose 

This note is provided to clarify data controller responsibilities from 1 April 2013 in the new 
Health & Social Care system and to remind commissioners and providers about the 
importance we place upon all organisations having robust information governance.   
 
Background 
From 1 April 2013 the commissioning duties of PCTs will become the responsibility of the 
NHS England  (NHSE) and Clinical Commissioning Groups (CCGs). Specialist 
commissioning will become the responsibility of the NHSE and Public Health responsibilities 
of PCTs move to Local Authorities. The Health & Social Care Information Centre (HSCIC) 
will be established as a new statutory body under the Health & Social Care Act 2012 and is 
empowered to collect information from all care providers when directed to do so by the 
Secretary of State for Health or the NHSE. 

CSUs and Area Teams, whilst key components of the new commissioning landscape, do not 
possess a legal identity separate from the NHSE and cannot themselves be data controllers 
or processors - these responsibilities rest with the NHSE. Similarly, data management 
integration functionality that has been developed by a number of CSUs will actually sit within 
the HSCIC, with staff seconded to work within the HSCIC to provide the necessary expertise 
and capacity. 

Data Sharing for Commissioning 

The new system configuration is portrayed in figure 1. Data flows between legal entities, 
termed data controllers in Data Protection legislation and it is essential that there is a lawful 

basis for each flow. 

Figure 1 highlights the legal basis for 
data flowing to the HSCIC as that is 
clear and straightforward. The legal 
basis for other flows of data can be 
more complex and is dependent upon 
the type of data concerned. 

The law requires that the minimum 
necessary data be used for any 
particular purpose and data should 
not be held or shared in a form that 
might identify individuals unless the 
necessity has been tested and the 
legal basis established. From a 

practical perspective this should be addressed with a degree of rigour because a legal basis 
for holding and sharing such data can be difficult to establish. 

Lawful Processing 

Data can be categorised in three different ways, each of which is treated differently in law: 

1. Anonymised data, e.g. statistical data that cannot reasonably be used (i.e. the risk is 
negligible) to identify an individual – this data is safe to publish and may be used and 
shared without restriction1; 

                                                           
1
 i.  Anonymisation Standard for Publishing Health and Social Care Data standard: http://www.isb.nhs.uk/library/standard/128 

http://www.isb.nhs.uk/library/standard/128


 
2. De-identified data that cannot be published because of the risk that individuals might 

be identifiable but, when handled in a secure manner with controls that prevent 
individuals from being identified will not breach confidentiality. The required controls 
will be determined by the HSCIC, building upon existing information governance 
requirements and any recommendations that come out of the Caldicott Review. 
Support under the S251 regulations2 is likely to be a component of the operating 
model for de-identified data as there will be inevitable occasions where individuals 
might be identified despite best intentions. Recipients of this sort of data will need to 
be accredited against requirements that will be developed by the HSCIC and will be 
known as Accredited Safe Havens (ASH).  

 
3. Personal Confidential Data (PCD), e.g. clinical data associated with a readily 

identifiable individual. This type of data may only be shared with the consent of the 
individual service user it refers to, exceptionally in the public interest or where there 
is a statutory power like that provided the HSCIC or under s251 NHS Act 2006 and 
its supporting regulations. 

Lawful data sharing for Commissioning 

To assist organisations establishing whether or not there is a clear lawful basis for sharing 
PCD, the following possibilities exist: 

 Data flow from Providers to the HSCIC - The HSCIC has a statutory power to collect 
all types of data; 

 Access to data in SUS by CSUs and those CCGs with in-house data processing for 
2012/13 and 2013/14 to maintain essential business continuity and for existing 
purposes (see appendix 3) for as long as the approval provided under the S251 
regulations remains in place. 

 In all other cases, data sharing must be supported by one of the following: 
o Explicit service user consent 
o SofS approval under s251 NHS Act 2006 following an application to the 

Confidentiality Advisory Group hosted by the Health Research Authority 
o Working within controls specified by the HSCIC that are linked to the current 

s251 support for limited access to data for commissioning purposes 
o Specific statutory support (the main examples are listed in appendix 2) 

Please note that this should not in any way undermine the information sharing that is 
required to deliver direct care to individual service users where it is appropriate to imply that 
individual’s consent3.  

Access to de-identified or pseudonymised data should be supported by a data sharing 
agreement. 

Required Action 

It is recognised that it will take time to ensure that there is an appropriate legal basis for all 
necessary data sharing of personal confidential data and to being able to utilise de-identified 
data effectively, particularly where this requires transition to new ways of working. The 
precise requirements, and accreditation/licensing processes to become an accredited safe 
haven, or for receiving s251 support for commissioning purposes will need to be developed 
and will need to be informed by the publication of the report from Dame Fiona Caldicott’s 

                                                                                                                                                                                     
   ii. Information Commissioner’s Code of Practice on Anonymisation: 
http://www.ico.gov.uk/news/latest_news/2012/~/media/documents/library/Data_Protection/Practical_application/anonymisation_
code.ashx 
2
 Section 251 of the NHS Act 2006 and the Health Service (Control of patient information) regulations 2002 

3
  Confidentiality: NHS code of practice: http://www.dh.gov.uk/assetRoot/04/06/92/54/04069254.pdf 

http://www.ico.gov.uk/news/latest_news/2012/~/media/documents/library/Data_Protection/Practical_application/anonymisation_code.ashx
http://www.ico.gov.uk/news/latest_news/2012/~/media/documents/library/Data_Protection/Practical_application/anonymisation_code.ashx
http://www.dh.gov.uk/assetRoot/04/06/92/54/04069254.pdf


current review of information governance (expected in April). It will also take time for 
organisations to put in place the controls needed. Those that feel that their information 
requirements will be best met by these new arrangements should register their intent to work 
towards accreditation with the HSCIC. The NHSE is committed to all of its teams that require 
access to de-identified data working towards accreditation from 1 April. The timetable from 1 
April is set out in appendix 1. 

All parts of the health and social care system must use the Information Governance Toolkit 
(IGT) to assess and publish details of their performance. The IGT also provides a knowledge 
base of guidance materials that will be updated to reflect the current changes to 
organisations. Advice on ‘Frequently Asked Questions’ will be developed and published via 
the IGT and advice may be obtained from the Information Governance delivery team at 
exeter.helpdesk@nhs.net. 

PCT & SHA Closure 

A range of activities related to the closure of PCTs and SHAs will be necessary in the first 
months after 1 April where there is no practicable option other than to proceed regardless of 
whether a clear basis for all processing is available. Whilst it is important that this is 
managed within robust information governance arrangements the public interest served by 
the continuity of care processes, the collection of statistical data and the requirements of 
financial probity is sufficient to justify the processing of data in these exceptional 
circumstances. 

Where there is a justified reason to continue to process identifiable data for these purposes, 

the minimum data necessary should be used and for a limited time. The need for this 

processing should be supported by a data sharing agreement detailing the data to be 

shared, the purpose of sharing, the legal basis for sharing or outlining the public interest 

served and the IG / security controls in place. 
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Appendix 1 

 

Next Steps 

From 1 April 2013 – 30 June 2013 Transitional period for closedown activities for 

PCTs and SHAs 

From 1 April 2013 Those wishing to benefit from support under the 

Section 251 regulations must indicate their 

commitment to working towards accreditation to 

the HSCIC 

April 17/18 2013 Expected publication of the Caldicott2 Report 

with recommendations on information sharing for 

commissioning 

April 18/19 2013 Consideration of proposed s251 support by the 

HRAs Confidentiality Advisory group 

May 2013 Expected publication of initial accreditation 

requirements for ASH status and accreditation 

process by HSCIC 

 

  



Appendix 2 

Statutory Support 

In addition to the new power provided to the HSCIC that enables it to collect personal confidential 

data there are three key relevant sets of statutory provision that may support the flow of data (for the 

purposes set out in the relevant statutory instrument). In some cases these purposes may be broad 

enough to provide support for some or all commissioning purposes, but regardless of this they may 

provide a legal basis for data to be shared for other purposes. This may well result in some bodies 

having access to data for some purposes but not having a legal basis for utilising it for other 

purposes. Where this is the case a separate legal basis will be required (e.g. s251 NHS Act 2006 and 

its supporting regulations). 

It is also important to remember that statutory authority to override confidentiality to share and use 

information, such as that provided by s251, does not release organisations from their obligations 

under the Data Protection Act 1998. In particular this requires the minimum necessary personal data 

to be used for any particular purpose with anonymised data being used wherever it will suffice. S251 

support is also constrained in that it cannot be used where there is a reasonably practicable 

alternative like consent or anonymisation. 

The main existing provisions are: 

1. Existing s251 support following application to the NIGB’s Ethics & Confidentiality Committee
4
. 

There are a wide range of activities that have support under s251 arrangements that will 

continue after 1 April and which will provide a lawful basis for information to be shared and 

used. After 1 April the register of approvals will be maintained by the Health Research 

Authority. S251 is limited in what it can support through the application and approval process 

to: 

 

 work to anonymise the data; 

 contacting individuals to obtain their consent for research; 

 geographical analysis for research;  

 linking information from multiple sources; 

 validating the quality or completeness of— 

• confidential patient information, or 

• data derived from such information; 

 avoiding the impairment of the quality of data derived from confidential patient 

information by incorrect linkage or the unintentional inclusion of the same information 

more than once. 

 the audit, monitoring and analysing of the provision made by the health service for 

patient care and treatment. 

 

In addition, through a separate regulation approval can be given to any work associated with 

cancer. 

 

2. A further s251 regulation provides a legal basis for work associated with communicable 

diseases and other risks to public health. Though broad this provision may not cover all 

activities that are related to public health in the new system though it should cover all staff.   

This authorises patient information to be processed by persons employed or engaged for the 
purposes of the health service or other persons employed or engaged by a Government 

                                                           
4
 NIGB and its committees were abolished on 31 March 2013 and responsibility for advising the Secretary of 

State on, and administering, the Section 251 application process moved to the Confidentiality Advisory Group 
of the Health Research Authority on 1 April 2013. 



Department or other public authority in communicable disease surveillance. The information 
may be processed for the following purposes: 
   

    (a)     diagnosing communicable diseases and other risks to public health; 
    (b)     recognising trends in such diseases and risks; 
    (c)     controlling and preventing the spread of such diseases and risks; 
    (d)     monitoring and managing-- 

(i) outbreaks of communicable disease; 
(ii) incidents of exposure to communicable disease; 
(iii) the delivery, efficacy and safety of immunisation programmes; 
(iv) adverse reactions to vaccines and medicines; 
(v) risks of infection acquired from food or the environment; 
(vi) the giving of information to persons about the diagnosis of communicable  
  disease and risks of acquiring such disease. 

    
  

3.  NHSE has a statutory power to collect data from General Practice providers provided under 

The NHS (General Medical Services Contracts) Regulations 2004, the NHS (Personal 

Medical Services Agreements) Regulations 2004 and the APMS Directions. In particular, the 

regulations provide that GMS contracts, PMS agreements and APMS contracts must contain 

a term requiring contractors, at  NHSE’s written request, to produce to NHSE , or a person 

authorised in writing by NHSE ; or allow access by NHSE , or a person authorised in writing 

by NHSE , to:- 

(i) Information which is reasonably required by NHSE  for the purposes of, or in 

connection with the GMS Contract, PMS Agreement or APMS contract; and  

(ii) Any other information which is reasonably required in connection with  NHSE’s 

functions. 

Directions provided by the Secretary of State constrain how this power is used e.g. 

anonymised data must normally be used where practicable. The obligations of Data 

Protection and Human Rights legislation requires that the use of personal data for these 

purposes must be necessary and the more sensitive the nature of the data the higher the 

threshold of necessity. 

 

 

 



Appendix 3 

Uses of SUS data 

 

1) Auditing and monitoring patient care delivery – checking for appropriate procedures against 
diagnoses by provider; checking lengths of stay by provider or by condition; checking for 
adherence to best practice pathways; checking appropriate pathways across providers; checking 
re-admission rates; checking levels of types of admissions; checking referral patterns by practice 
or by condition for normal/abnormal patterns. 

2) Effective pathways and use of resources and capacity - checking pathways by spells and linked 
events; supporting enabling and ensuring patient treatment within agreed time periods; 
monitoring referral to treatment both retrospectively and prospectively; monitoring costs and 
service level agreements (through PbR Mart and RTT analysis facilities).  

3) Support service redesign and modernisation: 
a. To ensure that services are provided to patients in appropriate locations. 
b. To provide learning and potentially predictions in likely patient pathways for certain 

conditions, in order to influence early interventions and other treatments for patients. 
c. To provide analysis of outcome measures for differential treatments, accounting for the 

full patient pathway. 

4) Understanding health needs on geographic bases (eg health conditions, length of stay, link to 
deprivation) and improve targeting of interventions to geographic populations; understanding 
DNA (did not attend) rates by area; estimating service uptake between different populations or 
areas of residence or by deprivation indices. 

5) Enabling clinicians with legitimate relationships to identify and contact patients, for example 
those who would benefit from Active Case Management, thereby providing a more appropriate 
level of care to the patient. 

 

 


