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Following the changes to the Health & Social Care system from 1 April 2013 there 
have been a number of concerns raised by public health staff now employed by Local 
Authorities regarding access to patient identifiable data. 

The legal position is set out in appendix 2 of this advisory note. All staff employed or 
engaged (including contracted staff) for the purposes of the health service, or by a 
Government Department or other public authority, who are working on matters relating to 
communicable diseases or other risks to public health are authorised to process confidential 
patient information under the existing legal provisions. This support is available whether the 
staff concerned work in Local Authorities, the Commissioning Support Units of NHS England 
or in provider bodies etc – the support is not contingent on staff working for any particular 
organisation type.   

The public health purposes for which support is provided are set out in regulation 3 of the 
NHS (Control of Patient Information) Regulations 2002 (see appendix 2). Public Health 
England is working with the Faculty of Public Health to provide illustrative examples of what 
activities the regulation covers, and will be writing to all Local Authorities with further details 
by the end of April 2013. 

It is important to remember that even where there is legal support this must be interpreted in 
line with the primary legislation under which the regulations were made and also that the 
provisions of the Data Protection Act 1998 continue to apply in full. These provide a number 
of additional constraints: 

 The minimum personal (i.e. Identifiable) data required for a particular purpose must 
be used; and 

 There can be no reasonably practicable alternative to the use of identifiable data. 
 
These provisions essentially require that anonymised or pseudonymised data and not 
identifiable data must be used wherever reasonably practicable. Note that data that has 
been anonymised or pseudonymised may be used for any public health purpose, not just 
those supported by regulation 3.  

LAPH teams must also provide assurance about their ability to hold and use data securely 
using the Information Governance toolkit https://nww.igt.connectingforhealth.nhs.uk/ and if 
data is obtained from the HSCIC they must sign a Data Sharing Contract. 

A number of specific concerns have been raised and a response to each is provided in the 
FAQs associated with this advisory note.  The interpretation of what constitutes a risk to 
public health is clearly an important consideration. Risks to public health arise from: 

 Inequalities in health care provision 
 Poor quality/inappropriate housing 
 Lifestyles, education and type of employment 
 Communicable diseases 
 Chemicals, poisons and radiation 
 Emergency response capabilities 
 Environmental health hazards 

 
Regulation 3 enables confidential patient information to be accessed and used by public 
health staff when anonymised /pseudonymised  data will not suffice and consent is 
genuinely not practicable for  diagnosing and understanding risk factors resulting from the 
above list, recognising trends and taking action to mitigate risks. Regulation 3 also enables 

https://nww.igt.connectingforhealth.nhs.uk/
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confidential patient information to be accessed by public health staff for a range of 
purposes associated with managing and monitoring communicable diseases and adverse 
reactions to vaccines and medicines. 
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Responses to Questions 

 

Historic data access: 

1. Will LAPH teams be allowed to continue using historic datasets in future (e.g. 
HES, A&E, PHMF, PCMF, births file, regardless of where they are stored  i.e. 
council, CCG server or DMIC, whether they are supplied by ONS or HSCIC and 
whether they contain PID), or will that be a breach of the DPA? 

If they contain PID the datasets can only be used for the purposes supported under 
regulation 3. If data is anonymised (including robust pseudonymisation) there are no 
restrictions.  

 

2. If LAPH teams can in future continue using historic data (ie prior to Feb/Mar 
2013), can they continue doing so if it hasn't been pseudonymised or must it 
first be pseudonymised? 

Yes, but only for the purposes supported by regulation 3  and only if identifiable data 
is required for their purposes. 

 

3. If LAPH teams can in future continue using historic data (ie prior to Feb/Mar 
2013), where should they store it in future - CCG, DMIC or LA? 

Providing that controls (including the IG Toolkit) are in place to prevent data from 
being used in an identifiable form for purposes not supported by regulation 3 the data 
can be held by LAs or CCGs. CCGs may have other legal support that would permit 
them to hold data for other purposes. The HSCIC (which DMICS are now part of) can 
also hold the data to support a wider range of activity. 

 

4. Will data of deceased patients (since it's not subject to DPA) be required to also 
be pseudonymised? There are two main datastreams for that, PH mortality file 
and primary care mortality file; the one historically hasn't been pseudonymised 
the other might in future be. 

Data relating to deceased patients should be treated in exactly the same way as data 
relating to living patients. This is a matter of confidentiality law, not DPA. In addition if 
the information relating to the patient’s death has been originated in the Office of 
National Statistics then the UK Stats and Registration Act will also apply. 

 

5. If all historic data must be pseudonymised before LAPH analysts can use it 
again, what advice can they be offered about how to apply pseudonymisation in 
a way that is consistent with and that allows merging with future data updates? 

There is guidance on pseudonymisation available in the Information Governance 
Toolkit at https://nww.igt.connectingforhealth.nhs.uk/. 

 

  

https://nww.igt.connectingforhealth.nhs.uk/
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Future data access: 

6. HSCIC have effectively told CSUs they won't be getting any data, even 
pseudonymised, until the IG issues have been sorted out. Does that apply only 
to CSUs, or does it apply also to LAPH teams, cancer registries, and other 
recipients of SUS data? 

This is not what the HSCIC have stated.  CSUs can have access to pseudonymised 
data as long as the correct controls and data sharing agreements are in place.  The 
HSCIC have worked with NHS England to obtain an extension to an existing s251 
approval to allow SUS data to flow for commissioning purposes to CSUs and some 
CCGs. However, identifiable data can continue to flow to CSUs or LAPH for the 
purposes supported by regulation 3.  

 

7. What's the estimated timescale for getting IG sorted and HSCIC resuming 
access to SUS data and giving that access to end users like LAPH analysts etc? 

Under the extended s251 approval identifiable SUS data will resume flowing as soon 
as appropriate data sharing agreements can be signed with those that are covered by 
the support. 

 

8. If analysts need patient-level data that contains postcodes and/or dates of birth 
in the future, and all data that is supplied is to be pseudonymised, how do they 
go about getting data with postcodes (e.g. if they need to do an investigation 
into specific postcodes such as using them as a proxy for nursing homes) or 
dates of birth (e.g. to age-standardise admissions)? 

Provided that the purpose is covered by regulation 3 data containing postcodes can 
be used. For purposes other than those covered by regulation 3 new support under a 
different regulation is required.   NHS England are exploring with the Confidentiality 
Advisory Group (CAG) that now advises on s251 approvals how support can be 
obtained for commissioning purposes. This will enable access to postcode under 
strong controls. NHSE are taking a proposal on this to the CAG meeting on 19 April. 

 

9. If all future SUS data is going to be supplied pseudonymised, will all datasets 
be pseudonymised using the same key so that they can link e.g. births and 
deaths to hospital activity etc? If not how will dataset linkage be undertaken? 

It has always been the case that only pseudonymised data should be supplied where 
this will suffice, however, identifiable data can flow for the purposes supported by 
regulation 3 if identifiable data is required. It is intended that the HSCIC will manage 
the bulk of data set linkage through its commissioning support arrangements under 
the legal power that has been provided to the HSCIC.  

 

10.  What will be the mechanism for getting data by specific non-CCG boundary 
populations in future (e.g. will LAPH teams be able to get resident rather than 
registered SUS data, and if planning a service that crosses CCG boundaries, 
how will access be granted to SUS data covering more than one CCG area).  

The HSCIC is working with the Organisation Data Service to implement three 
character codes for Local Authorities to be applied where a Local Authority is the 
commissioner of the activity.  When these are available care providers will be able to 
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identify an LA as the commissioner of an episode.  Extracts would then be available 
from SUS, either directly to the LA or through an intermediary (i.e. CSU CCG or the 
HSCIC), showing activity commissioned by the LA as for any other commissioning 
organisation. 

With regard to data to be used for planning purposes (i.e. where the organisation 
requiring the data is not the commissioner) SUS does not support the extract of data 
based any criteria but commissioner or provider.  The SUS Programme would 
strongly recommend that organisations requiring data for planning purposes satisfy 
these data requirements using data available from the HES data extract service.  Data 
from this service is available in either pseudonymised or, with appropriate legal cover, 
Patient Confidential form. 

Alternatively, data for planning purposes may be available through local arrangements 
with the appropriate CCG or CSU organisation. 

 

11. Will analysts be able to have access to several years' worth of historic data too 
from the DMIC in future, especially if there are going to be issues about 
accessing existing datasets or updating them with new data if the new data is 
pseudonymised and the old data isn't? 

If the purpose is covered by regulation 3 then this should not be a problem as 
identifiable data can be provided where needed. Where there is no legal basis for 
holding historic identifiable data then the HSCIC will provide a pseudonymisation 
service that will enable this work.  

 

12. If public health trainees are doing patient level audit in hospital or primary care, 
how are they supposed to handle the data they collect, e.g. must it be on an 
encrypted NHS laptop, will they be able to include NHS numbers to identify their 
audit patients etc? Or can they store the data on council laptops and council 
servers? 

The rules for holding data securely are the same across the public sector i.e. lap tops 
and other portable media should always be encrypted and access must be controlled 
– authorised need to know principles must apply. Providing the rules are followed then 
data can be stored on LA laptops and servers. Inclusion of NHS Number requires a 
legal basis, either regulation 3 or a different basis.  

 

13. How will instructions about information be coordinated and cascaded, to avoid 
the situation of lots of PH analysts all asking the same questions nationally and 
getting different answers? Please bear in mind some of the email addresses 
that analysts used when signing up to updates at the four national DMIC 
seminars in March where some of the above issues were highlighted, have been 
superseded so information may not be getting through to the right people.  

Clear instructions will be posted on the HSCIC website. We would encourage 
colleagues working in PHE and LAPH to collaborate to draw the attention of those 
who need to see these materials to the website. 

 

  

http://www.hscic.gov.uk/hes
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Other issues: 

14. How to avoid increasing fragmentation of data access and competition for 
analysis - DH doesn't envisage the LAPH budget going towards paying DMICs 
for access to data, but should we take that possibility seriously? 

If the HSCIC is to be tasked with work by the Department or NHSE then the work will 
either be part of the core service the HSCIC is funded to provide or may require new 
funding. Data to support the mandatory provision of public health advice to NHS 
commissioners should not be chargeable.  

 

15. If lots of actors are fighting over data - LAPH intelligence teams working on 
CCG issues, CSUs offering (without necessarily having PH skills) to provide 
"business intelligence" to CCGs, PH observatories providing (valuable) regional 
and national comparisons but without knowing the local context, and outside 
companies like Dr Foster, Experian and CHKS looking for business 
opportunities too - there could be a scram of analysts all trying to do the same 
thing (and probably all coming up with quite different answers)? 

Whilst the Government is encouraging information intermediaries to access data and 
add value through analysis it is important that there is one version of the truth. The 
HSCIC should be the source of all nationally collected data and should provide CSUs 
and LAPH teams with appropriate access to robust and nationally consistent data sets 
to enable them to identify local health needs and priorities.  

 

16. Should public health analysts, regardless of where they are working, be looking 
to get honorary contracts with HSCIC, since HSCIC seems to be the only bit of 
the NHS that is currently allowed to see SUS data? 

Honorary contracts do not provide a basis for accessing data lawfully. Only the staff of 
the HSCIC can work under the HSCIC powers. 

 

 


