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1 Information Governance Assessment summary sheet 

 

Customer requirement reference NIC-154590-YG6QH 

 

Customer organisation(s) Public Health England 

 

Data controller (if different) Department of Health 

 

Purpose classification  Healthcare purposes 

 

Aggregated or individual-level data? Individual-level data 

 

Identifying or non-identifying? Assessed as identifying 

 

Legal basis (if identifying) Patient consent 

 

IG Assessor comments        

 

Assessed by M Oswald 

 

 

The full information governance assessment follows overleaf. A description 
and explanation for all numbered fields in the assessment can be found in 
Information Governance Assessment Explanatory Notes (to be published 
separately).  Terms used are defined in the glossary in the Anonymisation 
Standard for Publishing Health and Social Care Data1 or in the glossary of the 
Caldicott Information Governance Review Report2. 

 

 

  

                                                 
1
 ISB 1523, available from: http://www.isb.nhs.uk/news-folder/anon  

2
 Available at: https://www.gov.uk/government/news/health-secretary-to-strengthen-patient-privacy-

on-confidential-data-use  

http://www.isb.nhs.uk/news-folder/anon
https://www.gov.uk/government/news/health-secretary-to-strengthen-patient-privacy-on-confidential-data-use
https://www.gov.uk/government/news/health-secretary-to-strengthen-patient-privacy-on-confidential-data-use
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2 Information Governance Assessment  

2.1 The data recipient(s) and their authority to make a request 

1. Are the only data recipients the registered GP practices of the patients?   

No 

If yes, the practice is responsible for ensuring proper governance of the data 
output; go to section 2.6 

If no, who will receive the data provided?    

Public Health England, which is an executive agency of the Department of 
Health (and so not a legal entity in its own right).  

2. What was their last published IG Toolkit score, or similar assessment?  

The Department of Health follows the Cabinet Office Information Assurance 
Maturity Model rather than the Information Governance Toolkit so 
performance details are not readily accessible. However, Public Health 
England is expected to submit reports under the Information Governance 
Toolkit. As the executive agency was created on April 1 2013, no reports have 
yet been made. 

Furthermore, Public Health England have given assurances, which will be 
backed by commitments in the data recipient data sharing agreement, that 
they have the necessary information governance controls in place to process 
and protect the data to be provided.   

3. Under the Health and Social Care Act, is this a direction, a mandatory 
request, or a request?  

A (non-mandatory) request made under section 255 

Comment 

It is a request from the Department of Health but does not represent a formal 
direction from the Secretary of State. It is a request for confidential information 
that is justifiable under section 256(2,c) of the Act - namely, information which 
may otherwise be lawfully disclosed (see section 2.4 of this assessment). 

4. If extracted, is the HSCIC obliged to publish the data under section 260 of the 
Act? 

No, the information requested is identifying 

Comment 

Under section 260 (2) of the Health and Social Care Act, the HSCIC is not 
required to publish data that identify a person (and indeed would almost 
certainly breach the Data Protection Act and/or common law of confidence if it 
did publish such data).  
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2.2 The data requested 

5. The data items to be provided are specified in section 4 of the Customer 
Requirement Summary. The purposes for which they are to be used are 
identified in section 4. 

6. Are the data to be processed appropriate, and not excessive?  

Yes 

Comment 

The Customer Requirement Summary (in particular section 4.2) explains 
which data items are to be extracted and why they are needed for the 
purposes of the screening programme. 

An additional file of identifiers is required, and the need for this needs 
explaining. It is proposed that this file of patient identifiers is stored outside of 
GPES (in the Data Management Environment - DME) by the HSCIC. It is to 
contain two data items - NHS Number and registered practice identifier - that 
identify the patients with diabetes extracted in the previous month‟s extraction 
run, and the practices at which those patients were registered. Each month 
the file will be replaced with a new file of patient identifiers. The file presents a 
privacy risk (discussed further in section 2.7) but is necessary in order to 
identify why patients included in the previous extract have now been omitted 
from an extract; screening programme staff do not have access to the up-to-
date general practice records to discover for themselves the reason why a 
patient is no longer included in an extract (e.g. through death, moving practice 
etc.). Without that information, they are liable to send out confidential 
invitation letters inappropriately (e.g. to a person who has died, to the wrong 
address), potentially “lose” people in need of diabetic retinopathy services, 
and/or spend time and money investigating the "missing patients".  

2.3 Is the dataset to be provided identifying or non-identifying? 

7. Does the dataset contain obvious identifiers such as name, address and/or 
NHS Number? 

Yes  

8. If yes, which items?  

NHS Number, Name, Address etc. - the dataset is clearly identifying. 

 If yes, the dataset is clearly identifying, so go to section 2.4. 

2.3.1 Risk assessment: will the data provided be identifying? 

Where the data provided to the customer contains obvious identifiers like 
name and address, it will be “identifying”. However, there are many cases 
where it is not obvious whether data are identifying, and these require 
judgement based on a risk assessment. This section should contain that 
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assessment. It is based on the risk assessment approach set out in the 
Anonymisation Standard for Publishing Health and Social Care Data3.  

9. Are they aggregated or individual-level data?  

Not applicable 

 

15. In light of this risk assessment, what specific de-identification techniques, if 
any, will be deployed? 

N/A - identifying data are required. 

  

                                                 
3
 ISB 1523, available from: http://www.isb.nhs.uk/news-folder/anon  

4
 A dataset that is non-identifying when released into a controlled environment where access is 

restricted may be identifying when released into the public domain (because of the increased risks). 

Re-identification risk assessment  

10. What is the threat level associated with the 
data and its release (“normal” or “high”)? 

      

11. What is the risk of extra information being used 
to reveal identity (“normal” or “high”)? 

      

12. Conclusion: is the dataset to be provided 
assessed as “identifying” or “non-
identifying”?  

      

13. Explain this risk assessment, referencing any relevant standards, 
guidance or advice 

      

14. If non-identifying, could the data to be released be published?4  

      

Why? 

      

http://www.isb.nhs.uk/news-folder/anon
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2.4 Healthcare or secondary purposes? 

16. The purpose(s) of the extraction can be found in section 4 of the Customer 
Requirement Summary. 

17. Is the data extraction for healthcare or secondary purposes?   

Healthcare purposes 

Provide a brief explanation: 

GPES is providing the data for healthcare purposes - to invite to retinopathy 
screening sessions, and provide relevant treatment to, patients who have 
been diagnosed with diabetes. See the explanation about patient consent 
below. 

Although the diabetic retinopathy screening service central database 
maintains demographic and relevant clinical details about patients in order to 
co-ordinate the screening process, some data may subsequently be used for 
secondary purposes. On occasions, the central diabetic retinopathy service 
may be asked by practice(s) to act on its behalf to extract information from the 
central database (referred to in the Customer Requirement Summary as the 
"GP2DRS database") for research and provide it to the practice. Practices will 
be responsible for ensuring that research has appropriate ethics approvals, 
and that data extracted are appropriate and not excessive. The service will 
only initiate data extractions for secondary purposes such as research with 
permission from the affected practices.  

18. If “healthcare purposes”, what efforts (if any) are being made to ensure that 
consent can be implied? 

The lawful disclosure of confidential information to diabetic retinopathy 
screening programmes relies on the consent of patients. The national service 
proposes to continue with its current approach to gaining patient consent, 
described below. This approach to gaining consent for diabetic retinopathy 
screening was presented to, and accepted by, the Patient Information 
Advisory Group which at the time (2009) considered the applications for 
support under (what was then) section 60 of the Health and Social Care Act 
2001 (see page 26 of the Diabetic Retinopathy Screening Dataset at: 
http://www.isb.nhs.uk/documents/isb-0073/dscn-07-2009/0073192007sub.pdf) 

There are two separate patient consent processes proposed: consent to the 
disclosure of demographic information to enable an invitation to screening; 
and consent to the disclosure of relevant clinical information. 

 

Consent to the disclosure of demographic information to enable an invitation 
to screening:  

In order to enable patients to be sent an invitation to a retinopathy screening 
appointment, identifying details of patients with diabetes will be extracted from 
GP records using GPES and sent to the national diabetic retinopathy 
screening service, which has an existing system in place to pass it on to the 
patients‟ local screening programmes. It is confidential information, revealing 
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for example the fact that these patients have diabetes (by virtue of them 
appearing on the list). 

When a patient receives a diagnosis of diabetes, clinicians normally explain 
that they will be invited for diabetic retinopathy screening (although patients 
are not normally asked for their explicit consent to receive a screening 
invitation).  They may also be given literature relating to how the screening 
programme works. Given that these conversations occur in surgeries and 
clinics throughout England, it is possible that a patient will forget what they 
have been told, or that sometimes a clinician neglects to inform a patient, and 
the patient is not told that they will be invited for screening. However, even in 
such cases, it should not come as a rude shock (other than in the rare 
occasions that the patient has not been told by the practice that (s)he has 
diabetes) to a patient to receive a letter inviting them to attend an appointment 
to screen them for diabetic eye disease and help to prevent unnecessary sight 
loss  - a likely outcome for some patients with diabetes if no screening occurs.  
Patients expect the NHS to offer them relevant treatment for their diagnosed 
disease. For this reason, disclosure of confidential information that is needed 
in order to offer or provide direct care is routinely done within the NHS on the 
basis of implied patient consent. That is the accepted policy for the NHS 
(reflected within the GPES Information Governance Principles).  

For such implied consent to be valid, patients must be given the opportunity to 
object to the disclosure of confidential information for their direct care. If a 
patient with diabetes objects to their demographic information being disclosed 
to the screening service, they can make their objections known to their GP, 
who can record this objection – a set of Read codes has been introduced 
specifically for this purpose (see Appendix D of the Customer Requirement 
Summary).  If the relevant code is present within the patient‟s record, it is 
proposed that GPES will extract no data for that patient. 

Note that it is important that patients learn about their diagnosis of diabetes 
before they receive an invitation from the screening programme.  The national 
diabetic retinopathy screening service will impose a minimum period of time 
delay (between 0 and 28 days), based on advice from their clinicians, to allow 
time for general practitioners to contact and inform newly-diagnosed patients 
of their diagnosis (e.g. once test results are received) before those patients 
are invited for screening. 

 

Consent to the disclosure of relevant clinical information: 

A defined set of 'risk factor' clinical information is also required by local 
screening programmes to help their staff assess the digital retinal 
photographs they take and to inform referrals they may make to 
ophthalmology services.  Examples of the 'risk factor' clinical information 
include: 

• Diabetic history – knowing whether a patient is newly diagnosed or has had 
the disease for a long time allows the local diabetic screening service to tailor 
the care encounter to the specific needs of the patient; 

• Risk factor history – additional checks can be made where certain key risk 
factor indicators associated with retinopathy show a change of significance or 
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for example, the patient‟s screening history shows that the patient has often 
failed to attend appointments; and 

• Information to enable appropriate onward referral to specialist services. 

The local diabetic retinopathy screening service might have sought to collect 
relevant clinical information about a patient with diabetes at the same time as 
they collect demographic information from the patient‟s GP so that when the 
patient attends their screening session the clinical staff are already aware of 
relevant information that might affect the onset of retinopathy and blindness. 
Instead of this, the national service seeks to gain consent to the disclosure of 
relevant clinical information from the GP records only after patients have 
attended a screening appointment. 

When GPES is introduced, the consent process will be as follows (which is 
largely the same as current procedures).  The screening invitation letter sent 
to patients will explain the need for the additional clinical „risk factor‟ 
information.  If/when a patient attends the screening appointment, (s)he will 
be able to explicitly give consent or explicitly refuse consent to the transfer of 
this information. If the patient neither agrees nor disagrees, consent is 
inferred.  The screening invitation letter makes it clear to patients that if they 
do not explicitly give or explicitly refuse consent, then their consent to the 
transfer of relevant clinical information will be inferred from their attendance at 
the screening appointment. The patient‟s dissent /implied consent / explicit 
consent will be noted and passed back to the practice so it can be recorded in 
the patient‟s record, thereby enabling/preventing the relevant clinical 
information to be extracted by GPES.  A set of Read codes has been 
introduced specifically for this purpose (see the Customer Requirement 
Summary). Until the general practitioner has recorded either the code for 
either explicit consent or implied consent in the patient‟s general practice 
record, no clinical data will be transferred. 

 

19. If “healthcare purposes”, who has a legitimate relationship5 with the patients 
concerned? 

The clinical lead of each screening programme (who is a registered and 
regulated healthcare professional).  

If “healthcare purposes”, go to section 2.6. 

If the dataset to be provided is classified as “non-identifying”, go to section 
2.6. 

2.5 Using identifying information for secondary purposes 

20. What is the legal basis for using identifying data?   

Not applicable 

                                                 
5
 According to the Caldicott Information Governance Review Report (see section 3.6), a registered 

and regulated health care professional providing direct care and receiving personal confidential data 
about a patient has a legitimate relationship with that patient. 
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21. If S251 of the NHS Act 2006 is the justification, what is the status of the 
application?  

Not applicable 

If approved, attach evidence of approval 

Provide reasons / backing / evidence for the above justification, including any 
advice or approvals received 

N/A 

22. To what extent will patient objections be respected? 

N/A 

23. Is the data set to be used for data linkage? 

Not applicable 

24. If yes, is the linkage to be done in an accredited safe haven?  

Not applicable 

Comment   

N/A  

2.6 Compliance with GPES IG Principles and HSCIC Code of Practice 

25. Does the request comply with the GPES Information Governance Principles?  

Yes 

Comment  

With respect to the GPES Information Governance Principles, it is an 
extraction of patient identifiable data justifiable through patient consent. 

Although it does not breach the GPES Information Governance Principles 
(which commit GPES to deleting all the data extracted), a file of identifiers are 
to be held by the HSCIC, albeit outside of the GPES system - see section 2.7 
(note 1). 

 

26. Does the request comply with the HSCIC‟s Confidentiality Code of Practice? 

N/A - Code of Practice not yet published 

Comment  

N/A 
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2.7 Other information governance risks of extraction and disclosure 

There are risks with every GPES extraction and release of information to customers. 
However, the following table identifies any areas where there are particular 
conditions that may give rise to information governance risks for this extraction that 
are not already covered elsewhere in this assessment.  

Information governance risks  

27. Risk of privacy breach during extraction processing  See note 1 below 

28. Privacy breach whilst data is under recipient‟s control  See note 2 below 

29. Privacy breach following recipient‟s disclosure of data  See note 3 below 

30. Other information governance risks  None identified 

Notes 

1. It is proposed that a file that uniquely identifies the patients with diabetes that 
were extracted in the previous month‟s extraction is stored outside of GPES (in 
DME) by the HSCIC. Each month the file will be replaced with a new set of 
patient identifiers. Although it only contains the patients' NHS Number and their 
registered practice identifier, it represents implied confidential clinical information: 
anyone with a record in the file has a health record showing a diagnosis of 
diabetes. Although it does not breach the GPES Information Governance 
Principles (which commit GPES to deleting all the data extracted), the data are 
still to be held by the HSCIC, albeit outside of the GPES system.  Storing these 
confidential data (and replacing the data on a monthly basis) introduces a privacy 
risk that should be mitigated and justified. 

In order to mitigate risk, the file of patient identifiers is to be stored encrypted in 
DME, the HSCIC‟s secure environment, and is inaccessible. No user has a need 
to access the data between extractions. Storing the data in this way is justified 
because it is necessary and no other processing options are available that are 
more secure. A more secure option would be to store within the patient‟s general 
practice record the fact that patient information has been sent on to the diabetic 
retinopathy service, but GPES has not been designed to add new information to 
the general practice record. Another option would be for the file of identifiers to 
be created, and stored by Public Health England after each extraction, and then 
returned to the HSCIC in time for the following extraction. However, this would 
add to the processing of the data and if anything marginally increase the privacy 
risk. 

The file is necessary for reasons explained in section 2.2 of this assessment.   

2. The maintenance of identifying clinical details about patients on the central 
diabetic retinopathy database inevitably poses some risk to privacy. The 
database exists now and is not changed by the use of GPES.  Access to the 
central database is restricted through role-based access controls. Only the staff 
operating the local screening programmes have access to patient-level data (and 
for their own locality only). Audit trails enable access to be monitored and 
inappropriate access to be identified. The central diabetic retinopathy service 
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staff do not, and will not in future, have access to identifying details held within 
the database. The only users  authorised to access patient-level data are staff 
from the local screening programmes. Such staff may use the system to either 
automatically update their local systems with new information about diabetic 
patients, or to view such information. They are not able to access data relating to 
patients from other local screening programmes. 

Public Health England must also make available fair processing information to 
data subjects – the diabetic patients about whom it stores demographic and 
clinical data. It provides some information about how patients‟ data are 
processed in the screening invitation letters to patients. Public Health England 
has also committed to publishing additional information about the database and 
how it processes personal data about patients on its website. 

3. The main reason for disclosing data provided to Public Health England will be 
to send screening invitation letters to patients. There are always risks with such 
letters, and these are not significantly affected by the use of GPES. If anything, 
risks of posting confidential letters to the wrong person or address should 
decrease given the use of (relatively) up-to-date general practice records. 
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3 Assessors 

Assessment made by: 

Name: Malcolm Oswald  

Role:  GPES Information Governace Advisor  

Date: 25/07/2013  

For the Health and Social Care Information Centre 

 

Assessment checked by: 

Name: Clare Sanderson  

Role:  HSCIC Director - Solution, Design, Standards & Assurance  

Date: 25/07/2013  

For the Health and Social Care Information Centre  

 

The persons above confirm that to the best of their knowledge the information 
governance assessment is fair and accurate. 

 

Does either of the two people above have any caveats or other comments to 
state in relation to the information governance assessment provided?  

No 

 

 

 


