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1 Information Governance Assessment: Summary Sheet 

 

Customer requirement reference no NIC-228038-V5ZOL 

 

Customer organisation(s)   HSCIC 

 

Data controller (if different)         

 

Purpose classification   Secondary purposes 

 

Aggregated or individual-level data?  Individual-level data 

 

Identifying or non-identifying?  Assessed as identifying 

 

Legal basis (if identifying)  Patient consent 

 

IG assessor comments   None  

   

Assessed by     Malcolm Oswald 

 

 

The full information governance assessment follows overleaf. A description 
and explanation for all numbered fields in the assessment can be found in 
Information Governance Assessment Explanatory Notes (to be published 
separately).  Terms used are defined in the glossary in the Anonymisation 
Standard for Publishing Health and Social Care Data1 or in the glossary of the 
Caldicott Information Governance Review Report2.  

 

 

                                                 
1
 ISB 1523, available from: http://www.isb.nhs.uk/news-folder/anon  

2
 Available at: https://www.gov.uk/government/news/health-secretary-to-strengthen-patient-privacy-on-confidential-data-use  

http://www.isb.nhs.uk/news-folder/anon
https://www.gov.uk/government/news/health-secretary-to-strengthen-patient-privacy-on-confidential-data-use
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2 Information Governance Assessment  

2.1 Is the dataset to be provided identifying or non-identifying? 

1. The data items to be provided are specified in section 4 of the Customer 
Requirement Summary. The purposes for which they are to be used are 
identified in section 3. 

2. Does the dataset contain obvious identifiers such as name, address and/or 
NHS Number?  

Yes, the dataset is identifying  

3. If yes, which items? NHS number 

If yes, the dataset is clearly identifying, so go to section 2.2. 

2.1.1 Risk Assessment: will the data provided be identifying? 

Where the data provided to the customer contains obvious identifiers like 
name and address, it will be “identifying”. However, there are many cases 
where it is not obvious whether data are identifying, and these require 
judgement based on a risk assessment. This section should contain that 
assessment. It is based on the risk assessment approach set out in the 
Anonymisation Standard for Publishing Health and Social Care Data3.  

4. Are they aggregated or individual-level data?       

Re-identification risk assessment  

5. What is the threat level associated with the 
data and its release (“normal” or “high”)? 

      

6. What is the risk of extra information being 
used to reveal identity (“normal” or “high”)? 

      

7. Conclusion: is the dataset to be provided 
assessed as “identifying” or “non-
identifying”?  

      

8. Explain this risk assessment, referencing any relevant standards, 
guidance or advice 

      

9. If non-identifying, could the data to be released be published?4 
  

      

                                                 
3
 ISB 1523, available from: http://www.isb.nhs.uk/news-folder/anon  

4
 A dataset that is non-identifying when released into a controlled environment where access is restricted may be identifying 

when released into the public domain (because of the increased risks). 

http://www.isb.nhs.uk/news-folder/anon
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Why? 

      

 

10. In light of this risk assessment, what specific de-identification techniques, if 
any, will be deployed? 

      

2.2 The request for information 

11. Who will receive the data provided?    

Health and Social Care Information Centre (HSCIC) 

12. Under the Health and Social Care Act 2012, is this a direction, a mandatory 
request, or a request? 

 A direction made under section 254 

Comment  

Formal directions have been provided for care.data (see Appendix A, 
available at: http://www.england.nhs.uk/wp-content/uploads/2014/01/cd-
directions.pdf). These specify the requirement to extract the data necessary to 
respect the two types of patient objections, and specifically: 

"those data items necessary to enable the HSCIC to record the fact of the 
patient's objection and that the data items necessary to record the fact of the 
patient's objection shall be collected and stored separately from other 
information to be collected in order to prevent any possibility of identification 
or re-identification of the patient within the HSCIC."; and 

"Patients are able to record an objection either to the collection of identifiable 
data from their GP records by the Information Centre, or to onward disclosure 
of any identifiable data held by the Information Centre, or both…the 
Information Centre will respect a recorded objection to the collection of 
identifiable data from the practice system by collecting only the items 
necessary to record the fact of this objection, which will be held for statistical 
purposes." 

"the HSCIC to collect data which records both objections in case these are 
required in the future and to demonstrate that assurances made to patients 
are being respected". 

However, the Directions do not cover the collection of identifiable data about 
the type 2 objection: 

"Objection to the onward disclosure of primary care data by the Information 
Centre is not covered, as it is directed not to disseminate identifiable data 
collected under these Directions anyway. Onward disclosure of data 
originating from other organisations is beyond the scope of these Directions." 

The HSCIC is required to collect the identifiable data about the type 2 
objection in order to: 
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a) deliver commitments made in the NHS Constitution 2012, and by the 
Secretary of State and NHS England to allow patients to object to disclosures 
of identifiable patient data by the HSCIC and general practices;  

b) carry out the wishes of patients who make a type 2 objection (the collection 
of identifiable data may be justified on the basis of patient consent).  

13. If extracted, is the HSCIC obliged to publish the data under section 260 of the 
Act? 

No, the information requested is identifying 

Comment   

The Act does not require the HSCIC to publish identifying information.  

14. Is the dataset requested appropriate, and not excessive? 

See comment 

Comment 

"TYPE 1" OBJECTIONS: objections to disclosure of identifying data by 
general practices for secondary purposes. 

The HSCIC has been directed to extract data about "type 1" objections - 
where a patient has asked their general practice not to disclose identifiable 
data for secondary purposes. Putting this objection into effect is primarily the 
responsibility of the general practice, and so the HSCIC has decided NOT to 
extract identifying data about patients who have made such an objection. 
Such an extraction of identifying data about type 1 objections might be 
considered excessive (thus breaching the Data Protection Act). It might also 
be seen as unnecessarily invading the privacy of those patients who have 
clearly expressed a preference for their privacy to be protected. Therefore, it 
is proposed that only aggregated data are extracted to enable the level of 
objections across practices to be monitored, so that the HSCIC and NHS 
England can check that patients are being made aware of their opportunity to 
object. 

However, this was a difficult judgement for the HSCIC to make, and it is worth 
explicitly recognising the competing arguments FOR extracting identifying 
data about patients who have lodged a type 1 objection. The HSCIC might 
infer that patients who make a type 1 objection will wish to have any 
identifying data already sent by the general practice to the HSCIC and now 
held by the HSCIC (such as under care.data) to be de-identified. To do such 
"retrospective de-identification" would require the HSCIC to extract, and store 
at least temporarily, identifying data (such as NHS Number) about the patient. 
Furthermore, because GPES allows practices to opt in and out of extractions, 
these identifying data would have to be extracted every time the extraction is 
run.   The HSCIC responded to one Freedom of Information Act request 
saying that "retrospective de-identification" would be carried out. However, it 
would come at a potential privacy cost, and on balance, the HSCIC judges 
that it is better to NOT extract identifying data about type 1 objectors. This 
minimises the data to be extracted about type 1 objections: aggregate totals 
of people who have type 1 objections by practice (necessary for monitoring  
take-up of the objection code).  
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"TYPE 2" OBJECTIONS: Objections to disclosure of identifiable data by the 
HSCIC for secondary purposes. 

For objections to the disclosure of identifiable patient data by the HSCIC, the 
following data items are to be extracted from general practices: NHS number,  
practice ID, objection code, date objection code recorded on general practice 
record. This is considered the minimum necessary to identify the patient and 
respect their wishes.  The data will be stored at the HSCIC and used to 
prevent disclosures of identifiable data for secondary purposes where there is 
a match between the NHS number extracted, and the NHS number within a 
patient record from which identifiable data are to be disclosed.  

An alternative would be to also extract additonal items to identify the patient, 
such as the date of birth plus postcode for each patient. In order to minimise 
the data extracted, this is NOT proposed.  However, note that, without date of 
birth and postcode, fewer matches will be made, given that some HSCIC 
datasets do not contain NHS numbers, but do contain dates of birth and 
postcodes. Using date of birth and postcode would enable matches where an 
NHS number is missing from the general practice record, or an NHS number 
is missing from the HSCIC dataset. 

Note also that data quality problems with the identifiers in the general practice 
record and HSCIC datasets may mean in some instances that: 

- no match will be made, and so the patient's wishes will not be carried out 

- an incorrect match will be made, so that identifiable data will be withheld by 
the HSCIC for the wrong patient 

- if duplicate NHS Numbers exist in HSCIC records, identifiable data will be 
withheld at the HSCIC for records of multiple patients. 

The extraction of practice id for the patient is required in order to monitor 
uptake by practice, but there is no requirement to store the practice id against 
every patient. Monitoring uptake allows the HSCIC to identify practices, and 
regions of England, with very high and very low uptake, and investigate and/or 
increase/improve public communications. 

The objection code (either objecting or withdrawing an objection) for a patient 
will be collected, along with the date that the objection is made, so that the 
most up-to-date expression of the patients' wishes are captured. If the date 
was not collected, then there would be an unnecessary risk that two codes 
recorded in the general practice records would be applied in the wrong order 
when stored and used at the HSCIC (e.g. a withdrawal of an objection might 
mistakenly be taken to precede an objection). The objection code and date 
may also be required when answering patient queries. 

There is a balance to find in terms of the frequency of processing - avoiding 
excessive processing (and also the extraction cost that ensues) and too 
infrequently so that the patients' wishes are not put into effect swiftly enough. 
The frequency of twice monthly has been chosen by the HSCIC, and typically 
this will mean a time lag of 14 to 30 days between the objection being 
recorded by the general practice, and it being implemented at the HSCIC.    
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The purpose(s) of the extraction can be found in section 3 of the Customer 
Requirement Summary.  

If the dataset is assessed as non-identifying in section 2.1, go to section 
2.3. 

15. Is the data extraction for direct care or secondary purposes5?   

Secondary purposes 

Comment  

The data extraction is to be made in order to apply the wishes of patients 
objecting, or withdrawing an objection, to disclosures of identifiable data for 
secondary purposes, and to monitor the level of objections. 

16. If Section 251 of the NHS Act 2006 is being used to justify the extraction of 
confidential data for secondary purposes, what is the status of the 
application? 

Not applicable 

If approved, attach evidence of approval 

Provide reasons / backing / evidence for the above justification, including any 
advice or approvals received 

Not applicable 

17. If for direct care purposes, what efforts (if any) are being made to ensure that 
consent can be inferred? 

Not applicable 

18. If for direct care purposes, who has a legitimate relationship6 with the patients 
concerned? 

Not applicable. 

2.3 The processing of general practice data 

The first stage of GPES processing is to extract data from general practices, 
and send it to the HSCIC. This is described in section 7 of the customer 
requirement summary. 

19. What is the legal justification for practices authorising the data extraction? 

Patient consent 

Comment  

                                                 
5
 “Direct care” is a clinical, social or public health activity concerned with the prevention, investigation and treatment of illness 

and the alleviation of suffering of individuals. “Secondary care” is a commonly-used synonym of “indirect care” which means 
activities that contribute to the overall provision of services to a population as a whole or a group of patients with a particular 
condition, but which fall outside the scope of direct care. It covers health services management, preventative medicine, and 
medical research. 

6
 According to section 3.6 of the Caldicott Information Governance Review Report, a registered and regulated health care 

professional providing direct care and receiving personal confidential data about a patient has a legitimate relationship with that 
patient. 
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The aggregate data collected about the type 1 objection does not identify 
individuals, is covered by the Health and Social Care Act Directions, and does 
not require further justification.  

As discussed in Q12 in section 2.2, the collection of identifying data about the 
type 2 objection is not covered by the Health and Social Care Act Directions 
for care.data.   It requires a different legal justification. 

The communication materials about the opportunities to object say that the 
objection will be communicated to the HSCIC. Even if the patient does not 
read that material, it is reasonable to assume that patients would expect the 
HSCIC to be able to identify them in order to carry out their type 2 objection. 
Thus it is reasonable to justify the extraction of identifying data on the basis of 
patient consent. 

It could also be argued that the data that are being extracted are identifiable, 
but not confidential (not confidential to the HSCIC at least).  

20. If the data extraction is classified as identifying (see 2.1 above), to what extent 
will patient objections be respected? 

The purpose of the extraction is to enable the HSCIC to respect objections.  

21. Is the processing of general practice data appropriate, and not excessive? 

See comment 

Comment  

See analysis of whether the extraction as a whole is appropriate in Q14 in 
section 2.2.   

22. What particular risks, if any, does the processing of practice data raise? 

No special risks have been identified in relation to the general practice 
processing of patient objections, although see Q14 in section 2.2 for a 
discussion of the risk of failing to correctly identify and match patient records. 

 

2.4 The HSCIC processing of the extracted data 

The second stage of GPES processing is by the HSCIC. The proposed 
HSCIC processing for this extraction is described in section 5 of the customer 
requirement summary. 

23. Are the data processed by the HSCIC identifying, non-identifying, or non-
identifying only within the HSCIC’s secure environment (see section 2.1)? 

Identifying 

24. Will it be necessary for HSCIC staff to view identifying data during the 
processing? 

No 

Comment  

None. 
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25. If identifying data are to be disclosed to the data recipient(s), what legal 
justification does the HSCIC have for the disclosure? 

see justification given above 

26. To what extent will patient objections be respected?   

The purpose of the extraction is to enable the HSCIC to respect objections.  

27. What particular risks, if any, does the planned processing by the HSCIC 
raise? 

None identified. 

 
28. Is the HSCIC processing appropriate, and not excessive?  

Yes 

Comment  

This relates to the minimal additional processing between GPES extraction 
and the data recipient receiving the data. In this instance, the HSCIC is "the 
data recipient", so see the discussion below in section 2.5 of the HSCIC 
processing of the data as data recipient.  

2.5 The processing by data recipient(s) 

29. How do the data recipient(s) plan to process the data they receive? 

See section 6 and Appendix E of the Customer Requirement Summary. 

30. What was their last published IG Toolkit score(s), or similar assessment?  

The HSCIC is a new organisation with no previous IG Toolkit scores. 
However, as the NHS Information Centre, the organisation consistently 
recorded very high toolkit scores.  

31. Do the data recipient(s) plan to carry out data linkage, and if so, do they have 
accredited safe haven status?  

No linkage is planned of the extracted data. There is no safe haven 
accreditation scheme as yet, although the HSCIC has specific functions under 
the Health and Social Care Act 2012 that give it responsibilities similar to 
those expected of safe havens.  

32. If identifying data are to be disclosed by data recipient(s), what is the legal 
justification? 

Not applicable 

33. What particular risks, if any, does the planned processing by the data 
recipient(s) raise? 

The type 2 objection data will be stored indefinitely, and will continue to be put 
into effect after a patient's death. Such length of storage introduces 
uncertainty given potential future changes that may occur over the long-term 
(e.g. data controllership responsibilities change with health service re-
organisations and transfers of ownership).  

34. If identifying data, is the planned processing appropriate, and not excessive? 
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Yes.  

The Customer Requirement Summary describes the processing to be carried 
out by the HSCIC to put type 1 and type 2 objection codes into effect. The 
processing has been designed to limit the use and storage of identifying data.   

2.6 Compliance with GPES IG Principles and HSCIC Code of Practice 

35. Does the request comply with the GPES Information Governance Principles?  

Yes 

Comment 

Note however that to comply with the GPES IG Principles, the extraction of 
type 2 objection codes and NHS number has to be justified legally. See Q19 
above for that justification.  

36. Does the request comply with the HSCIC’s Confidentiality Code of Practice? 

See comment 

Comment 

The HSCIC's Confidentialitty Code of Practice is still to be published.   
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3 Assessors 

Assessment made by:  

Name: Malcolm Oswald  

Role:  GPES Information Governance Advisor  

Date: 29/01/2014  

For the Health and Social Care Information Centre 

 

Assessment Checked by:   

Name: Dawn Foster  

Role:  Head of Information Governance  

Date: 04/02/2014  

For the Health and Social Care Information Centre   

The persons above confirm that to the best of their knowledge the information 
governance assessment is fair and accurate. 

Does either of the two people above have any caveats or other comments to 
state in relation to the information governance assessment provided?  

No 

 

 

 


