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1. Customer requirement overview 

Details of this customer requirement can be found in the Customer Requirement 
Summary (NIC-228038-V5Z0L). 

2. Introduction 

The common law provides citizens with a degree of control over the disclosure of 
confidential data relating to them. This is also embedded in the NHS Constitution1 
which makes it clear that any objections should be considered and the legal basis 
for any disclosure that is against their preference should be explained to them. 
However, the power provided to the Health and Social Care Information Centre 
(HSCIC) to collect data does not recognise any right to object and any attempt to 
constrain the power would be seen as fettering the will of Parliament and be 
unlawful in itself. 
 
However, as a matter of policy the Secretary of State directed that he did not want 
the HSCIC to collect data where citizens had raised an objection. This was given 
effect by the bodies able to direct the HSCIC to use its power, limiting what they 
directed the HSCIC to collect, i.e. they would direct the HSCIC to collect only data 
where there was no flag indicating an objection (as reflected in Directions issued 
by NHS England to the HSCIC in December 2013 in relation to the collection and 
linkage of primary care data2). Only in exceptional circumstances, e.g. Public 

Health emergencies would a broader direction be given. 
 
The position regards the interpretation and application of patient objections by the 
HSCIC has been discussed and confirmed with both the Department of Health (as 
sponsor of the HSCIC) and NHS England as Senior Responsible Owner for the 
care.data programme. 

3. Ensuring the extraction meets the healthcare needs of patients and the 
wider public 

The process for objecting to either patient identifiable data leaving a general 
practice or leaving the HSCIC, is for a patient to inform their general practice of 
their wishes to object and this should be recorded in their general practice record.  
 

                                                 

1 You have the right to request that your confidential data is not used beyond your own care and treatment 

and to have your objections considered, and where your wishes cannot be followed, to be told the reasons 
including the legal basis. 

2 The HSCIC is directed by the Board pursuant to paragraph 3 of these Directions to put measures in place 

as part of the establishment and operation of the information systems which are the subject of these 
Directions to ensure that where any primary care data are coded to indicate a patient's objection to disclosure 
of their identifiable primary care data to the HSCIC or any third party, to the extent that the HSCIC is acting in 
pursuance of these Directions in relation to that patient the HSCIC will only collect non-identifiable primary 
care data and those data items necessary to enable the HSCIC to record the fact of the patient's objection 
and that the data items necessary to record the fact of the patient's objection shall be collected and stored 
separately from other information to be collected in order to prevent any possibility of identification or re-
identification of the patient within the HSCIC. 
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The purpose of this extract is to respect a patient‟s wishes in relation to restricting 
the use of their patient identifiable data for purposes other than direct care.   
 
It is important that there is continuing public trust in the NHS and that patient data 
is treated securely, sensitively and with respect.  This extract supports that by 
enabling the HSCIC to act upon a patient‟s wishes regarding the use of their data, 
when the patient has informed their general practice of their wishes. Patients have 
the right to object to any extraction of patient identifiable data from their general 
practice unless there is (a) a statutory duty to share information, (b) a court order 
or (c) an overriding public interest in disclosure. 

4. Ensuring that benefits are proportional to risks for all affected groups 

The proposed extract will collect the minimum necessary amount of data to 
support both types of patient objections and the data received by the HSCIC will 
be managed in a secure environment.  All data received will be machine 
processed with minimal human intervention and access will be restricted within 
the HSCIC.   
 
The data collected will be used to answer potential Freedom of Information 
requests and Parliamentary Questions regarding the application of objections. 
Data collected will be published in anonymised aggregate form as part of the 
HSCIC‟s data quality reporting obligations.  It is essential that any potential user of 
data from the HSCIC is aware of any significant factors to take into consideration 
which could skew the reporting analysis or research findings, for example the 
completeness of the data. 
 
Additional awareness-raising is taking place, led by NHS England and the HSCIC. 
 
At a national level, awareness raising includes: 
 

 A patient leaflet about information sharing sent to every household in England 
during January 2014. 

 A dedicated patient information line, which will be available from 6th January 
until 31st March 2014 to respond to questions from patients. Please note that 
the patient line will not be able to record objections. 

 Resources and guidance have been developed nationally including patient 
materials and FAQs. 

 If required, arrangements for GPs to receive additional materials including 
Braille and easy read and audio versions. 

 Social media activities. 

 Digital media. For example, there are dedicated patient support pages on the 
NHS Choices website, including a lead article on the front page that signposts 
citizens to information http://www.nhs.uk/NHSEngland/ 
thenhs/records/healthrecords/Pages/caredata.aspx. The site receives over 20 
million hits a month. There are also dedicated pages on the HSCIC website 
http://www.hscic.gov.uk/patientconf. 

 Discussion with national patient groups, charity and voluntary sector 
organisations to enable cascade of messages through their regular and social 
media channels. 

http://www.nhs.uk/NHSEngland/
http://www.nhs.uk/NHSEngland/
http://www.hscic.gov.uk/patientconf
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 Information about care.data provided to 350,000 charities and voluntary 
groups who have been asked to cascade the information to their members. 

 National media coverage for example articles in the Observer, the Guardian, 
and the Independent, and radio interviews. 

 
At a regional level, awareness raising includes: 
 

 Extensive regional media coverage with over 100 articles on regional news 
websites. 

 Proactive focus on specialist regional events aimed at area teams, CCGs and 
others who helped provide local support to general practices. 

 Additional awareness raising with the public through regional communications 
teams. 

 

5. Planned benefits 

Benefit 1.  

i. Topic / area of care 

 
This benefit relates to supporting the effective application of the objection 
codes to prevent the disclosure of patient identifiable data from the HSCIC for 
purposes other than direct care, and the code that withdraws this objection.  
This is referred to as a type 2 objection. 
 

ii. Current position 

 
Patients have the ability to object to the disclosure of their personal 
confidential data by the HSCIC for purposes other than direct care and also 
have the ability to withdraw the objection. In order for these objections to be 
respected the appropriate objection code must be recorded against the 
patient‟s general practice record, as follows: 
 

 „Dissent from disclosure of personal confidential data by Health and 
Social Care Information Centre‟.  

 „Dissent withdrawn from disclosure of personal confidential data by Health 
and Social Care Information Centre‟. 

 
Currently, the only way that the HSCIC will receive type 2 objection codes, 
will be through the monthly care.data extract.  However, when a type 2 
objection code is recorded, if a type 1 objection code is recorded at the same 
time, or has been recorded previously, then the HSCIC cannot collect the 
type 2 objection code and therefore cannot action this objection.  This is 
because a type 1 objection stops any data about that patient leaving their 
general practice.    
 
The extraction of type 2 objection codes through the monthly care.data 
extract could be considered to be too infrequent and as such a more frequent 
extract of type 2 objection codes is needed to ensure patient‟s wishes are 
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respected in a more timely manner. 
 

iii. Benefit to patients and public 

 
A patient‟s wishes to prevent their patient identifiable data being released by 
the HSCIC for purposes other than direct care can be respected.   
 
It provides a simple and clear message as to how a patient can also prevent 
the release of their patient identifiable data held by the HSCIC for purposes 
other than direct care. 
 

iv. Benefit to customer 

 
This benefit ensures that the HSCIC is in a position to respect patient‟s 
wishes and comply with the Directions issued by NHS England in December 
2013. 
 
This benefit demonstrates to patients that steps are being taken to prevent 
their patient identifiable data from being released by the HSCIC where they 
have recorded a type 2 objection.   

 

v. Measurable outcomes 

 
Once the extraction of type 2 objection codes via GPES is implemented, a 
patient can expect that within one month of making their objection known at a 
general practice, any patient identifiable data received from any other health 
and social care provider will not be released by the HSCIC except in all but 
the most serious situations where there is a legal requirement to provide that 
data.  This is subject to the general practice opting in to the extract being 
released from their general practice and that the objection received through 
the patient objections management extract can be matched on the NHS 
number within other data the HSCIC holds. 
 

vi. Benefit dependencies 

 
The frequency of the extracts will affect how quickly a patient‟s wishes can be 
applied. 
 
The NHS number will need to have been recorded and recorded accurately in 
any of the datasets held from health and social care providers. 
 
The general practice must opt in to the extract being released from their 
general practice to enable the timely actioning of the patient‟s wishes. 
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Benefit 2.  

i. Topic / area of care 

 
This benefit relates to supporting the effective monitoring of the objection 
codes that: 

 prevent the flow of patient identifiable data from general practices for 
purposes other than direct care, and the code that withdraws this type 1 
objection, and 

 prevent the disclosure of patient identifiable data from the HSCIC for 
purposes other than direct care, and the code that withdraws this type 2 
objection.  

 

ii. Current position 

 
To respect patients‟ wishes and provide the right to object and the ability to 
withdraw the objection the appropriate objection code must be recorded 
against the patient‟s general practice  record, as follows: 
 

 Dissent from secondary use of general practitioner patient identifiable 
data. 

 Withdraw dissent from secondary use of general practitioner patient 
identifiable data. 

 Dissent from disclosure of personal confidential data by Health and 
Social Care Information Centre. 

 Dissent withdrawn from disclosure of personal confidential data by 
Health and Social Care Information Centre. 

 
It is stated within the The Information Governance Review3 that “to establish a 
fair and consistent objection process, the Review Panel concluded that the 
number of objections at provider and practitioner level should be kept under 
review.” 

 
There will be monitoring of type 1 and type 2 objections at general practice 
level. 
 

iii. Benefit to patients and public 

 
The use of health and social care data collected from everyday interactions 
between patients, service users, clinicians and the service itself are vital in 
many ways such as: 

 understanding and measuring the service being delivered 

                                                 

3 Department of Health, 2013.  The Information Governance Review - Information: To Share or not to 

share?[Online] Available at: 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGoverna
nce_accv2.pdf[Accessed 28 January 2014] 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
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 understanding areas where improvements can be made 

 forecasting to meet future needs; and  

 in research to develop better understanding of illnesses both in their 
causes and effective treatment pathways.  

 
Such analysis and research can be significantly affected by the quantity and 
quality of data it is based upon.  It is important to qualify the data to ensure 
users of the data can try to understand and compensate for deficiencies and 
why there may be wide variations. This ensures there is no future detrimental 
impact on the provision of services or health outcomes for patients and the 
public, based on the evidence provided from the analysis/research. 
Objectives set out for the care.data programme and the health and social 
care service as a whole will become much more achievable as a result, e.g. 
improving health outcomes, enabling effective commissioning, improved 
decision making, continuous improvement in the planning/organisation of 
services, and a transformation in the treatments provided to people and the 
care they receive. 

 

iv. Benefit to customer 

 
Analysis derived from data may be significantly impaired if there are 
substantial objections to the release of patient identifiable data.  This would 
mean that data could not be linked with other data such as Hospital Episode 
Statistics (HES) to provide analysis of patient pathways, or would mean that 
there is a very low level of linked data.  This level of data completeness 
needs to be expressed in the data quality indicators for the data so that 
analysts are aware of this and can factor any potential bias into their findings 
and conclusions. To do this it is important to be able to establish the rate of 
objections as a percentage of a general practice‟s overall register of patients. 
 
The provision of aggregate objection code data will enable HSCIC to provide 
updates to Dame Fiona Caldicott‟s panel, to NHS England and other 
organisations. 
 

v. Measurable outcomes 

 
NHS England have indicated that they will work with the British Medical 
Association (BMA) and the Royal College of General Practitioners (RCGP) 
that objection rates will be monitored for each general practice to ensure that 
patient objections are being implemented fairly. 
 
Objection rates can be reported as part of data quality measures when the 
linked general practice to secondary care data is made available for analysis 
and reporting purposes. 
 

vi. Benefit dependencies 

 
The frequency of the extracts will affect how quickly trends in the recording of 
objections can be identified. 
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The general practice must opt into the extract being released from their 
general practice to enable the timely production of the report. 
 

 


