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1 Introduction 

 

These notes are intended to assist readers to understand information governance 
(IG) assessments drawn up for the General Practice Extraction Service (GPES) 
customer requests and published at: http://www.hscic.gov.uk/article/1858/GPES-
Independent-Advisory-Group. 

The numbered notes that follow relate to numbered fields in the IG assessment 
template used to create GPES IG assessments for customer requests. They are 
structured by section (from section 2.1 to section 2.6), as they are in the IG 

assessment template. For each field, a brief explanation is provided inside a blue 

box. 

Terms used are defined in the glossary in the Anonymisation Standard for 
Publishing Health and Social Care Data1 or in the glossary of the Caldicott 
Information Governance Review Report2. The terminology will be revised once 
new terms are published in 20143.  

 

 

 

  

                                                 
1
 ISB 1523, available from: http://www.isb.nhs.uk/news-folder/anon  

2
 Available at: https://www.gov.uk/government/news/health-secretary-to-strengthen-patient-privacy-on-confidential-data-use  

3
 This review is due to be completed by the information governance sub-group of the Informatics Services Commissioning 

Group by 31 March 2014; see: chapter 13 of the Government Response to the Caldicott Review, published at: 
https://www.gov.uk/government/publications/caldicott-information-governance-review-department-of-health-response  

http://www.hscic.gov.uk/article/1858/GPES-Independent-Advisory-Group
http://www.hscic.gov.uk/article/1858/GPES-Independent-Advisory-Group
http://www.isb.nhs.uk/news-folder/anon
https://www.gov.uk/government/news/health-secretary-to-strengthen-patient-privacy-on-confidential-data-use
https://www.gov.uk/government/publications/caldicott-information-governance-review-department-of-health-response
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2 Information governance assessment  

2.1 Is the dataset to be provided identifying or non-identifying? 

1. The data items to be provided are specified in section X of the Customer 
Requirement Summary. The purposes for which they are to be used are 
identified in section Y. 

The data items and the purposes for which the data items are to be used are 
relevant to whether the data provided identify individuals. Rather than 
reproducing this information here, a cross-reference is given to the relevant 
sections of the Customer Requirement Summary associated with this 
information governance assessment.  

2. Does the dataset contain obvious identifiers such as name, address and/or 
NHS Number? 

This question is asked in order to establish whether the dataset being 
requested is clearly identifying. If it is clearly identifying, then the risk 
assessment in section 2.1.1 below is unnecessary. 

3. If yes, which items? 

The obvious identifiers in the dataset should be listed. Any item which on its 
own could identify a person, like name and NHS Number, is an obvious 
identifier. Quasi-identifiers, like postcode and date of birth, need not be listed 
here (instead, they should be taken into account in the risk assessment in 
2.1.1). 

If yes, the dataset is clearly identifying, so go to section 2.4. 

If the dataset contains obvious identifiers, the dataset is identifying, and so the 
risk assessment in 2.2.1 is not required. 

2.1.1 Risk Assessment: will the data provided be identifying? 

Where the data provided to the customer contains obvious identifiers like 
name and address, it will be “identifying”. However, there are many cases 
where it is not obvious whether data are identifying, and these require 
judgement based on a risk assessment. This section should contain that 
assessment. It is based on the risk assessment approach set out in the 
Anonymisation Standard for Publishing Health and Social Care Data4.  

4. Are they aggregated or individual-level data?   

Aggregated data are derived from records about more than one person, and 
are expressed in summary form, such as statistical tables. Individual-level 
data have not been aggregated, and relate to an individual person, and/or to 
events about that person. The data may or may not reveal the identity of a 
person, and thus may or may not be identifying data.  

                                                 
4
 ISB 1523, available from: http://www.isb.nhs.uk/news-folder/anon  

http://www.isb.nhs.uk/news-folder/anon
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A dataset may contain aggregated data, individual-level data, or a 
combination of both. Aggregated data are less likely to be identifying than 
individual-level data, but aggregated data may be identifying, and individual-
level data (e.g. one record per patient) may be non-identifying. Whether data 
are identifying depends on the degree of risk that a person may be identified 
from the dataset, taking into account the context in which the dataset is stored 
and used. 

5. What is the threat level associated with the data and their release (“normal” or 
“high”)? 

The threat level should be assessed as either “normal” or “high”. This 
assessment is part of the overall risk assessment.  

Motivation is the major determinant of the threat level associated with the data 
and its release. Where there are reasons to expect some people to be 
motivated to discover the identity of individuals whose data are held within a 
dataset, the threat level should be assessed as “high”. Otherwise, the threat 
level should be assessed as “normal”.  

Amongst those that might be motivated to re-identify individuals from datasets 
that are intended to be non-identifying, certain data are likely to be of much 
greater interest than others.  For example, information on termination of 
pregnancies in Leeds is much more likely to be a target for re-identification 
than information about hip operations in Leeds. Information published by a 
hospital that might reveal the reason that a celebrity was admitted to hospital 
might have commercial value, and thus be a more likely target than road 
safety statistics in Birmingham. Some people may be motivated by the status 
gained in penetrating certain targets that ought to be particularly secure, such 
as the medical records of high-security prisoners, or a national register of sex 
offenders. A man seeking his ex-wife and children may be particularly 
motivated to discover their address in a women’s refuge in Sheffield. Thus 
certain people are going to be motivated to try to re-identify individuals within 
a dataset if the nature of the data is of particular interest or value to them, or if 
successful re-identification offers a certain status.  In such cases, the threat 
level should be assessed as “high”. 

6. What is the risk of extra information being used to reveal identity (“normal” or 
“high”)? 

Given the nature of the information to be released, and the threat level, the 
risk of extra information being used to try to reveal identity should be 
assessed as either “normal” or “high”. 

Where a dataset does not in itself reveal the identity of someone, extra 
information may be used to try to re-identify a person or persons.  This risk is 
significantly higher when data are published than when data are released to, 
and access is controlled by, an organisation because far more people will be 
able to access the data. Therefore, the context in which data are stored and 
used is very important to assessing the risk that extra information will be used 
to determine identity.  
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Many techniques may be used by someone intent on discovering new 
information about one particular person, or any person, within the dataset to 
be released5. Numerous sources of information available now and in the 
future could conceivably be used, such as the electoral register, and social 
media sites. Thus it should be assumed that the means for re-identification 
may be there, whatever the specific nature of the dataset being released.  
Whether the data are identifying depends primarily on the intrinsic 
identifiability of the dataset, and on the threat level (discussed above).  

However, there may be specific circumstances when extra information could 
make re-identification particularly likely. Two such circumstances are: 

a) A skewed distribution of prevalence in population; or 

b) Special knowledge about individuals.  

These two factors are most easily explained through examples:  

a) A skewed distribution: sickle cell anaemia, for example, is not evenly 
distributed across the population. It is especially prevalent in people (or 
their descendants) from parts of tropical and sub-tropical regions where 
malaria is, or was, common. As a result, it is very roughly ten times more 
likely to occur in people from certain ethnic groups.  For example, 
publishing the fact that one person registered with Anytown General 
Practice has the disease could be very revealing in an area where 
residents almost exclusively self-classify their ethnic group as White 
British. 

b) Special knowledge: consider a scenario where a national newspaper has 
published an exposé of the private life of a famous actor, revealing where 
his children go to school, the care home of his elderly parent, where he 
shops, and many other personal details. With so much information in the 
public domain, information published about (say) the prevalence of 
disease in the actor’s area of residence would be particularly vulnerable to 
re-identification. 

As a rule of thumb, if data are to be published, and one of these two special 
factors (a or b) exists, then the risk of extra information being used to try to 
reveal identity should be assessed as “high”.  Similarly, the risk of extra 
information being used to try to reveal identity should be assessed as “high” if 
the threat level is assessed (in the previous step) as “high”. Otherwise the risk 
of extra information being used to try to reveal identity should be assessed as 
“normal”. 

  

                                                 
5
 For useful guidance on potential methods, see chapter 9 of “Security Engineering” by Ross Anderson, available at: 

http://www.cl.cam.ac.uk/~rja14/book.html  

http://www.cl.cam.ac.uk/~rja14/book.html
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7. Conclusion: is the dataset to be provided assessed as “identifying” or “non-
identifying”? 

If the threat is assessed above as “normal”, and the risk of additional 
information being used to reveal identity is also “normal”, then the dataset 
should be assessed as “non-identifying”. Otherwise, the data extraction 
should be assessed as “identifying”. 

8. Explain this risk assessment, referencing any relevant standards, guidance or 
advice 

In this step, the reasoning behind the judgements reached as part of the risk 
assessment should be explained. 

9. If non-identifying, could the data to be released be published? 

A dataset that is non-identifying when released into a controlled environment 
where access is restricted may be identifying when published (because of the 
increased risks of releasing data into the public domain). If the data extracted 
are being released into a controlled environment, then an assessment should 
be made here as to whether the dataset to be released is publishable, or 
whether it would have to be de-identified prior to publication. If publishable, 
the risk associated with the release of data into a controlled environment is 
negligible.  

10. In light of this risk assessment, what specific de-identification techniques, if 
any, will be deployed? 

The assessment may identify the need for processing to further de-identify the 
data prior to its release to the customer. If so, the techniques proposed should 
be identified here. 

2.2 The request for information 

11. Who will receive the data provided?    

This question asks for the name of the organisation(s) that will receive the 
information. Occasionally, this may be a different organisation from the 
customer making the information request. Where the data are personal data 
(i.e. they identify living individual(s)), the legal entity that receives the data is 
responsible for that data – they are the data controller – and so the name of 
the legal entity receiving the data should be recorded here. 

12. Under the Health and Social Care Act 2012, is this a direction, a mandatory 
request, or a request? 

An explanation should be given here of whether the GPES request fits into 
one of these three categories, and if so, what significance that has to the 
GPES extraction.  

The Health and Social Care Act 2012 sets out the lawful functions of the 
Health and Social Care Information Centre (HSCIC) - the legal body 
responsible for GPES and GPES data extractions. The Act empowers: 
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- some legal bodies to issue “directions” to the HSCIC to collect information 
(namely the Secretary of State for Health and the NHS Commissioning 
Board (now renamed NHS England)); 

- some legal bodies to make “mandatory requests” to collect information 
which HSCIC must comply other than in limited specified circumstances 
(namely Monitor, the National Institute for Health and Care Excellence, 
and the Care Quality Commission); and 

- other bodies like NHS foundation trusts and clinical commissioning groups 
to make “requests”, and the HSCIC has considerable discretion over 
whether to comply with such requests. 

A GPES customer request for information may fall into one of the above three 
categories, and if it does, this can provide a legal basis for certain GPES 
extractions that would not otherwise be lawful.  This is particularly relevant to 
directions from the Secretary of State and NHS England which require the 
HSCIC to collect confidential information from general practices, and general 
practices to supply that information. For a full explanation, see sections 254-
259 of the Health and Social Care Act 20126. 

13. If extracted, is the HSCIC obliged to publish the data under section 260 of the 
Act? 

Under the Health and Social Care Act 2012, the HSCIC must publish the 
information it collects as a result of a direction, a mandatory request, or a 
request (see above), other than in specified circumstances. The HSCIC is not 
required to publish information that would identify individual(s) (and indeed it 
will normally be unlawful for it to do so). For a full explanation, see section 260 
of the Health and Social Care Act 20127. 

14. Is the dataset requested appropriate, and not excessive? 

The extraction of data through GPES involves processing general practice 
records, which contain identifiable information about patients – “personal 
data” under the Data Protection Act 1998 – even if only anonymised data are 
ultimately extracted and released.  Under the Act, no more personal data than 
necessary for the purpose(s) of the extraction may be processed, and so the 
processing, storage and disclosure of personal data through GPES must not 
be excessive. An assessment is given here as to whether the data requested 
by the GPES customer are appropriate, and not excessive given the 
customer’s purposes.   

  

                                                 
6
 Available at: http://www.legislation.gov.uk/ukpga/2012/7/contents/enacted  

7
 Available at: http://www.legislation.gov.uk/ukpga/2012/7/contents/enacted  

http://www.legislation.gov.uk/ukpga/2012/7/contents/enacted
http://www.legislation.gov.uk/ukpga/2012/7/contents/enacted
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15. Is the data extraction for direct care or secondary purposes? 

The purposes for which the data are to be used can be classified as either 
“direct care” or “secondary purposes”.8  Data provided for a direct care 
purpose may be used for other purposes as well (as long as to do so would 
be lawful9). 

“Direct care” is a clinical, social or public health activity concerned with the 
prevention, investigation and treatment of illness and the alleviation of 
suffering of individuals. “Secondary purposes” is a commonly-used synonym 
of “indirect care” which means activities that contribute to the overall provision 
of services to a population as a whole or a group of patients with a particular 
condition, but which fall outside the scope of direct care. It covers health 
services management, preventative medicine, and medical research.  

This classification makes a difference to whether identifying data may be 
disclosed. For example, identifying data may be used for direct care 
purposes, but may not be used for secondary purposes without explicit patient 
consent or some other lawful basis. 

16. If Section 251 of the NHS Act 2006 is being used to justify the extraction of 
confidential data for secondary purposes, what is the status of the 
application? 

In exceptional circumstances, section 251 of the NHS Act 200610 may be 
used to justify the processing of confidential information about patients for 
secondary purposes. An application must be made for approval by the 
Secretary of State. The status of that application should be recorded here, as 
well as a justification / explanation for using section 251, and evidence of any 
approvals received. 

17. If for direct care purposes, what efforts (if any) are being made to ensure that 
consent can be inferred? 

National policy allows for confidential patient information to be disclosed for 
direct care purposes on the basis of implied patient consent. However, if 
GPES is used as the mechanism to disclose confidential patient information 
for direct care purposes, it may not be apparent to patients. In such 
circumstances, recipients of the confidential information may need to 
demonstrate that consent can legitimately be inferred. 

  

                                                 
8
 For a full description of the distinction between the two categories, see section 10 of the references document at: 

www.hscic.gov.uk/confguideorg  

9
 So, for example, if identifying data were provided for a screening programme, the data could be shared for use in 

epidemiology, but only where justified by the law (e.g. with the identifying data removed, or with explicit patient consent). 

10
 See: http://www.legislation.gov.uk/ukpga/2006/41/section/251  

http://www.hscic.gov.uk/confguideorg
http://www.legislation.gov.uk/ukpga/2006/41/section/251
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18. If for direct care purposes, who has a legitimate relationship with the patients 
concerned? 

A registered and regulated health care professional providing direct care and 
receiving personal confidential data about a patient has a legitimate 
relationship with that patient. Other staff can acquire a legitimate relationship, 
and thus legitimate access to confidential information about the patient, 
through a direct relationship with the patient or to the registered and regulated 
health care professional.11 

2.3 The processing of general practice data 

19. What is the legal justification for practices authorising the data extraction? 

The legal basis for any data extraction and disclosure by the general practice 
should be identified. Where non-identifying data are being extracted, no legal 
justification is required. Where identifying data are to be extracted, patient 
consent, the Health and Social Care Act 2012, or some other lawful basis for 
the disclosure to the HSCIC is required. 

20. If the data extraction is classified as identifying (see 2.1 above), to what extent 
will patient objections be respected? 

This should explain the extent to which patient objections will be respected. 
Patients may object to identifying information being disclosed from their 
general practice records for secondary purposes. They are entitled to have 
that objection recorded within their general practice records. Normally such 
objections will be respected. The right to object is explained more fully in the 
HSCIC’s Guide to Confidentiality in Health and Social Care12.   

21. Is the processing of general practice data appropriate, and not excessive? 

The extraction of data through GPES involves processing general practice 
records, which contain identifiable information about patients – “personal 
data” under the Data Protection Act 1998 – even if only anonymised data are 
ultimately extracted and released.  Under the Act, no more personal data than 
necessary may be processed, and so the processing, storage and disclosure 
of personal data through GPES must not be excessive. An assessment is 
given here as to whether the first part of that processing – that done to the 
general practice patient records – is appropriate and not excessive. It could 
be excessive because the breadth or scale of the data being processed is 
unnecessarily great, or because unnecessary or unnecessarily risky 
processing is being carried out on the personal data. 

  

                                                 
11

 For more information, see section 7 of the references document at: www.hscic.gov.uk/confguideorg  

12
 See pages 25-26 of the document, available at: www.hscic.gov.uk/confguideorg  

http://www.hscic.gov.uk/confguideorg
http://www.hscic.gov.uk/confguideorg
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22. What particular risks, if any, does the processing of practice data raise? 

Whilst the HSCIC has gone to considerable lengths to protect confidentiality 
and deploy secure systems, there are always some risks of privacy breach 
when personal data are processed. Any particular or unusual risks that can be 
foreseen in relation to this request for information should be identified here. 

2.4 The HSCIC processing of the extracted data 

23. Are the data processed by the HSCIC identifying, non-identifying, or non-
identifying only within the HSCIC’s secure environment (see section 2.1)? 

Data are extracted from the general practice records and then passed to the 
HSCIC. The data received by the HSCIC fall into one of three categories.  The 
data extracted may be identifying. The data may be non-identifying (even 
when published). Lastly, the data may only be non-identifying if processed 
securely, and not viewable by people within or outside the HSCIC.   

24. Will it be necessary for HSCIC staff to view identifying data during the 
processing? 

The security of the data, and whether the data are identifying, depends in part 
on whether the data has to be viewed by HSCIC staff. In normal 
circumstances, viewing is unnecessary, and all processing is done by 
software alone.  

25. If identifying data are to be disclosed to the data recipient(s), what legal 
justification does the HSCIC have for the disclosure? 

If identifying data collected using GPES are to be disclosed in identifying form, 
there must be a legal justification for that disclosure. The HSCIC must have a 
lawful basis for collecting identifying data from practices, and a lawful basis for 
disclosing identifying data. Sometimes identifying data may be collected on 
one basis (for example, section 259 of the Health and Social Care Act 2012) 
but disclosed on a different basis (e.g. section 251 of the Health and Social 
Care Act 2006).  

26. To what extent will patient objections be respected?   

This should explain the extent to which patient objections will be respected by 
the HSCIC when it discloses identifying data extracted as a result of this 
customer requirement. Patients may object to identifying information being 
disclosed from their general practice records for secondary purposes (see 
section 1.3 above). However, they may decide to allow disclosures from their 
general practice records but object to disclosures of identifying data by the 
HSCIC. Normally such objections will be respected. The right to object is 
explained more fully in the HSCIC’s Guide to Confidentiality in Health and 
Social Care13. 

                                                 
13

 See pages 25-26 of the document, available at: www.hscic.gov.uk/confguideorg  

http://www.hscic.gov.uk/confguideorg
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27. What particular risks, if any, does the planned processing by the HSCIC 
raise? 

Whilst the HSCIC has gone to considerable lengths to protect confidentiality 
and deploy secure systems, there are always some risks of privacy breach 
when personal data are processed. Any particular or unusual risks that can be 
foreseen in relation to the HSCIC’s processing of data extracted through 
GPES should be identified here. 

28. Is the HSCIC processing appropriate, and not excessive?  

Under the Data Protection Act 1998, no more personal data than necessary 
may be processed, and so the processing, storage and disclosure of personal 
data through GPES must not be excessive. An assessment is given here as 
to whether the second part of that processing – that done within the HSCIC - 
is appropriate and not excessive. It could be excessive because the breadth 
or scale of the data being processed is unnecessarily great, or because 
unnecessary or unnecessarily risky processing is being carried out on the 
personal data. 

2.5 The processing by data recipient(s) 

29. How do the data recipient(s) plan to process the data they receive? 

Once the HSCIC has completed its processing of the data extracted through 
GPES, the resulting dataset(s) will be sent securely to the data recipient(s). 
This should outline how the data recipients plan to store, process and disclose 
the data received. 

30. What was their last published IG Toolkit score(s), or similar assessment?  

The purpose of this question is to gain information about the adequacy of the 
information governance controls in place within the recipient organisation(s). 
The Department of Health advises that data that could identify patients are 
only released to bodies that are providing satisfactory assurance about their 
information governance using the Information Governance Toolkit14 or the 
Cabinet Office Information Assurance Maturity Model (IAMM)15. The HSCIC 
expects that non-governmental, non-NHS, bodies (which are not required to 
satisfy one of the above standards) should provide a statement to the HSCIC 
explaining how their organisation’s information governance arrangements 
compares to that required by the Information Governance Toolkit. Any such 
statement, or summary of that statement, should be included in this GPES 
information governance assessment. 

The Information Governance Toolkit is the preferred assessment tool for 
those provided with access to NHS patient data, and provides a means by 
which the effectiveness of the information governance arrangements in place 
in health and social care organisations may be assessed. Self-assessment 

                                                 
14

 Available at: https://www.igt.hscic.gov.uk/  

15
 Available at: http://www.cesg.gov.uk/policyguidance/IAMM/Pages/index.aspx  

https://www.igt.hscic.gov.uk/
http://www.cesg.gov.uk/policyguidance/IAMM/Pages/index.aspx
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was the norm until 2012, but larger organisations are now required to be 
audited independently. A scoring system is in place, and results are 
published16. A minimum score of 2 is required against each of the 
performance criteria to demonstrate satisfactory performance (though an 
improvement plan for dealing with shortfalls may be acceptable). 
Organisations are not required to publish the external auditor's report, but 
such reports could be requested by the HSCIC (e.g. where there may be 
concerns about an organisation’s information governance controls). Most 
organisations receiving data through GPES will be required to be assessed 
under the Information Governance Toolkit annually.  

The Department of Health follows the Cabinet Office IAMM rather than the 
Information Governance Toolkit so performance details are not readily 
accessible. When a request for information that could identify patients is 
received from the Department of Health, specific assurance will be required to 
demonstrate that they have adequate information governance controls in 
place. 

31. Do the data recipient(s) plan to carry out data linkage, and if so, do they have 
accredited safe haven status?  

Sometimes information about patients extracted by GPES may be linked to 
information about those patients that has been collected from a different 
source (such as hospitals). Such processing must be conducted in a secure 
environment, and it is proposed that accreditation criteria will be identified for 
“safe havens”, and organisations seeking to carry out data linkage must first 
become accredited as a safe haven17. However, at the time of writing, 
accreditation criteria have not been specified. 

32. If identifying data are to be disclosed by data recipient(s), what is the legal 
justification? 

When the HSCIC discloses identifying data extracted through GPES, the data 
sharing agreement normally stipulates that the data recipient must not 
disclose the data in identifiable form. However, if exceptionally such 
disclosure was to be allowed in a particular case (e.g. where the data 
extracted were to be used for the direct care of patients), the legal justification 
for the disclosure by the data recipients should be specified here. 

33. What particular risks, if any, does the planned processing by the data 
recipient(s) raise? 

Any particular or unusual risks that can be foreseen in relation to the data 
recipient’s processing of data extracted through GPES should be identified 
here. 

  

                                                 
16

 Available at: https://www.igt.hscic.gov.uk/ReportsOrganisationChooser.aspx?tk=415534142760972&lnv=3&cb=d3b0f6ec-
da7b-48c8-9670-c2595fbadece&reptypeid=1  

17
 For more information, see section 13 of the references document at: www.hscic.gov.uk/confguideorg  

https://www.igt.hscic.gov.uk/ReportsOrganisationChooser.aspx?tk=415534142760972&lnv=3&cb=d3b0f6ec-da7b-48c8-9670-c2595fbadece&reptypeid=1
https://www.igt.hscic.gov.uk/ReportsOrganisationChooser.aspx?tk=415534142760972&lnv=3&cb=d3b0f6ec-da7b-48c8-9670-c2595fbadece&reptypeid=1
http://www.hscic.gov.uk/confguideorg
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34. If identifying data, is the planned processing appropriate, and not excessive? 

Under the Data Protection Act 1998, no more personal data than necessary 
for the purpose(s) of the extraction may be processed, and so the processing, 
storage and disclosure of personal data through GPES and by the data 
recipient must not be excessive. An assessment is given here as to whether 
the final part of that processing – that done by the data recipient – is 
appropriate and not excessive. 

2.6 Compliance with GPES IG Principles and HSCIC Code of Practice 

35. Does the request comply with the GPES Information Governance Principles?  

Every GPES extraction should comply with the GPES Information 
Governance Principles18. An explicit confirmation of compliance is required 
here. 

36. Does the request comply with the HSCIC’s Confidentiality Code of Practice? 

Under the Health and Social Care Act 2012, the HSCIC is tasked with 
developing and publishing a Code of Practice to govern how confidential 
information is processed (including any such processing by GPES). At the 
time of writing, this has not been published. 

                                                 
18

 Available at: http://www.hscic.gov.uk/gpes  

http://www.hscic.gov.uk/gpes

