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1. Executive summary 

 
This document is an updated addendum to the care.data customer requirement summary 
recommended to proceed by the GPES Independent Advisory Group (IAG) on 27 March 
2013. 
 
This updated addendum proposes that data from the linked general practice and HES data 
that will be held by the HSCIC should be able to be released by the HSCIC not just for 
commissioning purposes, but also for two additional classes of purposes: research, and 
health intelligence (including public health and healthcare regulatory purposes).  
 
The release of data that identify a person is out of scope. The proposal is that only the 
release of data that are publishable, or anonymised in the environment into which they are 
to be released, is within scope.  
 
NHS England and the HSCIC have worked closely with potential future users of the data to 
develop the strategic business case for the release of data for these two additional classes 
of purpose.  The Benefits Plan accompanying this document details the planned benefits.  A 
number of stakeholders from the research community have produced further information 
about the benefits they can deliver through access to these data, and the government 
considers that there are economic benefits to the development of a commissioning system 
which promotes and supports participation in research. 
 
An addendum to the 27 March 2013 customer requirement summary was submitted to the 
GPES IAG in September 2013.  It received a recommendation of further consideration or 
significant changes, accompanied by five suggestions.  Appendix B of this document maps 
the GPES IAG’s five suggestions from September 2013 against the detail in sections 2 to 6 
of this document, showing how the five suggestions have been addressed by NHS England 
and the HSCIC. 
 
Other developments that have taken place since include: 
 

 Publicity materials including social media, a short video animation, information 
cascaded via patient groups and charities, and a leaflet sent to households. 

 The decision in February 2014, by NHS England, to delay the start of data extractions 
to ensure stronger safeguards around the uses of the data, clarity about the rights 
people have to opt out, and that appropriate, accessible information was available for 
professionals and the public.   

 Subsequent engagement with almost 3,000 people across over 150 local and 
regional meetings and events, and continued active engagement with other key 
stakeholders including Healthwatch England, the British Medical Association, the 
Royal College of General Practitioners, charities and the research community. 

 The creation of the care.data Advisory Group, chaired by Ciarán Devane (Chief 
Executive of Macmillan Cancer Support) in March 2014. More information about the 
care.data Advisory Group can be found at http://www.england.nhs.uk/ourwork/tsd/ad-
grp/.  

 The decision, announced in May 2014, to adopt a phased approach to 
implementation with the introduction of a ‘Pathfinder stage’ to enable the care.data 
programme and general practices to evaluate, test and refine materials and 
processes (including communications processes) ahead of any wider roll-out. The 
care.data programme team will work with pathfinders throughout the autumn. No data 

http://www.england.nhs.uk/ourwork/tsd/ad-grp/
http://www.england.nhs.uk/ourwork/tsd/ad-grp/
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will be extracted until a decision is taken by the care.data programme board, based 
on advice from a number of stakeholders.    

 Clarification that access to data during the pathfinder stage will only be given via a 
secure data facility on site at the HSCIC’s offices in Leeds. 

 The HSCIC has found itself subject to heightened scrutiny about data releases, and 
has put in place a number of new measures including a quarterly register of data 
disclosures, an action plan in response to Sir Nick Partridge’s review of historical data 
disclosures by the NHS Information Centre, a review of all current data sharing 
agreements, increased scrutiny of requests for data, a strengthened data release 
framework through a new Data Access Request Service, and further commitments 
about external independent involvement in decisions about data disclosures. 

 The Secretary of State for Health introduced a package of measures to increase 
confidence in the care.data programme in 2014. This package of measures included 
the introduction of new legislation to expressly prevent HSCIC from generally 
disseminating information where there is not a clear health care or adult social 
care purpose or purpose for the promotion of health i.e. not for purposes that would 
undermine people’s privacy or for commercial insurance or other commercial 
purposes.   These amendments will be supported by two sets of regulations to be 
laid before parliament in the autumn.  The full package of measures is described in 
Section 5.4. 

 
The decision to return to present this updated addendum to the GPES IAG at this point has 
been discussed with and is supported by the care.data Advisory Group and the care.data 
Programme Board.  It reflects what has been heard during engagement with a wide range of 
stakeholders since February 2014, in terms of supporting research and being clear and up-
front in our communications with regards the purposes to which the data will be put before 
fair processing commences in pathfinder areas, even though data will not be accessible 
outside of the secure data facility until the pathfinder stage has concluded. 
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2. Background to this addendum 

 
NHS England announced its plans for the collection of a data from general practices in late 
2012. 
 
February 2013 consideration by GPES IAG 
 
On 14 February 2013 the GPES IAG considered a customer requirement for care.data, 
recommending that it should proceed subject to changes.1 
 
March 2013 consideration by GPES IAG 
 
The GPES IAG considered an updated version 2.1 customer requirement on 27 March 
2013, in which the proposed purpose of data release by the HSCIC was limited to 
commissioning.  The GPES IAG recommended this customer requirement should proceed 
to extraction. 
 
September 2013 consideration by GPES IAG 
 
An addendum to NHS England’s existing GPES customer requirement was produced in 
summer 2013. The addendum proposed that applications could be considered by the 
HSCIC for purposes beyond commissioning.  It was considered by the GPES IAG at its 
meeting on 12 September 2013, and received a recommendation of further consideration or 
significant changes.  This recommendation was supported by five suggestions: 
 

1. “Applications to the HSCIC for disclosure of data from the Care Episode Service2 
should be subject to appropriate governance controls, including independent 
external scrutiny that would consider whether data disclosure would be in the public 
interest. 

 
2. Details should be published about those governance controls and about the data 

disclosure decisions made. 
 
3. Additional information should be provided about which types of organisations would 

be eligible to receive data. 
 
4. The information materials produced should sufficiently describe the intended wider 

audience for Care Episode Service data. They should be updated to make patients 
and the public aware that data could be shared with other organisations outside the 
NHS. 

                                            
1
 HSCIC, 2014. GPES customer requirement page for care.data [online] Available at <http://www.hscic.gov.uk/gpes/caredata> [Accessed 

21 July 2014]. 

2
 The “Care Episode Service” (and “Care Episode Statistics”) are terms previously used to refer to the linked data set created under the 

care.data programme, including in the documents submitted to the GPES Independent Advisory Group at its September 2013 meeting. 

http://www.hscic.gov.uk/gpes/caredata
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5. The two Privacy Impact Assessments referred to in the Information Governance 

Assessment should be completed and published, as should the updated template 
data sharing agreement for use between the HSCIC and data recipients.”3 

 

 
 

3. The scope of this addendum 

3.1 The scope of this addendum 

 
This addendum proposes that the HSCIC should be able to release data from the linked 
general practice and Hospital Episode Statistics (HES) data created under the care.data 
programme for purposes beyond commissioning. 
 
These additions would be within the legal framework of the Care Act 2014 and forthcoming 
regulations, and within the HSCIC’s standard processes. 
 
These additional purposes have been categorised into the following two classes: 
 
1. Research - helping researchers better understand disease and develop treatments that 

can save lives. 
 
and 
 

2. Health Intelligence - bringing data to life so that Clinical Commissioning Groups (CCGs), 
providers and patients can use information to improve care (including public health and 
regulatory purposes). 
 

This addendum specifies the classes of purposes under which organisations can seek 
access to the linked general practice and HES data from the HSCIC.  Upon application to 
the HSCIC, organisations requesting data will be asked to provide details of how their 
application fits within the permitted classes. 
 
This addendum does not specify which organisations might seek the release of data from 
the linked general practice and HES data.  Subject to their requests fitting within these 
classes of purpose, organisations who might seek data for commissioning, research or 
health intelligence purposes might include: 
 

 NHS organisations, including commissioners, providers, commissioning support 
units, regulators, and public health; 

 universities; 

 data analytics companies; and 

 think tanks. 
 
The release of data for solely commercial purposes is out of scope. 
 

                                            
3
 HSCIC, 2014. GPES customer requirement page for care.data [online] Available at <http://www.hscic.gov.uk/gpes/caredata> [Accessed 

21 July 2014]. 

http://www.hscic.gov.uk/gpes/caredata
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The release of data that identify a person is out of scope. The proposal is that only the 
release of data that are publishable, or anonymised in the environment into which they are 
to be released, is within scope. 
 
The release of confidential information on the basis of patient consent or section 251 of the 
NHS Act 2006 remains out of scope in this updated addendum.4  
 
This addendum does not propose any changes to the technical characteristics of data 
extraction from general practices for care.data. 
 
The specification, timing, and other technical characteristics of general data extraction from 
general practices remain as described in the customer requirement summary considered by 
the GPES IAG on 27 March 2013. 
 
 

3.2 Examples of how data might be used under this addendum 

 
Examples of specific purposes for which data might be disclosed by the HSCIC under this 
addendum include the following: 

 

 Research into patient pathways that include general practice care and hospital care, 
and the outcomes associated with those patient pathways. 

 Research to monitor the safety of drug treatments. 

 Research to find out about risk factors associated with disease. 

 Research to help to improve treatments and to ensure that services are appropriately 
tailored and targeted. 

 Research to support the development of new drugs by pharmaceutical companies. 

 Increasing the range of possible intelligence and benchmarking opportunities, and 
through them the production of data visualisation tools. 

 Monitoring and comparison of the quality of care across the country, in order to 
detect and stop substandard care, and to detect and promote excellent care. 

 Third party organisations providing services to the NHS through the provision of data 
visualisation tools, metrics and analysis. 

 Third party organisations taking proactive action to develop tools and analysis, which 
they then make available for the benefit of health and care (in keeping with the Care 
Act 2014 and other relevant legislation), potentially on commercial terms. 

 Data for public health purposes (such as for Public Health England). 

 Data for healthcare regulatory purposes, such as the monitoring of the safety and 
performance of healthcare providers by regulatory bodies such as the Care Quality 
Commission. 

 Risk adjustment to support meaningful conclusions with regard to patient 

                                            
4 Disclosure of data by the HSCIC could be required by law (e.g. in response to a court order). 
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characteristics. 

 Data for clinical audits. 

 The development and improvement of predictive models and Impactibility models. 

 
Further information about the benefits associated with these two additional purposes, and 
the examples of how data might be used, is provided in the Benefits Plan that accompanies 
this updated addendum document. 
 

 
 
4. Strategic business case 

 
The care.data Programme has worked with potential future users of the data to identify a 
number of additional benefits of data disclosure for the two additional classes of purposes 
listed above. 
 
Details of the planned benefits of releasing data for the wider purposes described in this 
addendum document are documented in full in the accompanying Benefits Plan, which lists 
the following planned categories of benefits, and provides examples of potential uses of 
data within these categories: 
 

 Medical research. 

 Service improvement and planning. 

 Benchmarking and data visualisation. 

 Development and improvement of predictive models and impactibility models. 

 Analysis of treatment pathways. 

 Quality assurance. 

 Assessing how treatment decisions affect outcomes. 
 
The Wellcome Trust published further contextual information in early 2014, entitled “Sharing 
your patient record can help researchers save and improve lives”, through which “more than 
40 medical research charities and organisations have joined together to tell you more about 
how your information can be used for medical research”.5 
 
Tangible examples of the benefits that could be realised through wider disclosure of data 
from care.data were given as part of the oral evidence provided to the Health Select 
Committee hearing on 26 February 2014 by Professor Peter Weissberg (Medical Director of 
the British Heart Foundation) and Sharmila Nebhrajani (Chief Executive, Association of 
Medical Research Charities).6  Details of examples given by Professor Peter Weissberg are 
set out in the benefits plan that accompanies this addendum document. 
 

                                            
 

5
 Wellcome Trust, 2014. Sharing your patient record can help researchers save and improve lives [online] Available at 

<http://www.wellcome.ac.uk/About-us/Policy/Spotlight-issues/Personal-information/Patient-records>. [Accessed 21 July 2014]. 

6
 House of Commons, Health Select Committee, 2014. Oral evidence: Care.data database, HC 1105, Tuesday 25 February 2014 [online] 

Available at <http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/health-committee/handling-of-nhs-
patient-data/oral/6788.html>. [Accessed 21 July 2014]. 

http://www.wellcome.ac.uk/About-us/Policy/Spotlight-issues/Personal-information/Patient-records
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/health-committee/handling-of-nhs-patient-data/oral/6788.html
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/health-committee/handling-of-nhs-patient-data/oral/6788.html
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In addition, the government envisages that economic benefits will be delivered from 
research.  In the Department of Health’s most recent annual assessment of NHS England, 
the Secretary of State for Health set out that: 
 
“Development of a commissioning system which promotes and supports participation in 
research will bring benefits not only for patients, but also for the country, by driving and 
encouraging investment from our life sciences industry. (Mandate Chapter Seven: Broader 
Role of the NHS in Society).”7 
 

 
 

5. Progress and developments since September 2013 

 
This section outlines progress and developments since September 2013 for the care.data 
general practice extraction, introduction of the phased rollout plan (and in particular the 
planned ‘pathfinder’ stage, and HSCIC data governance. 
 

5.1 Development of the care.data general practice extraction since September 2013 

 
Since September 2013, NHS England and the HSCIC have continued to work together to 
develop the general practice data extraction for care.data.  During this time the HSCIC has 
also received a high level of scrutiny about its management of requests for data.  The 
HSCIC has made a number of changes to its governance and its processes, and has made 
a number of commitments about further changes to come in future. 
 
This section outlines relevant developments and commitments for care.data and for the 
work of the HSCIC more widely. 
 
Communications, publicity and debate about care.data 
 
NHS England issued leaflets about care.data - ‘Better information means better care’ - and 
posters to every general practice in England in August 2013 and published information on 
the NHS Choices and NHS England websites; disseminated information via social media; a 
short video animation; information cascaded via a network of patient groups and charities, 
and sent a leaflet to every household in England in January 2014.The leaflet was also made 
available in Braille, British Sign Language, easy read and large print formats online or by 
calling the dedicated patient information line. 
 
The announcement of a care.data “extension” 
 
In February 2014 NHS England announced an “extension” to the roll out of the care.data 
programme until autumn 2014, in order to “raise awareness, listen and act on the views of 
patients and key stakeholders, and to discuss both the benefits and risks involved.”8  At the 
time of announcing the extension in the roll out of the care.data programme, NHS England’s 

                                            
7
 Department of Health, 2014. Annual Assessment of the NHS Commissioning Board (known as NHS England) 2013-14 [pdf] Available at 

<https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/334364/Annual_Assessment_of_NHSE.PDF>. [Accessed 
30 July 2014].   

8
 NHS England, 2014. The care.data programme – better information means better care [online] Available at 

<http://www.england.nhs.uk/ourwork/tsd/care-data> [Accessed 22 July 2014].  

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/334364/Annual_Assessment_of_NHSE.PDF
http://www.england.nhs.uk/ourwork/tsd/care-data/
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Director of Patients and Information stated in February 2014 that: 
 
“In recent weeks, we have heard from patients, many GPs, their professional organisations 
and, groups like Healthwatch. They have told us very clearly that patients need more time to 
learn about information sharing, the benefits and their right to object.”9 
 
This extension was initially proposed to last six months, during which time the care.data 
Programme team (which includes staff from both NHS England and the HSCIC) has been 
working closely with stakeholders to better understand their concerns.  NHS England’s 
Director of Patients and Information subsequently stated in a blog post on the NHS England 
website in May 2014 that: 
 
“We do not subscribe to artificial deadlines here – we will roll it out nationally only when we 
are sure the process is right.”10 
 
Communications and stakeholder engagement during the extension period 
 
As a result of the care.data extension, all existing care.data resources online and in print are 
being reviewed. 
 
As of early August 2014, NHS England and the HSCIC had taken part in “over 150 local and 
regional events where the care.data programme has been discussed”.  These have 
included meetings with the British Medical Association, Academy of Medical Royal 
Colleges, Royal College of GPs, Royal College of Nursing, the National Institute for Health 
and Care Excellence Patient Liaison Group, members of the public, GPs, practice staff, 
patient representatives and councillors.  These include local events hosted by organisations 
such as Clinical Commissioning Groups (CCGs), local Healthwatch organisations and public 
and patient groups...”  NHS England’s Open House event on 17 June 2014 involved 
“[p]atients, the public and colleagues from the voluntary and community sector”.  Other 
national events included “a workshop hosted by Mencap on communicating with vulnerable 
and excluded groups, the Healthwatch conference and National Practice Managers’ 
educational event.”11  Over 3,000 people have attended these events and provided 
feedback. 
 
A care.data advisory group was established in March 2014.  The group is chaired by Ciarán 
Devane (Chief Executive of Macmillan Cancer Support and a non-executive director of NHS 
England), and includes members from a number of stakeholder organisations including the 
British Medical Association, Healthwatch, medConfidential, the Royal College of General 
Practitioners.  The care.data advisory group meets roughly every four weeks, and has met 
six times since April 2014.  The notes of its meetings are published on NHS England’s 

                                            
9
 NHS England, 2014. NHS England acts in response to concerns about information sharing – statement from Tim Kelsey, National 

Director for Patients and Information [online] Available at <http://www.england.nhs.uk/2014/02/19/response-info-share/>. [Accessed 19 
February 2014]. 

10
 NHS England, 2014. Together we can get care.data absolutely right – Tim Kelsey [online] Available at 

<http://www.england.nhs.uk/2014/05/02/tim-kelsey-8/>. [Accessed 7 May 2014]. 

11
 NHS England, 2014. Care.data – events [online] Available at <http://www.england.nhs.uk/ourwork/tsd/care-data/cd-events>. [Accessed 

19 August 2014].  

http://www.england.nhs.uk/2014/02/19/response-info-share/
http://www.england.nhs.uk/2014/05/02/tim-kelsey-8/
http://www.england.nhs.uk/ourwork/tsd/care-data/cd-events/
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website at http://www.england.nhs.uk/ourwork/tsd/ad-grp/, where its full membership and 
terms of reference can also be found.12 
 
On 26 July 2014 the care.data advisory group held an open meeting to “consider what the 
issues of interest to stakeholders are and what the potential solutions might be to address 
the concerns and issues of staff, patients and members of the public”, which will be used to 
“to inform and design a series of conversations through the autumn to inform the 
programme as it develops”.13  A further meeting is scheduled for 6 September 2014. 

 
Ipsos MORI have been commissioned to carry out research activity in support of the 
care.data programme, and held deliberative events with the public and with GPs and GP 
practices in July 2014. 
 
NHS England’s Privacy Impact Assessment for care.data 
 
The privacy impact assessment for the care.data programme is available on the web page 
for “A modern data service for the NHS” on the NHS England website at 
http://www.england.nhs.uk/ourwork/tsd/care-data/better-care. 
 
The direct link to the PDF version of the document is: 
 
http://www.england.nhs.uk/wp-content/uploads/2014/01/pia-care-data.pdf 
 
NHS England is currently updating the privacy impact assessment for the care.data 
programme to ensure that it provides further information about engagement with the public 
and references changes in the Care Act 2014 and the associated regulations. 
 

5.2 The phased roll out plan – ‘pathfinders’ 

 
As part of the extension to the care.data programme, a phased roll out has been 
announced. 
 
The first stage of the roll out will be close work with between 100 and 500 “pathfinder” 
practices to “test, evaluate and refine all aspects of the data collection process ahead of 
national roll-out.”14 
 
This will include work between the care.data programme team and pathfinder participants to 
pursue the following objectives: 
  

1. Test and refine resource packages so that GP practices understand how they can 
meet their fair processing requirements and have materials which support them in 
doing so. This will include materials which support GP practice staff in: 

a. understanding care.data e.g. the benefits/risks; the available choices for 

                                            
12

 NHS England, 2014. care.data Advisory Group [online] Available at <http://www.england.nhs.uk/ourwork/tsd/ad-grp>. [Accessed 21 
August 2014].  

13
 NHS England, 2014. Care.data – events [online] Available at <http://www.england.nhs.uk/ourwork/tsd/care-data/cd-events>. [Accessed 

28 July 2014]. 

14
 HSCIC, 2014. Care.data [online] Available at <http://www.hscic.gov.uk/article/3525/Caredata>. [Accessed 21 August 2014]. 

http://www.england.nhs.uk/ourwork/tsd/ad-grp/
http://www.england.nhs.uk/ourwork/tsd/care-data/better-care/
http://www.england.nhs.uk/wp-content/uploads/2014/01/pia-care-data.pdf
http://www.england.nhs.uk/ourwork/tsd/ad-grp
http://www.england.nhs.uk/ourwork/tsd/care-data/cd-events/
http://www.hscic.gov.uk/article/3525/Caredata
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patients, what these choices mean; the difference between care.data and 
other data sharing etc.  

b. awareness raising e.g. materials within the practice; template text for 
websites/repeat prescriptions etc. 

c. administering the opt out process for example opt out forms 
d. responding to patients who have questions/concerns e.g. by providing or 

signposting patients to further information   
e. understanding how the extraction process works. 

 
2. Assess existing national materials and identify changes that may need to be made to 

these e.g. existing FAQs, fair processing information materials that NHS England and 
HSCIC have available.  

 
3. Test out and trial different approaches to communicating with patients and the public, 

including evaluation in terms of their costs and effectiveness.  This will include 
materials which enable patients and the public to understand: 

a. how data will be used; 
b. their choices; 
c. objections and how they can opt out; 
d. what happens if they have already opted out; and, 
e. their rights to change their mind at any time. 

 
4. Assess the impact on resources and services looking in particular at GP practices 

and Clinical Commissioning Groups while considering the effect on other parts of the 
overall service, this will specifically look at: 

a. any additional burden on GPs and practice staff; 
b. any additional burden on Clinical Commissioning Groups; 
c. options as to how potential burden could be negated or eased e.g. through 

Local Enhanced Service contracts or Directed Enhanced Services; and, 
d. other factors such as through use of the data to reduce resource needs in 

other areas.  
 
5. Provide and test enhanced guidance and resources specifically in relation to opt out 

processes. 
 
6. Assess the level of patient awareness across a broad and diverse demographic 

group in discharging their rights and choices for data sharing. 
 
7. Consider how local and regional structures/organisations can support awareness 

raising e.g. local Healthwatch / Local Medical Committees (LMCs). 
 
8. Explore how whole communities e.g. through Third Sector organisations such as 

charities and volunteer groups can be consulted and involved at the regional level to 
support awareness raising. 

 
9. Establish if there are other potential routes to get information across to patients and 

the public. 
 
10. Provide assurance of the technical aspects of the data extracts through the General 

Practice Extraction Service, demonstrating that the GP system suppliers have 
interpreted and implemented the extraction specification correctly. 
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11. Provide assurance regards process and controls in place to regulate and restrict the 

onward dissemination of the data that is extracted 
 
12. Act as a key decision point to determine whether the care.data programme can 

proceed to the next stage in rollout to a wider selection of practices. 
 
13. Identify how data collected from practices can be best utilised to feed back 

information and analysis that will support the pathfinder practices and CCGs, e.g. 
providing analysis such as comparator data and data quality analysis. 
 

These objectives are set out in the Pathfinder Proposals that have been reviewed by the 
care.data Advisory Group and approved by the care.data Programme Board. 
  
The joint work on delivering fair processing will consider how to ensure effective 
communications in the areas where the pathfinders are taking place.  Engagement and 
communications activities will be developed and tested with patients, public and practices 
along with key stakeholder groups to make sure they are understandable, comprehensive 
and address the concerns being raised. 
 
In tandem the HSCIC will publish new Fair Processing web pages on its corporate web site.  
The scope of the Fair Processing web pages is to have information available and accessible 
to the public that explains what information the HSCIC collects, why it is collected and what 
the HSCIC does with it.  The website will provide public access to the organisation and will 
be developed as a series of web pages that are specifically written to meet this need, 
bringing together information in a clear, accessible way so that the public has clarity and 
can exercise the relevant choices available to them in relation to objections. 
 
The intention is to make this complex landscape and the HSCIC’s activity in this space more 
transparent and accessible to the public. The scope of this activity is to cover the uses of 
information for purposes beyond direct care in relation to all data that HSCIC collects and 
processes. The content has been developed in discussion with patient groups and with 
IIGOP and the Information Commissioner’s Office.  
 
In this way, the care.data programme will ensure that “the best ways of supporting GPs to 
ensure patients are informed of the purposes of this data sharing, its safeguards and how 
they can object/”opt out”, can be refined and tested with complete transparency”.15 
 
Data extraction from the pathfinder practices will begin no sooner than autumn 2014, and 
will not begin until a number of conditions have been satisfied and a decision to proceed is 
taken by the care.data programme board.  These conditions include formal agreement 
between NHS England and the HSCIC to set out respective roles as Joint Data Controllers 
for the data to be extracted, and the publication of the HSCIC code of practice on 
confidential information. 
 
In making its decision to proceed to data extraction from pathfinder practices, the care.data 
programme board will take into account advice received from the pathfinders themselves, 

                                            
15

 NHS England, 2014. The care.data programme – better information means better care [online] Available at 
<http://www.england.nhs.uk/ourwork/tsd/care-data> [Accessed 21 August 2014].  

http://www.england.nhs.uk/ourwork/tsd/care-data
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the outputs of the research carried out by Ipsos MORI, advice from Dame Fiona Caldicott’s 
Independent Information Governance Oversight Panel (IIGOP) and the views of the 
care.data Advisory Group.16 
 
Communications during the pathfinder stage 
 
During the pathfinder stage, a package of resource materials and tools for the public, GPs 
and their staff will be co-produced with pathfinder practices and wider stakeholders. This will 
include straightforward descriptions and mechanisms for supporting the objections process 
for professionals and the public. They will be properly evaluated and refined with the 
involvement of GPs, their practice staff and patients.  
 
Data disclosure by the HSCIC during the pathfinder stage 
 
Section 6 (Specific controls during the pathfinder stage) outlines the specific controls that 
NHS England and the HSCIC have put in place to govern the management of the linked 
general practice and HES data during the pathfinder stage. 
 
Work with pathfinder practices on the future design and roll out of care.data 
 
This work with pathfinder practices, and with customers, will inform the future roll out of 
care.data.   
 
Following the pathfinder data extraction implementation, there will be an independent 
evaluation of the success of this pathfinder stage to inform Programme Board decisions as 
regards any further rollout stages. This evaluation will be provided by the IIGOP.  
 
Specific governance controls for research applications 
 
In line with the standard HSCIC processes, all applications received that relate to the use of 
data for research purposes are required to include evidence that relevant ethics committees 
have been consulted along with details of the project study/protocol. 
 

5.3 Developments in HSCIC data governance since September 2013 

 
HSCIC Privacy Impact Assessment  
 
The privacy impact assessment covering the functions of the HSCIC was published in 
September 2013, and is available on the “Looking after your health and care information” 
page of HSCIC website at http://www.hscic.gov.uk/patientconf. 
 
The direct link to the PDF version of the document is: 
 
http://www.hscic.gov.uk/media/12931/Privacy-Impact-
Assessment/pdf/privacy_impact_assessment_2013.pdf17 

                                            
16

 Ciarán Devane, 2014. Notes from the care.data advisory group meeting on 25th June [PDF] Available at <http://www.england.nhs.uk/wp-
content/uploads/2014/07/ad-grp-notes-250614.pdf>. [Accessed 19 August 2014]. 

17
 HSCIC, 2013. Privacy Impact Assessment; Functions of the Health and Social Care Information Centre” [pdf] Available at 

<http://www.hscic.gov.uk/media/12931/Privacy-Impact-Assessment/pdf/privacy_impact_assessment_2013.pdf>. [Accessed 28 January 
2014]. 

http://www.hscic.gov.uk/patientconf
http://www.hscic.gov.uk/media/12931/Privacy-Impact-Assessment/pdf/privacy_impact_assessment_2013.pdf
http://www.hscic.gov.uk/media/12931/Privacy-Impact-Assessment/pdf/privacy_impact_assessment_2013.pdf
http://www.england.nhs.uk/wp-content/uploads/2014/07/ad-grp-notes-250614.pdf
http://www.england.nhs.uk/wp-content/uploads/2014/07/ad-grp-notes-250614.pdf
http://www.hscic.gov.uk/media/12931/Privacy-Impact-Assessment/pdf/privacy_impact_assessment_2013.pdf
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The HSCIC’s Privacy Impact Assessment states that: 
 
"The Health and Social Care Information Centre has a range of controls to safeguard the 
information it uses and to mitigate risks. It is committed to meeting or exceeding all 
information governance standards, providing greater assurance than most organisations are 
able to provide. But there is also a positive impact on privacy resulting from the Health and 
Social Care Information Centre de-identifying data which can then be used more widely. 
Making anonymised or de-identified data available to researchers, public health specialists, 
clinical auditors and others eliminates their risk of inappropriate use of identifiable data."18 
 
The document also commits that: 
 
"When disclosing anonymised data, restrict the data disclosed according to the context in 
which the data will be used: 

… 
o when disclosing patient-level data to a trusted organisation: 

 confirm the data are anonymised by carrying out a risk assessment 

 maintain a written agreement with the recipient organisation that stipulates 
the permitted access to, and uses of, the data;"19 

 
Heightened scrutiny of the HSCIC and its predecessor bodies, including the NHS 
Information Centre 
 
The heightened scrutiny of care.data in early 2014 was not restricted in scope to just 
care.data.  The HSCIC’s work with data was placed under greater scrutiny (for example, by 
the Health Select Committee), as was the work of the NHS Information Centre, one of the 
HSCIC’s predecessor organisations.  
 
At this time of heightened scrutiny, a number of commitments have been made by the 
HSCIC, including: 
 

 a quarterly register of data disclosures; 

 Sir Nick Partridge’s review, recommendations and associated action plan; 

 the creation of HSCIC “Data Access Request Service (DARS);  

 future external / independent involvement in decisions about HSCIC data 
disclosures; and 

 the HSCIC’s patient objections management work. 
 
Quarterly register of data disclosures 
 
The HSCIC publishes a quarterly register of all data disclosures made under data sharing 
agreements.  This was set out in January 2014 as “a quarterly report of organisations that 

                                            
18

 HSCIC, 2013. Privacy Impact Assessment; Functions of the Health and Social Care Information Centre” [pdf] Available at 
<http://www.hscic.gov.uk/media/12931/Privacy-Impact-Assessment/pdf/privacy_impact_assessment_2013.pdf>. [Accessed 28 January 
2014]. 

19
 HSCIC, 2013. Privacy Impact Assessment; Functions of the Health and Social Care Information Centre” [pdf] Available at 

<http://www.hscic.gov.uk/media/12931/Privacy-Impact-Assessment/pdf/privacy_impact_assessment_2013.pdf>. [Accessed 28 January 
2014]. 

http://www.hscic.gov.uk/media/12931/Privacy-Impact-Assessment/pdf/privacy_impact_assessment_2013.pdf
http://www.hscic.gov.uk/media/12931/Privacy-Impact-Assessment/pdf/privacy_impact_assessment_2013.pdf
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had requested or had contracts with the HSCIC for the provision of data. This would include 
the reason for the request, and the legal basis on which the data had been supplied.”20  The 
first two quarterly registers were published in April and July 2014, and are available on the 
HSCIC website at http://www.hscic.gov.uk/dataregister.  
 
HSCIC Director of Information and Analytics Max Jones wrote to HSCIC customers in May 
2014 to set out how the HSCIC was reviewing its processes for handling the release of 
data, including a “comprehensive review of all policies, processes and governance for the 
sharing of data, which involves ensuring there are appropriate approvals in place for any 
release of potentially identifiable data.”21 
 
Max Jones’s letter outlined the new role that the HSCIC’s Data Access Advisory Group 
(DAAG) had taken on to “provide independent scrutiny and review of applications, prior to 
making a recommendation to approve or reject an application”.22  DAAG now has an 
expanded role in reviewing all applications to the HSCIC for the release of data other than 
aggregate data.23  DAAG makes recommendations about how to proceed with each 
application to the HSCIC’s Director of Operations and Technical Services, who also holds 
the role of HSCIC Senior Information Risk Owner (SIRO).  The minutes of DAAG meetings 
are published by the HSCIC, as is a register of DAAG approvals. 
 
Sir Nick Partridge’s review of data releases made by the NHS Information Centre 
 
Following scrutiny of data disclosures by HSCIC predecessor organisation the NHS 
Information Centre, Sir Nick Partridge led a review of data disclosures by the NHS 
Information Centre, which was published in June 2014. 
 
Sir Nick’s review made nine recommendations, including: 
 

 “That the HSCIC develops one clear, simple, efficient and transparent process for the 
management of all data releases.” 

 “That the HSCIC publishes its policy, process and governance for the release of 
data.” 

 
and 

                                            
20

 Health and Social Care Information Centre, 2014. Minutes of Board Meeting – Wednesday 15 January 2014 – Public Session [pdf] 
Available at <http://www.hscic.gov.uk/media/13571/1st-January-2014/pdf/20140115_Board_Public_Minutes_Ratified.pdf>. [Accessed 12 
February 2014]. 

21
 HSCIC, 2014. Letter from Max Jones to HSCIC customers re Update on HSCIC Data Sharing Agreements [letter] Available at 

<http://www.hscic.gov.uk/media/13952/Letter-from-Max-Jones-re-Update-on-HSCIC-Data-Sharing-Arrangements-09-05-2014---Letter-A-
v3/pdf/Letter_from_Max_Jones_re_Update_on_HSCIC_Data_Sharing_Arrangements_09_05_2014_-_Letter_A_v3.pdf >. [Accessed 30 
July 2014]. 

22
 HSCIC, 2014. Letter from Max Jones to HSCIC customers re Update on HSCIC Data Sharing Agreements [letter] Available at 

<http://www.hscic.gov.uk/media/13952/Letter-from-Max-Jones-re-Update-on-HSCIC-Data-Sharing-Arrangements-09-05-2014---Letter-A-
v3/pdf/Letter_from_Max_Jones_re_Update_on_HSCIC_Data_Sharing_Arrangements_09_05_2014_-_Letter_A_v3.pdf>. [Accessed 30 
July 2014]. 

23
 HSCIC, 2014. Data Access Request Service [online]. Available at <http://www.hscic.gov.uk/dars>. [Accessed 15 August 2014].  

http://www.hscic.gov.uk/dataregister
http://www.hscic.gov.uk/media/13571/1st-January-2014/pdf/20140115_Board_Public_Minutes_Ratified.pdfhttp:/www.hscic.gov.uk/media/13571/1st-January-2014/pdf/20140115_Board_Public_Minutes_Ratified.pdf
http://www.hscic.gov.uk/media/13952/Letter-from-Max-Jones-re-Update-on-HSCIC-Data-Sharing-Arrangements-09-05-2014---Letter-A-v3/pdf/Letter_from_Max_Jones_re_Update_on_HSCIC_Data_Sharing_Arrangements_09_05_2014_-_Letter_A_v3.pdf
http://www.hscic.gov.uk/media/13952/Letter-from-Max-Jones-re-Update-on-HSCIC-Data-Sharing-Arrangements-09-05-2014---Letter-A-v3/pdf/Letter_from_Max_Jones_re_Update_on_HSCIC_Data_Sharing_Arrangements_09_05_2014_-_Letter_A_v3.pdf
http://www.hscic.gov.uk/media/13952/Letter-from-Max-Jones-re-Update-on-HSCIC-Data-Sharing-Arrangements-09-05-2014---Letter-A-v3/pdf/Letter_from_Max_Jones_re_Update_on_HSCIC_Data_Sharing_Arrangements_09_05_2014_-_Letter_A_v3.pdf
http://www.hscic.gov.uk/media/13952/Letter-from-Max-Jones-re-Update-on-HSCIC-Data-Sharing-Arrangements-09-05-2014---Letter-A-v3/pdf/Letter_from_Max_Jones_re_Update_on_HSCIC_Data_Sharing_Arrangements_09_05_2014_-_Letter_A_v3.pdf
http://www.hscic.gov.uk/dars
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 “That the HSCIC ensures there is clear, transparent and timely decision making, via 
the appropriate governance for all data releases, and that all decisions are 
documented and published on its website.”24 

 
All of Sir Nick’s recommendations have been accepted by the HSCIC, with progress in 
meeting them being reported at the public session of every HSCIC board meeting. 
 
HSCIC Data Access Request Service  
 
In August 2014 the HSCIC announced “an improved process for customers to access our 
wide range of health and social care”, known as the Data Access Request Service (DARS).  
DARS has replaced the HSCIC’s Data Linkage and Extract Service (DLES). 
 
New commitments made by the HSCIC as part of DARS include: 
 

 An application process that requires the data requester to complete an application 
that “sets out the nature of the requested data and the purpose for which it is being 
requested”, and which requires that the purpose for which the data are being 
requested “must clearly demonstrate that the request is being made to support the 
provision of health and social care and the promotion of health.” and that “Data 
cannot be released for solely commercial purposes.” 

 That all completed applications will be published on the DARS webpage of the 
HSCIC website. 

 The publication of the application form. 

 A new approvals process, including a new role for DAAG in reviewing all applications 
other than applications for aggregate data, and in making a recommendation to the 
HSCIC SIRO. 25 

 
As part of its new Data Access Request Service, the HSCIC has published the Data Sharing 
Contract and Data Sharing Agreement currently in use between the HSCIC and data 
recipients.  As of August 2014, the HSCIC “will soon start the roll-out of a revised Data 
Sharing Contract and Data Sharing Agreement”.26 
 
Future external / independent involvement in decisions about HSCIC data disclosures 
 
As well as the new wider role of DAAG, which has been bolstered with the recent addition of 
two independent members, further changes are planned to introduce further external / 
independent involvement in decisions about HSCIC data disclosures. 
 
In outlining the HSCIC’s wider programme of work in response to Sir Nick Partridge’s review 
of data disclosures by the NHS IC, HSCIC chief executive Andy Williams committed that: 

                                            
24

 HSCIC, 2014. Review of data releases made by the NHS Information Centre [online] Available at <http://www.hscic.gov.uk/datareview> 
[Accessed 17 June 2014]. 

25
 HSCIC, 2014. Data Access Request Service [online]. Available at <http://www.hscic.gov.uk/dars>. [Accessed 15 August 2014]. 

26
 HSCIC, 2014. Data Access Request Service [online]. Available at <http://www.hscic.gov.uk/dars>. [Accessed 15 August 2014]. 

http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/dars
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“Patients and public representatives will be part of the new membership of the HSCIC's data 
oversight committee, the Data Access Advisory Group (DAAG). This work will be overseen 
by the Confidentiality Advisory Group which will gain statutory powers later in the year.”27 
 
Further information about this commitment was shared at the HSCIC’s Driving positive 
change meeting in London in July 2014, at which Andy Williams outlined the HSCIC’s plans 
to “reshape” the Data Access Advisory Group “to ensure it is more representative of patients 
and the public”, and that the new operational DAAG “should be in place by November with 
changed representation”.28 
 
In support of these specialist groups, the HSCIC sets out in its strategy document for 2013 – 
2015 that it will seek a wider external perspective on its work: 
 

“The sensitivity and importance of data, both to an individual’s care and to the 
delivery and development of health and social care services, demands that the 
HSCIC involves the public and professional stakeholders in all aspects of its 
work. This must include providing an external perspective on the way it collects 
and uses data, ensuring that it makes that data and information available in 
ways which are helpful and informative and ensuring that the development of 
services is informed by the everyday experience of individual patients and care 
users. 

 
The cornerstone for this will be a new Independent Forum to support our work, 
comprising equal numbers of citizens and care professionals who will work 
under an independent chair to assess and assure our functions on health, public 
health and social care. It will meet in public twice each year. It will review key 
corporate documents and policies and will advise on important policy matters.  
We will explore how this Forum will work in collaboration with other similar 
bodies, including the potential for sharing infrastructure or expertise where there 
are efficiencies to be gained by doing so.29 

 
Patient Objections Management 
 
As part of its work to honour the patient objections offered (which will apply to care.data and 
also to other collections and releases of data), the HSCIC has developed the Patient 
Objections Management customer requirement, which will allow the HSCIC to assess the 
rate of objections across England.30  
 

                                            
27

 HSCIC, 2014. HSCIC learns lessons of the past with immediate programme for change [online] Available at 
<http://www.hscic.gov.uk/article/4780/HSCIC-learns-lessons-of-the-past-with-immediate-programme-for-change>. [Accessed 17 June 
2014]. 

28
 E-Health Insider, 2014. “HSCIC data lab details in November” [online] Available at <http://ehi.co.uk/news/EHI/9548/hscic-data-lab-details-

in-november>. [Accessed 28 July 2014]. 

29
 HSCIC, 2014.  A strategy for the Health and Social Care Information Centre 2013 – 2015 [pdf] Available at 

<http://www.hscic.gov.uk/media/13557/A-strategy-for-the-Health-and-Social-Care-Information-Centre---2013-15/pdf/hscic-strategy-
2014.pdf>. [Accessed 28 July 2014]. 

30
 HSCIC, 2014. Patient Objections Management [online] Available at <http://www.hscic.gov.uk/gpes/pom>. [Accessed 19 August 2014].  
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5.4 Developments in law since September 2013 

 
The Secretary of State for Health introduced a package of measures in March 2014 to 
increase confidence in the programme, which the Department of Health has summarised 
as: 
 

 Confirming - on a legal basis - that a patient’s right to opt out will be respected - 
if they object to their data being shared for care.data, that will be respected, and their 
identifiable data will not flow from their GP practice to HSCIC. 

 

 New legislation to expressly prevent HSCIC from generally disseminating 
information where there is not a clear health care or adult social care purpose or 
purpose for the promotion of health including the commissioning of those services, 
epidemiological and other health research, etc. i.e. not for purposes that would 
undermine people’s privacy or for commercial insurance or other solely 
commercial purposes. 

 

 New legislation providing for the expert advisory committee to be appointed by 
the Health Research Authority (HRA) under paragraph 8(1) of Schedule 7 to the 
Care Act 2014 to give advice to the Health and Social Care Information Centre 
(HSCIC) in connection with HSCIC’s processing of patient information under 
regulations under section 251 of the National Health Service Act 2006 or in relation to 
its decisions to release information which could potentially be used to identify 
individuals. This expert advisory committee will be known as the Confidentiality 
Advisory Group (CAG). 

 

 New power in the Care Act to provide in regulations for factors or matters to 
which the expert advisory committee to be appointed by the HRA to give 
advice to the Secretary of State, the HRA and the HSCIC on releasing 
identifiable or potentially identifiable patient information must have regard. 
Subject to further engagement with stakeholders and the will of Parliament, these 
may include the need to maintain and promote public confidence in the way in which 
confidential patient information is used, the need for stringent safeguards to prevent 
unauthorised use of such information, and the need to obtain patients’ consent for 
the use of their confidential information wherever it is practicable to do so. 

 

 New addition to the HSCIC statutory code of practice to be clear that an 
independent assessment of the ethical basis for the request for access to data 
must be provided before any application can be considered. 

 

 New legislation binding the Health and Social Care Information Centre to 
protect individuals’ confidentiality when releasing potentially identifiable data – 
making attempts to identify individuals unlawful, restricting the purposes 
information can be used for to medical purposes and preventing onward 
disclosure without HSCIC permission. This means that people can be reassured 
that their confidentiality is protected and that they will not be identified through ‘jigsaw 
re-identification’ techniques. 
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6. Specific controls during the pathfinder stage 

 
As well as the commitments made by the HSCIC that underpin all access to data and 
releases of data, NHS England and the HSCIC have made additional commitments about 
controls on the management of the linked general practice and HES data during the 
care.data pathfinder stage. 
 
Limiting access to the HSCIC secure data facility 
 
The HSCIC is developing a secure data facility (also known anecdotally as a “data lab” or a 
“fume cupboard”), in order to provide a more secure environment for customers to access 
the linked general practice and HES data without being able to take data away from HSCIC 
premises. 
 
This secure data facility is the only way that customers will be able to access the linked 
general practice and HES data during the care.data pathfinder stage. 
 
Deciding when to proceed beyond the pathfinder stage 
 
Based on the feedback from and ongoing evaluation of the pathfinders a set of proposals 
outlining an approach and timescales to national rollout will be developed. 
 
There will be no artificial timescales set for national rollout and no assumptions are being 
made about the approach that will be taken. 
 
The decision to proceed to further rollout will be taken by the care.data Programme Board. 
 
Specific controls after the pathfinder stage 
 
The commitments that underpin all access to data and releases of data will continue to 
apply after the care.data pathfinder stage. 
 
There is no information available at present about specific controls that will apply following 
any future decision to proceed beyond the pathfinders to national roll out. 
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7. Appendix A – Acronyms 

Purpose of appendix 

 
The purpose of this appendix is to set out the acronyms and abbreviations, with their 
corresponding terms, used in this document. 
 

Appendix content 

 

Acronym Description 

BMA British Medical Association 

CCG Clinical Commissioning Group 

DAAG  Data Access Advisory Group 

DARS Data Access Request Service 

GP General Practitioner 

GPES General Practice Extraction Service 

HES Hospital Episode Statistics 

HSCIC Health and Social Care Information Centre 

IAG Independent Advisory Group 

IG Information Governance 

IIGOP Independent Information Governance Oversight Panel 

NHS National Health Service 

PIA Privacy Impact Assessment 

RCGP Royal College of General Practitioners 

SIRO Senior Information Risk Owner 
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8. Appendix B - Progress in response to the GPES IAG’s five suggestions in 
September 2013 

 
This appendix provides cross-references from the IAG’s five suggestions in September 2013 
to the relevant content in this document. 
 

8.1 Applications to the HSCIC for disclosure of data from the Care Episode Service 
should be subject to appropriate governance controls, including independent 
external scrutiny that would consider whether data disclosure would be in the 
public interest.  

 
Specific governance controls already in place include: 
 

 The HSCIC’s new Data Access Request Service (see section 5.3) 

 All applications to the HSCIC being considered by DAAG, which currently has two 
independent members (see section 5.3) 

 
Additional governance controls planned for later in 2014 (and in advance of data being 
released from the linked general practice and HES data) include: 

 

 Commitments made by the HSCIC about reshaping DAAG later in 2014 (see section 
5.3). 

 Changes to the role of the Confidentiality Advisory Group, including the forthcoming 
regulations to clarify that role in law (see section 5.4). 
 

8.2 Details should be published about those governance controls and about the 
data disclosure decisions made. 

 
Details about governance controls, which will apply to the release of data from the linked 
general practice and HES data, are published by the HSCIC.  These include: 
 

 The new HSCIC Data Access Request Service (see section 5.3). 

 Interim arrangements for DAAG, and for the future of DAAG (see section 5.3). 
 

Details about the data disclosure decisions made: 
 

 Application forms are to be published by the HSCIC (see section 5.3). 

 The HSCIC publishes the minutes of DAAG (which now cover all applications to the 
HSCIC) and the DAAG approvals register (see section 5.3). 

 The HSCIC register of data disclosures has been published quarterly since April 2014 
(see section 5.3). 

  

8.3 Additional information should be provided about which types of organisations 
would be eligible to receive data. 

 
This addendum focuses on purposes of proposed data use, rather than the eligibility or not 
of specific organisations. 
 
The class of purpose already recommended to proceed, and the two new classes proposed, 
are described in section 3.1 of this document.  Further information about purposes is set out 

http://www.hscic.gov.uk/dars
http://www.hscic.gov.uk/daag


General Practice Extraction Service (GPES) 
Updated Addendum NIC-178106-MLSWX.A0914 

 

Copyright © 2014. Health and Social Care Information Centre. All rights reserved. 
Customer Requirement Addendum reference NIC-178106-MLSWX.A0914 

Page 23 of 23 
 

on the HSCIC DARS web page, and additional information will be detailed in the secondary 
legislation forthcoming later in 2014 (see section 5.4). 
 
Notwithstanding this focus on purposes, examples of organisations that might seek data are 
included in section 3.1 of this document and in the customer benefits plan accompanying 
this document. 
 
The communications materials under development for the pathfinder stage of the roll out of 
care.data will include details of both the purposes that data might be sought, and examples 
of organisations that might seek data (see section 5.2). 
 

8.4 The information materials produced should sufficiently describe the intended 
wider audience for Care Episode Service data.  They should be updated to 
make patients and the public aware that data could be shared with other 
organisations outside the NHS. 

 
Materials already produced are detailed in section 5.1.  
 
Section 5.2 sets out the materials to be made available for the care.data pathfinder stage, 
including the HSCIC’s forthcoming Fair Processing web pages, and sets out the 
commitments for the testing of these documents during the pathfinder stage. 
 

8.5  The two Privacy Impact Assessments referred to in the Information 
Governance Assessment should be completed and published, as should the 
updated template data sharing agreement for use between the HSCIC and data 
recipients. 

 
NHS England care.data Privacy Impact Assessment has been published (see section 5.1). 
 
The HSCIC Privacy Impact Assessment has been published (see section 5.3). 
 
The updated template data sharing agreement for use between the HSCIC and data 
recipients has been published (see section 5.3). 
 

 

 


