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1 Information Governance Assessment summary sheet 

 

Customer requirement reference NIC-178106-MLSWX.A0914 

 

Customer organisation(s) NHS England 

 

Data controller (if different) HSCIC and NHS England 

 

Purpose classification  Secondary purposes 

 

Aggregated or individual-level data? Both 

 

Identifying or non-identifying? Not assessed in this addendum 

 

Legal basis (if identifying) Not applicable 

 

IG Assessor comments None  

 

Assessed by M Oswald 

 

 

The information governance assessment of the addendum follows overleaf.  
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2 Information Governance Assessment  

2.1 Introduction 

This information governance assessment is not assessing a full GPES extraction, 
but an addendum to a previously-assessed and agreed extraction: care.data. The 
previously-agreed care.data proposal involved extracting identifying data from 
general practice records, in order to link the data to other data sources, and create a 
data store from which data could be published, and disseminated1 to NHS 
commissioners. Whether published or disseminated to commissioners, the proposal 
was that data to be released by the HSCIC would not identify patients. In other 
words, the previously-agreed proposal excluded dissemination of identifying data (as 
does the current proposal). 

This information governance assessment assesses a proposed change to the 
original requirement: to extend the purposes for data dissemination beyond 
commissioning, and in doing so to extend the range of data recipients beyond 
commissioners. The proposal is set out in the September 2014 care.data addendum 
that accompanies this assessment. 

A previous addendum making a similar (but different) proposal to extend care.data 
dissemination was considered by the GPES Independent Advisory Group (IAG) in 
September 2013. At that time, the IAG recommended that the proposal should 
receive further consideration or significant changes, and made five specific 
suggestions for change.2 The September 2014 addendum describes how those five 
suggestions have been addressed. 

2.1.1 Identifying or non-identifying? 

The full information governance assessment for the care.data extraction in March 
2013 assessed the extraction to be identifying as patient identifiers such as NHS 
Number were being extracted from general practice systems, stored, and processed 
by the HSCIC.  The requirement was that the patient data were then either 
aggregated and stripped of small cells and published, or disseminated to 
commissioners after a process of pseudonymisation (removing identifiers like NHS 
Number and replacing them with a unique meaningless pseudonym).  This 
assessment concerns only an addendum to that original extraction: the proposal to 
change the potential recipients and uses to which disseminated data may be put.  
This information governance assessment of the addendum is not classified in the 
summary sheet as either identifying or non-identifying because no assessment is 
made, or can reliably be made, of all of the possible additional disclosures of data to 
the wide variety of recipients that could result from this proposal.  However, the clear 
intent of NHS England and the HSCIC is that this addendum proposes only the 
release of data that are non-identifying in the eyes of the law. 

                                                 
1 “Disseminated” is used in this document to have the meaning given to it in the Health and Social Care 

Act 2012, which is distributing information other than by publishing. 

2 See: http://www.hscic.gov.uk/article/3525/Caredata  

http://www.hscic.gov.uk/article/3525/Caredata
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2.1.2 Data controller 

The general practice is data controller and thus responsible for allowing the GPES 
processing necessary to extract personal data from the general practice patient 
records for care.data. However, once extracted, the Health and Social Care 
Information Centre becomes a data controller for the personal data processed 
through GPES and linked to other datasets. The HSCIC (and not the practice) 
determines how those data are processed. However, the HSCIC is responding here 
to requirements set out by NHS England, and so the two organisations can be 
considered to be joint data controllers.3 

2.1.3 Structure of this information governance assessment 

As it is not assessing a standard GPES extraction requirement, but a proposal to 
extend data dissemination for care.data, this information governance assessment 
has a non-standard structure. Section 2.2 assesses the HSCIC’s governance 
procedures for disseminating data to outside agencies. The HSCIC’s governance 
arrangements were examined in the March 2013 and September 2013 care.data 
information governance assessments. However, since then the HSCIC has reviewed 
and changed its governance procedures. Furthermore, the balance of risk and 
benefit changes when the data recipients change, and their uses of the data change. 
For example, it may be justifiable to find a governance process acceptable when 
releasing a pseudonymised dataset to commissioners (which may be low risk, high 
benefit) and not acceptable to release the same dataset to other recipients or for 
other uses. Therefore, the governance process merits re-examination here in section 
2.2. 

Section 2.3 assesses the proposal from NHS England to extend the range of data 
uses and recipients in the light of these governance arrangements. 

2.2 HSCIC governance of the data disclosures 

Section 5.3 of the addendum describes in some detail changes in the HSCIC’s 
governance processes which will apply to care.data and other HSCIC data 
disseminations. Governance has been strengthened since the care.data addendum 
was presented to the GPES IAG in Sept 2013. Dissemination requests are now 
being processed by one central unit. Governance procedures are to be further 
strengthened over coming months in order to satisfy the recommendations of the 
Partridge Report.4 All of the report’s nine recommendations have been accepted by 
the HSCIC: 

“1) That the HSCIC undertakes a programme of work to ensure that data has 
been deleted appropriately for all data releases referenced in the PwC report, 
where the agreement has ended.  

                                                 
3 This is the advice of the Information Commissioner’s Office; see page 6 of NHS England’s FAQ on 

care.data available at: http://www.england.nhs.uk/wp-content/uploads/2014/03/cd-gp-faq-03-14.pdf   

4 Review of data releases by the NHS Information Centre by Sir Nick Partridge, available at: 

http://www.hscic.gov.uk/datareview  

http://www.england.nhs.uk/wp-content/uploads/2014/03/cd-gp-faq-03-14.pdf
http://www.hscic.gov.uk/datareview
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2) That the HSCIC develops one clear, simple, efficient and transparent 
process for the management of all data releases.  

3) That the HSCIC implements a robust audit function, which will enable 
ongoing scrutiny of how data is being used, stored and deleted by those 
receiving it.  

4) That the HSCIC publishes its policy, process and governance for the 
release of data.  

5) That the HSCIC ensures there is clear, transparent and timely decision 
making, via the appropriate governance for all data releases, and that all 
decisions are documented and published on its website.  

6) That the HSCIC implements a robust record keeping approach and that the 
details of all data releases (including the purpose for which they are released) 
are made available on its website.  

7) That the HSCIC develops one Data Sharing Agreement, which is used for 
all releases of data, and which includes clear sanctions for any breaches.  

8) That the HSCIC actively pursues a technical solution to allow access to 
data, without the need to release data out of the HSCIC to external 
organisations.  

9) That the HSCIC quarterly Register of all data releases includes the number 
of law enforcement agencies’ person tracing requests processed by the 
National Back Office. The Register will also include all data being released 
under NHS IC data sharing agreements, ensuring it is providing a 
comprehensive account to the public of all data being shared.” 

The degree of scrutiny of dissemination requests has increased since September 
2013 when the information governance assessment stated that: “given the volume of 
requests, it is considered impracticable to assess each one individually”.  All 
requests for non-aggregate data are now scrutinised by the HSCIC’s Data Access 
Advisory Group. It is clear from the above Partridge recommendations that 
transparency is also increasing. The HSCIC has committed to providing a section on 
its website to fulfil the ‘fair processing’ requirements of the Data Protection Act,  
including information about what data is gathered about patients,  why it is gathered,  
what the HSCIC does with it, and with whom it is shared. The two new proposed 
uses of research and health intelligence form part of the fair processing information 
required about care.data, 

There is more external (non-HSCIC) involvement in decision-making, reflected in the 
Data Access Advisory Group membership, and in the advisory powers given to the 
Health Research Authority’s Confidentiality Advisory Group in the Care Act 2014 and 
expected in draft regulations later this year.5 The legislation and regulations are 

                                                 
5 The HSCIC “must have regard to any advice given to it” by the Confidentiality Advisory Group according to 

sections 121-2 of the Act, available at: http://www.legislation.gov.uk/ukpga/2014/23/part/4/enacted.  

For the reference to new regulations, see page 16 of Protecting Health and Care Information, available at: 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/323967/Consultation_d

ocument.pdf  

http://www.legislation.gov.uk/ukpga/2014/23/part/4/enacted
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/323967/Consultation_document.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/323967/Consultation_document.pdf
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being put in place to further protect the care.data linked dataset and other patient 
records held by the HSCIC, and control the uses to which the data can be put (see 
section 5.4 of the Addendum for more details). The HSCIC data sharing contract and 
agreement with data recipients are now published in draft, with a final version due to 
be published in September.6 Approved organisations will be audited that they meet 
the conditions of the signed contract and agreement. Any privacy breaches by an 
approved organisation are liable to result in sanctions from the HSCIC and 
Information Commissioner’s Office. 

Furthermore, individuals are entitled to object to, and thus prevent, GPES extractions 
for care.data.7 About half of the public know about care.data, and so half may be 
unaware that they have the right to object to disclosures of confidential information to 
the HSCIC, and so in practice this is a facility not available to many people.8 
However, there is a significantly higher level of awareness of care.data than that 
achieved during the Summary Care Record campaign where letters were sent to 
individuals, and only about one in seven people remembered receiving the letter a 
few weeks later.9 The care.data pathfinder activity described in section 5.2 of the 
Addendum will test and further develop communications to enable more people to 
understand the choices that are available. 

Overall, access to data is tightly controlled, and the governance process is stronger 
than it was in September 2014, and is planned to become stronger still.   

2.3 The proposal to increase the range of uses and data recipients 

2.3.1 Key characteristics 

Two additional uses are proposed for the care.data linked data set: research, and 
health intelligence, interpreted fairly widely (see section 3.1 of the Addendum). The 
latter is interpreted fairly broadly, as is illustrated in the addendum and benefits plan. 
However, dissemination is constrained by the HSCIC’s powers under the Health and 
Social Care Act 2012 (as modified by the Care Act 2014), with section 261 of the Act 
only allowing dissemination of data that are not published under very specific 
circumstances.  
 
The addendum does not place a specific limitation on the organisation types to which 
data may be disseminated (e.g. NHS body, local authority, university, private 
company etc.). This may be a concern for some members of the public, many of 
whom see a great difference between public and private uses of medical records, 

                                                 
6 Available at: http://www.hscic.gov.uk/dars   

7 Note that patient objections to the release of identifiable data by the HSCIC are not relevant here 

because the data being released are not identifiable. 

8 A survey commissioned by the Joseph Rowntree Reform Trust and published in May 2014 suggested that 

49% of people had heard of care.data. See page 11 of Privacy and Personal Data, available at: 

http://www.jrrt.org.uk/publications/privacy-personal-data-poll-may-2014  

9 Greenhalgh T, Wood GW, Bratan T, Stramer K, Hinder S. Patients’ attitudes to the summary care record 

and HealthSpace: qualitative study. BMJ. 2008;336(7656):1290-5, available at 

http://www.bmj.com/content/336/7656/1290.long. 

http://www.hscic.gov.uk/dars
http://www.jrrt.org.uk/publications/privacy-personal-data-poll-may-2014
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and between uses that are in the interests of good healthcare and other uses10.  In 
recognition of this, the HSCIC has confirmed that it will not release data for solely 
commercial purposes.11 However, the proposal does not rule out the use of the 
care.data linked data set by commercial organisations such as pharmaceutical 
companies for purposes that bring public benefit (in addition to any private benefit). 
Note also that commercial organisations may act as data processors on the 
instructions of another organisation may receive and process data released by the 
HSCIC. 
 
Although the Health and Social Care Act 2012 does not allow the HSCIC to 
discriminate specifically on the basis of organisation type, some of the legitimate 
purposes for dissemination by the HSCIC apply to only some types of organisation. 
For example, one important gateway allowing dissemination under section 261(5)(d) 
of the Act is where it is “necessary or expedient for the person to have the 
information” for the purpose of exercising statutory functions; this enables 
dissemination to statutory bodies only.  
 
The proposal seeks support now for these additional data uses throughout the 
pathfinder phase and beyond. As care.data is subject to change following the 
announcement of the extension in February 2014 and from the evaluation of the 
pathfinder rollout, and HSCIC governance arrangements are in transition, there is 
inevitably some uncertainty (and thus risk) surrounding this proposal, and this 
information governance assessment. 

2.3.2 The impact on the risk / benefit balance 

The proposal to extend the range of recipients of data extracted through care.data 
changes the risk/benefit balance. Important additional public benefits are realisable, 
but these have to be weighed against the risks that result from supplying to a wider 
range of potential recipients data that are non-identifying only within a controlled 
environment. The extent of those risks has to be considered in light of the proposed 
governance arrangements outlined in the addendum and in section 2.2 above.  

2.4 Conclusion 

Extending the range of recipients of care.data introduces new benefits and risks. 
New HSCIC governance arrangements provide greater transparency and control 
over those risks. The HSCIC’s powers to disseminate are limited. The prospect of 
“data laboratories” can be expected to limit future data releases in favour of 
controlled access to HSCIC data stores. Through objections, patients can be 
excluded from disseminations of extractions from the care.data linked data set. 
Nevertheless, risk cannot be eliminated, and need to be weighed against the 
benefits that can be achieved from providing wider access to the linked general 
practice and HES data set.   
                                                 
10 See, for example, pages 65-67 of the Demos survey report at: 

http://www.demos.co.uk/files/Private_Lives_-_web.pdf, and section 5.8 of Privacy and prejudice: young 

people’s views on the development and use of electronic patient records, available at: 

http://www.raeng.org.uk/news/publications/list/reports/Privacy_and_Prejudice_EPR_views.pdf  

11 See: http://www.hscic.gov.uk/dars 

http://www.demos.co.uk/files/Private_Lives_-_web.pdf
http://www.raeng.org.uk/news/publications/list/reports/Privacy_and_Prejudice_EPR_views.pdf
http://www.hscic.gov.uk/dars
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3 Assessors 

Assessment made by: 

Name: Malcolm Oswald  

Role:  GPES Information Governance Advisor  

Date: 01/09/2014  

For the Health and Social Care Information Centre 

 

Assessment checked by: 

Name: Dawn Foster  

Role:  HSCIC Head of Information Governance  

Date: 01/09/2014  

For the Health and Social Care Information Centre  

 

The persons above confirm that to the best of their knowledge the information 
governance assessment is fair and accurate. 

 

Does either of the two people above have any caveats or other comments to 
state in relation to the information governance assessment provided?  

No 

 

 

 


