
 
 

Consent Guidance – (taken from training on Confidentiality available to all NHS 
employees - https://www.igtt.hscic.gov.uk/igte/library.cfm ) 
 
Patient confidentiality  
Why is confidentiality important in the NHS? 
Patients trust us with sensitive, confidential information relating to their health and lifestyle in 
order to receive healthcare. Patients expect that this information will not be further disclosed 
for purposes other than their care or treatment. 
Accurate and comprehensive information such as that recorded in health records during 
consultations with patients are a valuable source of information for health professionals in 
treating patients as well as for improving the services that the NHS provides to patients.  

It is vital that patients feel comfortable in providing sensitive information to NHS staff in the 
knowledge that it will remain confidential. 

A duty of confidence 
A duty of confidence arises when one person discloses information to another in 
circumstances where it is reasonable to expect that the information will not be further 
disclosed. 
All NHS employees are responsible for maintaining and protecting the confidentiality of 
information relating to patients which they use in their day to day roles. 

It is widely accepted by professional bodies and health organisations that information which 
relates to the health of an individual carries a duty of confidentiality. This may include: 

 Information about appointments; times and dates that a patient visited a health 
organisation 

 Information relating to any treatment or diagnosis relating to a patient 

 Information relating to prescriptions the patient has received. 

 
Common law duty of confidence 
A common law requirement is a legal precedent that is built up from judgements of previous 
court cases (case law), rather than derived from legislation. 
The common law duty of confidence requires that you should not normally disclose 
confidential information without the consent of the confider unless there is a legislative basis 
for the disclosure; however, judgements have established that confidentiality can be 
breached in the 'public interest'. 

In order to satisfy the common law duty of confidence one of the following criteria must be 
met before disclosing information: 

 The patient has given consent for the disclosure. 

 There is a legal basis for the disclosure which permits disclosure of confidential 
information. 

 There is an overriding public interest in disclosing which outweighs both the duty of 
confidentiality owed to a patient and the importance placed on the NHS being seen to 
provide a confidential service. 

 
Caldicott Guardians 

https://www.igtt.hscic.gov.uk/igte/library.cfm


Caldicott Guardians were introduced into the NHS in 1999 as a result of the 
recommendations of the 1997 Caldicott report which reviewed patient identifiable information 
processing. The report expressed concern about the way patient identifiable information was 
handled within the NHS, and its likely impact on patient confidentiality.  
To address this issue the Committee recommended the introduction of a new role in each 
NHS organisation – the Caldicott Guardian – “to safeguard access to patient identifiable 
information". The new role would help to raise the profile of confidentiality issues and ensure 
the NHS complied with its legal duty to maintain patient confidentiality. 

Caldicott Guardians are senior people within an organisation, often a healthcare professional 
and should ideally be a member of the Board. Their role is to protect the confidentiality of 
patient information and enable appropriate information-sharing. Therefore they should have 
sufficient experience and seniority to make decisions about whether identifiable information 
should be shared, and to influence confidentiality policy within their organisation.  

If you are in a situation where you are not sure whether it is correct to share patient 
information, you should seek advice from the Caldicott Guardian, either directly or via your 
line manager. 

Respecting patient choices 
Patients normally have the right to make decisions about the use and disclosure of 
confidential information about them within the NHS. 
In most circumstances, patient identifiable information should not be disclosed unless the 
patient has consented.  

Consent must be freely given, that is patients should not feel under pressure to give consent 
to disclosures. Your organisation should have a clear confidentiality and consent policy 
which is made available to patients. 

Staff should make sure that patients are informed of the consequences of giving or 
withholding consent. You should also be aware that patients have the right to withdraw 
consent at any time 

Implied consent 
This is where it is reasonable to assume that a patient understands the consequences of a 
disclosure and their behaviour indicates that they are content with the disclosure even 
though they have not explicitly given consent, e.g. where a hospital inpatient is informed that 
they have been referred to the speech therapist who will be coming to see them the following 
day. 

Explicit consent 
This is normally given orally or in writing and is where a patient makes a clear and positive 
indication that they understand the consequences of what they are agreeing to and are 
content with these consequences. 

Competence to consent 
Remember: when seeking consent, care must be taken to ensure that patients understand 
the options and consequences before making decisions about their information. Consent is 
only valid when the patient has the capacity to understand what they are agreeing to. 
 
Mental capacity 
In some cases patients will lack the capacity to make decisions about the use of their 
information, e.g. where they are unconscious, or unable due to a mental or physical 
condition to give consent or to make or communicate a decision.  



In some circumstances patients may lose capacity to make decisions for a period of time 
and may later regain the capacity, for example, where they are unconscious. 

Children 
Young people aged 16 or 17 are presumed competent of consenting to treatment and are 
entitled to the same duty of confidentiality as adults.  

Children under the age of 16 who have the capacity to take decisions about their treatment 
are also entitled to make decisions about the use and disclosure of information they have 
provided in confidence. 

 
 
 
A case-by-case basis 
Decisions about capacity to consent must be made on a case-by-case basis as patients may 
have the understanding to consent (or dissent) to disclosures of information in some 
circumstances but not in others.  
 
Best interest 
Where a patient lacks capacity to consent, the health professionals concerned must take 
decisions about the use of information.  

Where there is a need to take such a decision, it must be made in the best interest of the 
patient. In taking this decision professionals should consider any wishes that the patient may 
have expressed whilst they had capacity and advice from relatives or carers about the 
wishes of patients. 

A patient’s capacity to understand 
The issue of capacity to consent is not always straightforward, as you can see in the 
following scenario.  
A patient is brought into A&E, she has been drinking and is dazed and unable to focus her 
attention or hold conversation very well. From details she was able to provide, nurses have 
discovered the name of the patient and have also found contact details for a family member.  

Following examination the doctor informs the nurses that the patient will be fine in around an 
hour and just needs a little time to recover.  

Public interest disclosures 
As outlined in the topic on Confidentiality, the common law duty of confidence permits 
disclosure of confidential information where the public interest served by disclosure 
outweighs both the obligation of confidentiality to the individual patient concerned and the 
broader public interest in the provision of a confidential service.  
Each case must be considered on its own merit and decisions should take account of the 
individual circumstances of the case. 

Although not limited to these scenarios, disclosures in the public interest may be considered 
to: 

 Prevent and support detection, investigation and punishment of serious crime 
(serious crimes are those which put someone at risk of death or serious harm, 
normally these would be crimes against a person such as child abuse) 

 Prevent abuse to others 



 Prevent serious harm to others. 

Public interest justification 
Confidential patient information should normally only be disclosed with patient consent.  
However, where this is not possible, public interest justification for disclosure can be 
considered where: 

 Disclosure would be in the public good; and 

 The purpose of the disclosure cannot be achieved with anonymised information; and 

 There is no statutory basis for disclosure; and 

 Patient consent has not been given.  

In the case of the final consideration (where patient consent has not been given) this is 
because: 

 it is not practicable to ask the patient(s) for consent, e.g. because there are no up-to-
date contact details for the patient, or the matter is urgent and the patient cannot be 
contacted; or 

 it would be inappropriate to ask the patient(s) because, for example, they lack the 
capacity to give consent, or they are suspect(s) who should not be informed that they 
are under criminal investigation; or 

 the patient(s) have been asked for consent and refused. 

Only disclose what is necessary 
 Disclosures should be proportionate and be limited to relevant details. It may be 

necessary to justify such disclosures to the courts or to regulatory bodies, and a clear 
record of the decision making process and the advice sought is in the interest of both 
staff and the organisations they work within.  

 Decisions will sometimes be finely balanced and you may find it difficult to make a 
judgement, in which case you should seek advice from the Caldicott Guardian, either 
directly or via your line manager.  

 It may be necessary for the organisation to seek legal or other specialist advice (e.g. 
from professional, regulatory or indemnifying bodies) or to await or seek a court 
order.  

Patient confidentiality - Summary 
Patients expect the NHS to respect their privacy by looking after their confidential 
information and only sharing it with those who are authorised to see it. To retain the trust of 
patients the NHS and the individuals who work within it must ensure they comply with the 
common law duty of confidence and ensure that confidential information is only disclosed 
when: 

 The patient has given consent for the disclosure. 

 There is a legal basis for the disclosure which permits disclosure of confidential 
information. 

 There is an overriding public interest in disclosing which outweighs both the duty of 
confidentiality owed to a patient and the importance placed on the NHS being seen to 
provide a confidential service. 

Consent and capacity 



 Patients need to understand and feel that they have a clear choice about whether or 
not to grant consent to their information being disclosed. They should also 
understand that even if they give consent at one point, they can always change their 
mind at a later point. 

 Consent can be explicit, where there is a clear and positive indication from the 
patient that they know what they’re consenting to. There is also implied consent, 
where there is an understanding that the patient has understood that disclosure will 
take place. 

 NHS staff need to also be aware of a person’s capacity or competence to consent. If 
decisions do need to be made on the patient’s behalf, then staff must make them 
with the best interests of the patient in mind. 

A basis for disclosing information 

Confidential patient information can be disclosed without the patient’s consent if it is judged 
to be in the public interest to do so. Examples of where this might be appropriate are to: 

 Prevent and support detection, investigation and punishment of serious crime. 

 Prevent abuse to others. 

 Prevent serious harm to others. 

The disclosure may be justified if it falls within the following criteria: 

 Disclosure would be in the public good; and 

 The purpose of the disclosure cannot be achieved with anonymised information; and 

 There is no statutory basis for disclosure; and 

 Patient consent has not been given.  

The reasons for not obtaining patient consent are varied and can include cases where 
gaining patient consent is not possible or even desirable, if, for instance, the person is under 
criminal investigation. 

However, as the example you looked at earlier shows, disclosing patient information in 
connection to a crime does not mean disclosing everything about that person. Only the 
relevant details may be disclosed. If you are in any doubt you should contact your line 
manager, IG Lead or Caldicott Guardian. 

Issues to consider before disclosure 

You will be aware that knowing whether to disclose information is never an easy decision. 
There are a number of issues to think about: 

 Do you have consent?  

 Is there a suitable basis for disclosure? 

 Is there sufficient public interest to warrant disclosure? 

These are just some of the things you’ll need to consider. Your responsibility is to deal with 
these situations correctly and help make sure that no unnecessary breach of confidentiality 
occurs. 

Often this requires you to refer the issue to your line manager and your Caldicott Guardian. 



 

 

More information relating to Information Governance can be found here: 

http://systems.hscic.gov.uk/infogov  

http://systems.hscic.gov.uk/infogov

