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Introduction 

 
Collection of workforce information has become increasingly difficult as the number of 
providers of NHS funded services increases. To address this, the Health and Social Care Act 
2012 placed a duty on all organisations that deliver care funded by the NHS to provide data 
on their current workforce and to share their anticipated future workforce needs. 

The Workforce Information Architecture (WIA) work stream was established in 2011 by the 
Department of Health (DH) as part of the wider reform of education and training. Within this 
work stream there was a requirement to develop a workforce Minimum Data Set (wMDS), a 
sub set of the existing National Workforce Data Set (NWD) standard, to support high quality 
education and training commissioning.  This work seeks to ensure that with refinement the 
NWD remains suitable for the purpose of collecting workforce information from all providers 
of NHS funded services from April 2015. The new wMDS meets the requirements of 
workforce planners and will enable them to effectively plan and commission the future 
qualified workforce to meet the needs of local providers. 

The Health and Social Care Information Centre (HSCIC) has consulted with all organisations 
that provide NHS funded care on the impact to them of providing data to the wMDS 
collection at an individual level for all their workforces. 
 

Purpose, Audience and Outcomes 

The consultation1 informed data providers/employees and users of the Information 
Governance and Data Protection risks the project had already highlighted along with the 
proposed mitigating actions from the work completed to date.  The consultation also asked 
for organisations to provide details of any other issues which have not already been 
addressed in the work completed to date. 

The consultation was aimed at: 

 All organisations that have a workforce which provides NHS funded care and that 
would be required to provide individual level information for all their staff. 

 Any current or potential users of the statistics produced from the collections including 
but not limited to, the Department of Health (DH), Health Education England, NHS 
England and others. It was important that these stakeholders were made aware of 
any alterations or additions to the information being made available, and had the 
opportunity to participate in the development of these changes. 

 Experts in NHS workforce and in workforce planning more widely. It was important to 
involve this group of stakeholders to provide additional scrutiny of the methodology 
and reasoning used in defining the wMDS, and to contribute expert knowledge and 
best practice in their development. 

 Any other interested party, including members of the public, wishing to ensure that the 
statistics produced are useful, understandable and focussed on providing the best 
possible information to all users. 

 

                                            
1
 A copy of the consultation document is available at http://www.hscic.gov.uk/pia  

http://www.hscic.gov.uk/pia
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Summary 

The total number of responses to the WIA Privacy Impact Assessment was 81.  

In addition to 5 questions relating to the background of the responder, 7 questions (Q6 – Q12) were 
asked in the consultation.  The options for these were either, i) Yes (they agreed), ii) no (they did 
not agree) or iii) they were unsure.  Even though ‘no response’ was not an available option, for 
those choosing not to provide an answer has been labelled as no response. 

Of the 7 questions covered there was an overall agreement to: 

 the collection of sensitive items, 

 restriction of who can see the data 

 pseudonymisation of highly sensitive data items, and  

 the provision of non-disclosive aggregated data.  

Those questions which had a less favourable response were questions relating to:  

 data retention periods 

 data security, and  

 an individual’s rights to object to providing their data. 

Responses by question are highlighted below in the key findings.  

Where there have been issues highlighted we will attempt to amend (where possible) the proposals 
to accommodate people’s concerns. 

 

Key Findings 
 

Q6.  Data retention periods:  Just over a third, 36% did not agree with the proposed retention 
periods, 28% did agree, 21% were unsure and 15% did not respond.  

 Following the feedback this area requires further work.  The HSCIC will investigate the 
existing legislation and data protection laws before making a final decision on this area.  
The HSCIC will provide a final response to this proposal by June 2015. 
 

Q7. Individual identifiable data access restricted to a few analysts: The majority, 57% agreed 
that individual identifiable data should be restricted to a small number of key analysts at the 
HSCIC, 23% did not agree, 5% were unsure and 15% did not respond. 

 This proposal will be implemented.  The HSCIC will limit the number of analysts who have 
access to a few key professionals at the HSCIC. 
 

Q8.  To pseudonymise high risk data items: A two thirds majority, 67%, agreed that high risk 
items should be pseudonymised on or prior to receipt at the HSCIC, 10% did not agree, 6% 
were unsure and 17% chose not respond. 

 This proposal will be implemented.  Pseudonymising the data return to ensure no 
individual will be identifiable will occur on or prior to receipt by the HSCIC.  The HSCIC 
recognises organisations’ concerns on the provision of the national insurance number 
(NINO) number, as such for the March 2015 collection only, the provision of the NINO will 



WIA – PIA Consultation 

 

 
Copyright © 2015, Health and Social Care Information Centre. All rights reserved. 5 

be a desirable data item. This will enable us to consider possible options for developing a 
unique identifier that would become mandatory from September 2015 across all sectors 
 

Q9.  Restrict access to the Data collection systems: Nearly three quarters, 74% agreed with 
the proposal to restrict access to the collection systems, 6% did not agree, 3% were unsure 
and 17% did not respond. 

 This proposal will be implemented.  Collection system access will be restricted to data 
providers and key HSCIC professionals. 
 

Q10. Provision of non-disclosive aggregated data: A majority of 46% agreed with the provision 
of non-disclosive aggregated data, 27% did not agree, 11% were unsure and 16% did not 
respond.    

 This proposal will be implemented.  All data published and provided by the HSCIC will be 
aggregated and non-disclosive.  The only exceptions will be when required to do so by law 
and for extracts with an Information Governance agreed data sharing agreement. 
 

Q11. Individual’s right to object to providing their data to the HSCIC: A majority, 49% of 
responders, said they did not agree with the statement that individuals have no rights to object 
to their data being provided to the HSCIC. A quarter, 25% of the responders did agree to this 
statement, 12% were unsure and 14% did not respond. 

 The information at individual level will still be required to be provided.  The HSCIC has 
sought advice from the Information Commissioners Office (see Q11 additional information 
section of this document for details), has provided a Fair Processing Notice template2.  For 
the March 2015 only collection the provision of the national insurance number will be 
desirable. 
 

Q12. Information Governance: Just over a third, 37% felt that the HSCIC’s data security and 
information governance (IG) controls were not appropriate to ensure no sensitive identifiable 
workforce information will be released.  Of the remainder 27% did agree that they were 
appropriate, 20% were unsure and 16% did not respond. 

 Although there was a small majority of respondents who had concerns over the HSCIC 
data security and IG controls, they were mainly concerned that any organisation, including 
the HSCIC, could not guarantee the security of the data.  The HSCIC welcomed these 
comments. However, the data security and IG controls of the HSCIC are in line with or 
exceed legal and government requirements which should provide assurances to data 
providers.  The HSCIC is constantly reviewing data security and storage and will continue 
to provide and improve a secure and safe haven for information received.  Given the 
HSCIC controls this proposal will be implemented. 

  

                                            
2
 Fair processing notice template is available on the HSCIC website at: http://www.hscic.gov.uk/wmds   

http://www.hscic.gov.uk/wmds
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Who replied: 

Consultation questions 1 – 5 collected information on the organisations and the people responding 
to the consultation.  

The total number of respondents was 81 of which the majority were General Practice Providers 
with 50 (62%) responses, followed by Health Education England (HEE) with 10 (12%), Clinical 
Commissioning Groups at 7 (9%), Independent Sector Providers with   4 responses (5%), NHS 
Providers with 3 (4%). Two respondents (2%) classed themselves as “other” and a single response 
(1%) was received from NHS England, a university, Department of Health and a private individual. 
There was no response to this question on one of the returns. 

 

Of these total responses the majority 60 (74%) were a single response, 19 replies were a co-
ordinated response (23%) and 3% (2 responses) did not respond to this question.  

 

 
 

Organisation Type Total responses 

General Practice Provider 50 

Health Education England 10 

Clinical Commissioning Group 7 

Independent Sector Provider 4 

NHS Provider 3 

Other 2 

NHS England 1 

University 1 

Department of Health 1 

Private individual 1 

No response 1 

Grand Total 81 

62% 
12% 

9% 

5% 

3% 

9% 

Figure 1: Percentage of returns by organisation type 

 

General Practice Provider
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Independent Sector Provider
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Responses by Question: 

Question 6 – Do you agree with the proposed retention periods?  

The WIA project will collect the wMDS data from all sectors that provide NHS funded care.  The 
data retention period needs to be sufficient to ensure that if any of the published data is challenged 
it is possible to re-calculate the figures from the raw data supplied and to investigate the raw data 
for any anomalies.  Each sector where information is obtained from will have its own retention 
policy.  Consideration of the sensitivity of the data in its various formats is also needed. The 
following table indicates the proposed time period for data retention. 

  Data Type 

Sector Raw data(1) 
Pseudonymised 
data(2) 

Processed 
aggregated data(3) 

ESR Data 11 years 25 years 50 years 

Non-ESR trusts 11 years 25 years 50 years 

Primary Care 11 years 25 years 50 years 

Independent Sector 11 years 25 years 50 years 

 

(1) Raw data - data as supplied by the organisation includes personally identifiable 
data 
(2) Pseudonymised data - data following initial processing, still at individual level but 
difficult to identify individuals 

 

Responses 

 

Analysis of responses: 

There was a small majority of respondents 36% who did not agree with the proposed retention 
periods.  This was closely followed with 28% of those who did agree, and the remaining 36% were 
either unsure (21%) or did not provide a response (15%) to the question. 
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Figure 2: Q6 - Do you agree to the proposed retention 
periods? 

  Total 

Agree 23 

Disagree 29 

Unsure 17 

No response 12 
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Main comments received 

In total 21 organisations (26%) provided additional comments, of these; 

 Two respondents commented that they should be aligned with existing legislation and data 
protection laws and that the retention period should comply with records management.  

 One respondent strongly agreed that the retention period needed to be sufficient and that 
the current approach giving different retention periods depending on data sensitivity was 
sensible and proportionate.   

 Another respondent strongly backed up the collection of data for workforce and education 
planning as providing a useful insight into the NHS 5 year plan and making sure we have a 
workforce fit for purpose and able to provide on increasing service demands and ensuring 
we have the right people trained up and able to provide care.  

 Two respondents stated that they thought 11 years was too long to keep the raw data  

 A further 2 respondents showed concern and stated that didn’t believe it was necessary to 
provide personal information and another stated that the retention periods should be 
shortened and that there is contradictory information within the consultation document 
relating to the privacy risk and the pseudonymisation of personally identifiable data. 

 

HSCIC response: 

Following the feedback this area requires further work.  The HSCIC will investigate the existing 
legislation and data protection laws before making a final decision on this area.  The HSCIC will 
provide a final response to this proposal by June 2015. 

 

Question 7 – Do you agree that access to individual identifiable data 
should be restricted to a few professional analysts within the 
workforce team at HSCIC? 

All items contained within the wMDS have a sensitivity classification, some having a higher 
classification than others, including NINO and Date of Birth. 

The collection of these sensitive items requires tight controls so that only authorised personnel can 
access the information for legitimate purposes. Increased IG controls will restrict to a specified list 
of HSCIC colleagues who can access the wMDS individual identifiable data. The list of authorised 
users will be maintained and reviewed on a regular basis 

The two data collection systems used by data providers will be accessed securely. There will be an 
audit trail of who has accessed data on the data collection vehicles. There will be different access 
levels on the data collection vehicles and the HSCIC will carry out regular maintenance and review 
of users. 

Disability, Sexual Orientation and Religion were initially deemed essential for effective workforce 
planning, however following feedback, HEE has reviewed the wMDS highly sensitive data items 
and indicated that the items although useful for providing context to the workforce by area are not 
essential for workforce planning, as such these items have been removed from the wMDS.  

These and all the wMDS data items will be reviewed in the future and amended if necessary. 

 

 



WIA – PIA Consultation 

 

 
Copyright © 2015, Health and Social Care Information Centre. All rights reserved. 9 

Responses 

 

 

Analysis of responses: 

Over half of respondents, 46 out of 81 or 57%, agreed that access to individual identifiable data 
should be restricted to key professionals at the HSCIC.  Just under a quarter (23%) did not agree 
with the remaining 20% either unsure or did not answer the question. 

Main comments received 

In total 35 organisations (43%) provided additional comments of these: 

 There were four positive comments from respondents who agreed that identifiable data is 
needed to support data quality work and to workforce plan. 

 One respondent stated that the staff at their practice would feel much happier knowing that 
the information is available to only a small handful of people and two more commented that 
it was sensible to just have a small number of analysts who had access to this information 
as long as it adhered  

 Almost half of the respondents who answered ‘no’ to this question raised objections to the 
data being collected at all, stating that identifiable data shouldn’t be available to anyone and 
that it is unnecessary and intrusive. In general, most of these respondents couldn’t 
understand why this information was needed. 

 One stated there should be no reason outside of the people applying the anonymising 
algorithm for people to have access to this information and other had concerns about data 
security and the increasing risk of the employee’s identity being compromised. 

 There were a number of responses stating there should be no caveat in the data being 
pseudonymised and that it should be pseudonymised at the point of extraction with 
reassurances to this effect. 
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Figure 3: Q7 Do you agree individual identifiable data 
should be restricted to a few professional analysts within 

the workforce team at HSCIC?  

  Total  

Yes 46 

No 19 

Unsure 4 

No response 12 
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HSCIC response: 

Given the majority of respondents were in favour this proposal will be implemented.  The HSCIC 
will limit the number of analysts who have access to a few key professionals at the HSCIC. The 
HSCIC will provide feedback to provider organisations pertaining to data quality, which requires 
access to and feedback on the individual identifiable data.  Any analysis of data, e.g. for workforce 
planning, will be done on pseudonymised data. We acknowledge that further work and 
correspondence is needed to inform organisations for the reasons why the information was 
needed.  The HSCIC will feed those requirements to the WIA project team to incorporate in their 
future planning and communications. 

Question 8 – Do you agree that high risk items should be 
pseudonymised on or prior to receipt at the HSCIC? 

All items contained within the wMDS have a sensitivity classification, some having a higher 
classification than others, including NINO and Date of Birth. 

The collection of these sensitive items requires tight controls such that only authorised personnel 
can access the information for legitimate purposes. Increased IG controls will restrict to a specified 
list of HSCIC workforce colleagues who can access the wMDS individual identifiable data. The list 
of authorised users will be maintained and reviewed on a regular basis 

High risk data items such as NI number will be pseudonymised by the HSCIC on receipt and where 
possible, before submission to the HSCIC. This will reduce the possibility of an individual being 
identified.  

 

Responses 

 

 

Analysis of responses: 

A two thirds majority of 67% agreed that high risk items should be pseudonymised on or prior to 
receipt at the HSCIC. With a further 10% who did not agree, 6% were unsure and 17% did not 
respond. 
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Figure 4: Q8 – Do you agree that high risk items should 
be pseudonymised on or prior to receipt at the HSCIC? 

  Total 

Yes 54 

No 8 

Unsure 5 

No response 14 
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Main comments received: 

 There were 3 responses which supported the collection of data items as a means to 
understand migration patterns for workforce planning purposes. 

 It was suggested that a unique identifier should be used as part of the pseudonymising 
process which is able to be replicated across different sectors within the NHS.  

 As with question 7, there were comments stating that this data shouldn’t be collected at all 
therefore there was no need for it to be pseudonymised. There were concerns over the risks 
of collecting such information and the data going astray.  

 Two comments stated that ‘prior to receipt’ is mandatory and the process agreed with the 
information commissioner and that pseudonymising prior to receipt should be the standard 
process. 

 One commented that some information should be excluded all together and the remaining 
data pseudonymised prior to receipt at the HSCIC. 

 One responder asked what high risk items were. 

HSCIC response: 

Given the majority of respondents were in favour this proposal will be implemented. 
Pseudonymising the return to ensure no individual will be identifiable will occur on or prior to receipt 
by the HSCIC.  The process will create a unique identifier for each member of the NHS workforce 
which will enable accurate calculation of headcount figures across the NHS.  Although each staff 
member will have a unique identifier assigned to them, they will be unable to be identified from it.  

The HSCIC recognises organisations concerns on the provision of the NINO and has decided that 
for the March 2015 collection only, the provision of the NINO will be a desirable data item rather 
than a mandatory one. However, we strongly encourage that the field should be completed. This 
will enable us to consider possible options for developing a unique identifier that would become 
mandatory from September 2015 across all sectors, including both primary and secondary care.  A 
working group involving key stakeholders will be convened so that we can work collaboratively find 
a workable solution. 

The data items of the wMDS have been agreed as those essential for workforce planning and that 
the items will remain as current defined.  There will be an annual review of the wMDS data items to 
ascertain if they are still required and to review any suggested new items to be added. 

Question 9 – Do you agree that data collection systems should have 
restricted access to users?  

Responses 
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Figure 5: Q9 – Do you agree that data collection systems 
should have restricted access to users?  

  Total 

Yes 60 

No 5 

Unsure 2 

No response 14 
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Analysis of responses: 

The majority, 74%, agreed to this statement, 6% did not agree, 3% were unsure and 17% did not 
respond. 

Main comments received: 

 Three responses were positive about the collection systems. 

 One respondent was reassured that access to data will be restricted to key individuals and 
that there will be audit trails.  

 Four respondents commented that only the employers should have access to identifiable 
information; one commented that basic numbers and basic information should be freely 
available. 

 Three comments reiterated that the data should not be collected at all and one respondent 
didn’t think that the data collection systems were secure and that they needed protection.  

 

HSCIC response: 

Given the large majority of respondents in favour, this proposal will be implemented.  The data 
collection systems will restrict access to those assigned by the data providers and a few key 
professionals within the HSCIC. 

Both systems have been tested extensively and have met all required security standards.  

The wMDS data items have been agreed as those essential for workforce planning and the items 
will remain as current defined.  There will be an annual review of the wMDS data items to ascertain 
if they are still required and to review any suggested new items to be added. 

 

Question 10 – Do you agree in the provision of non-disclosive 
aggregated data? 

The HSCIC will disclose only pseudonymised data, unless there is a legal basis for the disclosure 
of confidential data 

The information collected will be aggregated and analysed. Non-disclosive information will be 
published by the HSCIC with the aggregated data made available for workforce planning, 
accountability, to respond to Parliamentary Questions and Freedom of Information requests and 
supplied in aggregated reports to DH, HEE, clinical commissioning groups and NHS England. 

Data providers to be made aware of all the uses the data will be put to using a number of 
mechanisms including: 

 Early communication to data providers at the outset of any data collection period. 

 Fair processing notice – template document for employers to provide to staff to highlight how 
their individual data will be used. 

 Data sharing agreements, data provider agreements, memoranda of understanding – 
individual agreements as appropriate following HSCIC policy. 

 Project data usage document – sector specific document providing details of secondary 
usage, and  

 Data providers will be made aware of the uses the validated published data (not raw data) 
will be used. 
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 A few organisations (HEE, universities, research institutes) will have access to 
pseudonymised individual information with these releases being subject to a strict 
authorisation process. The HSCIC will undertake checks to ensure information requested is 
essential and that it will be used to support the delivery of health and social care in England. 
Data Sharing Agreements (DSAs). There will be checks to ensure the information is shared 
safely by specifying how the data will be securely, transferred, stored and destroyed and 
who in the receiving organisation is permitted to use the data. The HSCIC small numbers 
panel and disclosure policy will also be used to evaluate the validity of any request. 

 

Responses 

  

 

Analysis of responses: 

Nearly half of responders 46% agreed with the provision of non-disclosive aggregated data. There 
were 27% who did not agree, 11% were unsure and 16% did not respond.    

Main comments received: 

 Many of the 46% of ‘yes’ responses agreed that aggregated non-disclosive data was more 
acceptable and that only this type of data should be used . They remained unhappy about 
the information being collected. One respondent who only employed a small number of 
people stated that it would be impossible to anonymise their identity as it would be 
identifiable by job title alone.  

 There were 3 responders who remained positive about the collections and who stated that 
the publication of aggregated data allows benchmarking and supports the transparency 
agenda. It was understood that this information is needed to support the deliverables of the 
Five Year Forward View and that the collection is vital to inform the expenditure of education 
and training budgets in an effective and productive way. 

 Two respondents stated that the question was confusing and the implications of it unclear 
that the information from the HSCIC needs to be better defined. 

 A suggestion was raised that a data sharing agreement could be set up between an 
employer and employee to have the options written into their contract and that they could 
‘opt out’ of their information being shared if required. 
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Figure 6: Q10 – Do you agree in the provision of non-
disclosive aggregated data? 

  Total 

Yes 37 

No 22 

Unsure 9 

No response 13 
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HSCIC response: 

This proposal will be implemented.  All data published and provided by the HSCIC will be 
aggregated and non-disclosive.  The only exceptions will be when required to do so by law and for 
extracts with an Information Governance agreed data sharing agreement. 

A fair processing notice template is available to all data providers and can be found on the HSCIC 
website at http://www.hscic.gov.uk/wmds  

Note:  A fair processing notice template is a document for employers to provide to staff which will 
explain how their individual data will be used. 

 

Question 11 – Given the legal reasons and the HSCIC data handling 
processes, do you agree that individuals have no right to object to 
their data being provided to the HSCIC? 

An individual has the right to object to information about them being processed where it is causing 
them significant damage or damage and associated distress (section 10, Data Protection Act).  
However, this right does not apply in cases prescribed by the Secretary of State.  The HSCIC has 
been directed by the Secretary of State to collect information for the WIA project, effectively 
removing this right.     

 The HSCIC on collecting this information is acting on a direction from DH and this direction 
invokes the HSCIC power set out in section 259 of the 2012 Health Act which imposes a 
legal obligation to providers of NHS funded services to submit the data which in turn invokes 
section 10(2)(a) of the DPA which dis-applies section 10 and the right to object. 
 

 In addition: Public sector workforce data is not held in confidence and so the general right to 
dissent provided under common law does not apply. 

To provide assurance to the workforce specifically the HSCIC will: 

 Obtain and process the minimum necessary individual workforce identifiable data. 

 Store and process identifiable data securely, meeting or exceeding the standards 
required of NHS organisations, including technology to: 

i. de-identify data received as early as possible, and assign a meaningless 
identifier (pseudonymisation). 
ii. store data in its capacity as the safe haven under the Health and Social 
Care Act 2012. 
iii. protect against attacks from unauthorised individuals (e.g. hackers) 
iv. protect against inappropriate behaviour by staff 
v. provide only legitimate personnel with access to HSCIC systems, and to no 
more access than they legitimately require. 

 Keep to the absolute minimum the number of staff permitted and able to access and 
view workforce identifiable data.  

 Destroy data held in identifiable form as soon no longer required, or in accordance 
with the retention policy. 

 Disclose only pseudonymised data, other than where required by law to do so, and  

 Destroy data held in identifiable form as soon as it is no longer required, or in 
accordance with the retention policy.  

 

http://www.hscic.gov.uk/wmds
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Given the exclusion of the highly sensitive items from the wMDS data set and the actions 
taken to mitigate all the other identified risks, the project group sees no further perceived 
reasons for individuals to be able to object to organisations supplying employee data.  Any 
necessary IG and data security precautions will be in place to minimise the risk of release of 
individual level data/information. 

 

Responses 

 

Analysis of responses: 

Nearly half of all respondents 49% disagreed with the statement that individuals have no rights to 
object to their data being provided to the HSCIC. A quarter of the respondents did agree to this 
statement, 12% were unsure and 14% did not respond. 

Main comments received 

 There were over 25 comments made showing objections to this statement. Many were 
concerned that it went against certain principals of the Data Protection Act and that all 
individuals should have the right to object to their data being used and that it was intrusive 
and unnecessary. One commented that HSCIC allows patients to object to data submission 
and that staff should be able to object too. There were also concerns raised over the 
security of data and the risk of identity theft. 

 Six comments received back were supportive of the statement, stating an understanding of 
the need to collect this information to assess the current and future workforce needs and to 
allow for effective planning. One respondent felt confident that the data handling processes 
which have been highlighted in the document should provide assurance that appropriate 
data security measures are in place.  

 There were 3 respondents who could see why collecting clinical staff data for future 
workforce planning was useful but couldn’t see the need to collect data regarding non-
clinical staff and that they should be excluded from the scope and have the right to object.  

 

Additional information  

During the consultation period the HSCIC contacted the Information Commissioners Office (ICO) 
on this specific area. 
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Figure 7: Q11 - Given the legal reasons and the 
HSCIC data handling processes, do you agree that 

individuals have no right to object to their data being 
provided to the HSCIC? 
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The ICO confirmed the HSCIC is legally able to collect the wMDS and that the information required 
does not breach the Data Protection Act.  

We are aware that the ICO has been contacted by a number of organisations raising concerns 
about the wMDS and the ICO has provided the same advice to these organisations. Further details 
of the ICO response are available on request. 

HSCIC response: 

The HSCIC acknowledges that the majority of respondents did not agree with the proposal that 
individuals have no rights to object. Incorporating the ICO response, the HSCIC will provide the 
advice for organisations regarding an individual’s right to object and the use of the NINO by the 
HSCIC, which will be contained in the Fair processing notice template. It should be noted that 
unlike patient information, where the Secretary of State promised that any objection would be 
automatically upheld, the decision on whether to do so for workforce data rests with the data 
controller. Extracts from the Fair processing notice template 

Advice for Organisations 

 Under the Data Protection Act individuals have the right to object in writing to the 
processing of personal data that may cause them substantial damage or substantial 
distress. In turn a data controller (e.g. your organisation or GP practice) has to respond to 
such a request within 21 days of its receipt. In this response the data controller must state 
whether they intend to comply with the request, or state that they consider that the request 
is unjustified and then whether the data controller will comply with the request to any 
extent. Use of the NINO.   
 

 The use of an individual’s National Insurance Number (NINO) is needed because it has 
been identified as the most reliable unique identifier for an individual. As an interim 
measure, the NINO will be desirable for the March 2015 collection only.   

The NINO is used to produce a pseudonymised workforce identifier at the first stage of the 
data process.  This links information held in the workforce Minimum Data Set. The 
National Insurance number is not retained once this has been done and so no data can be 
traced back to an individual after this point. 

We are working with partners including the GPC to develop a reliable alternative to the use 
of the NINO which we will introduce as quickly as we can. 

 

Given the concerns raised on the provision of the NINO number, for the March 2015 collection 
only, the provision of the NINO will be a desirable data item rather than a mandatory one. However, 
we strongly encourage that the field should be completed. This will enable us to consider possible 
options for developing a unique identifier that would become mandatory from September 2015 
across all sectors, including both primary and secondary care.   

A working group involving key stakeholders will be convened so that we can work collaboratively 
find a workable solution. 

Further information will be published once an agreement has been reached by all parties. 
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Question 12 - Do you agree that the HSCIC’s data security and 
information governance controls are appropriate to ensure that no 
sensitive identifiable workforce information will be released? 

Throughout the numerous workshops and pilots concerns were raised over the supply and storage 
of personally identifiable data such as NINOs. The Health and Social Care Act 2012 provides a 
legal basis for the collection of individual data items which places a duty on all organisations that 
deliver care funded by the NHS in England to provide data on their current workforce.  It is 
important to note that identifiable workforce data has been processed by the HSCIC for many 
years. 

To ensure that the provision for, the HSCIC to process workforce information meets legal 
requirements and complies to IG standards the HSCIC will: 

 Obtain and process the minimum necessary individual workforce identifiable data. 

 Store and process identifiable data securely, meeting or exceeding the standards 
required of NHS organisations, including technology to: 

i. de-identify data received as early as possible, and assign a meaningless 
identifier (pseudonymisation) 
ii. store data in its capacity as the ‘safe haven’ under  the Health and Social 
Care Act 2012 
iii. protect against attacks from unauthorised individuals (e.g. hackers) 
iv. protect against inappropriate behaviour by staff, and  
v. provide only legitimate personnel with access to HSCIC systems, and to no 
more access than they legitimately require. 

 Keep to the absolute minimum the number of staff able to access and view workforce 
identifiable data. 

 Destroy data held in identifiable form as soon as they are no longer required, or in 
accordance with the retention policy. 

 Disclose only pseudonymised data, other than where required by law to do so. 

 Monitor who accesses workforce identifiable data by maintaining an audit trail to 
record, retain and report on system events (which staff members have been assigned 
access rights to view workforce identifiable data). 

 
Data providers will be made aware of the security/IG measures in place to protect their data which 
will include:  

 Publishing a Privacy Impact Assessment document. 

 Penetrating test collection systems and publishing the results. Organisations will be 

made aware of the levels of system security testing undertaken. 

 Suppression of any figures which could lead to the risk of identification of any 

sensitive information about an individual. 
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Responses 

 

Analysis of responses: 

Of the respondents, 37% felt that the HSCIC’s data security and information governance controls 
were not appropriate to ensure no sensitive identifiable workforce information will be released. 27% 
did think they were appropriate, 20% were unsure and 16% did not respond. 

Main comments received 

There were 28 comments received for this question. Two respondents  commented that they felt 
the HSCIC wasn’t entitled to collect the information in the first place; therefore the question was 
irrelevant.  

The majority of the responses to the comments (16) did not agree with the statement and said they 
didn’t feel confident at all that HSCIC could guarantee security of this data. Many felt that even 
though controls were in place, no security is 100% fool proof and that no policy or control is as 
secure as not having the data in the first place. 

Two respondents were positive and stated that they felt confident that the HSCIC was the 
appropriate body to provide the data security and governance required. 

Three respondents  made a comparison with the SONY security breach and questioned the 
strength of the HSCIC security system and reiterated that data must be anonymised at the point of 
extraction. 

HSCIC response: 

Although there was a small majority of respondents who had concerns over the HSCIC data 
security and information governance (IG) controls, they were mainly concerned that no 
organisation, including the HSCIC, could provide a 100% guarantee on the security of the data.   

The HSCIC welcomed these comments. However, its data security and IG are in line with or 
exceed legal and government requirements which should provide assurances to data providers.  
The HSCIC is constantly reviewing data security and storage and will continue to provide and 
improve a secure and safe haven for information received.  Given the HSCIC controls this proposal 
will be implemented. 
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Figure 8: Q12 - Do you agree that the HSCICs data 
security and information governance controls are 
appropriate to ensure that no sensitive identifiable 

workforce information will be released? 

  Total 

Yes 22 

No 30 

Unsure 16 

No response 13 
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Q13 - Please use the space below to note down any other comments, 
ideas or feedback that you would like us to consider as part of this 
consultation. 

We received 42 comments in this final section, of which 9 were broadly positive, 4 saw the benefits 
but also had concerns and 29 were against this proposal and raised a number of concerns and 
questions about the necessity of collecting and storing the data.  

All the additional comments received in this section related to areas covered in the previous 
questions (Q6 – Q12) and no new areas were highlighted which require any further work. 

 

 

Next Steps and Timescales 

   Area of work           By 

 Publish the Fair Processing Notice Template     March 2015 

 Update the WIA project PIA document      April 2015 

 Publish collection systems penetration testing reports    April 2015 

 Set up / hold and publish findings from a working group to  Summer 2015 

      Review the options for unique identifier     

 Review retention periods        June 2015 

 Continue communication & engagement with all stakeholders  Ongoing    

 

Feedback 

The HSCIC welcomes feedback about this document, If you would like to make any comments on 
this matter please do so using one of the methods below, clearly stating ‘wMDS Privacy Impact 
Assessment consultation response’ as the subject heading, and contact: 
Email:  enquiries@hscic.gov.uk  

Telephone:  0300 303 5678 

Post:  1 Trevelyan Square, Boar Lane, Leeds, LS1 6AE. 
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