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Executive Summary 

This document records the key findings of a Data Sharing Audit1 of University Hospitals 

Birmingham (UHB) on 27th August 2014 against the requirements of the Health and Social 

Care Information Centre (HSCIC) Data Sharing Agreements in relation to data sharing 

agreement RU396 covering Hospital Episode Statistics (HES) and Office of National 

Statistics (ONS); both were provided in pseudonymised format.  This audit was conducted 

using approved and mature methodology based on ISO standard 19011:2011 (Guidelines for 

auditing management systems) and follows the same format for all audits of Data Sharing 

Agreements conducted by HSCIC.   

In total, one Minor Nonconformity and two Observations were raised2: 

 There is insufficient evidence of a comprehensive end to end risk assessment and 

treatment process; consideration needs to be given as to how to satisfactorily 

demonstrate compliance (Minor) 

 Documentation version and configuration control would benefit from review and update 

(Observation) 

 Consider how to use risk assessment and treatment to inform the internal audit 

programme (Observation) 

Areas of Good Practice 

 Data is separate from public facing and end user interfaces with the audit trail of user 

access and activity appearing to be well controlled 

 Data destruction policies and procedures are in place with safe storage systems practiced 

 Recruitment and retention processes are particularly rigorous  

 The ongoing training development programme supports succession planning 

 Dissemination of changes to regulatory legislation 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented on the day, there is minimal risk of inappropriate exposure and / or access to data 

provided by HSCIC to UHB under the terms and conditions of Data Sharing Agreement 

RU396 signed by both parties. 

                                            

 

 

1 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and evaluating 

it objectively to determine the extent to which the audit criteria  are fulfilled 

2
 Definitions found in Section 1.4 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential3 information appropriately.   

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC Non-

Executive Director Sir Nick Partridge recommended that the HSCIC should implement a 

robust audit function that will enable ongoing scrutiny of how data is being used, stored 

and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds Data Sharing Agreements (DSAs).  The established 

audit approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s draft 

Code of Practice on Confidential Information5, DSAs signed by the relevant contractual 

parties and the international standard for Information Security, ISO 27001:2013. 

1.2 Background  

UHB currently hosts the largest hospital Intensive Care Unit in Europe with 100 beds.  

Six years ago, the Queen Elizabeth Hospital established a Quality and Outcomes 

Research Unit, one of the first in a British hospital and is one of only five (5) Trusts in 

England that have fully met the Care Episodes Statistics dataset requirements.  The IT 

systems support paperless Outpatient and Inpatient records along with 100% e-

prescribing.  The single Trust-wide system enables decision support providing algorithms 

of patient care and electronic monitoring of prescribing practice and patterns.  The Trust 

dashboard currently covers 790 indicators which provide a range of benchmark 

information supporting clinical decision making, service redesign and performance. 

                                            

 

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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UHB produces a web-based dashboard tool which initially had nine (9) subscribing 

Trusts; this has now progressed to a large number of subscribing organisations across 

England.  The next phase will see the expansion to Commissioning Support Units 

(CSUs) and Academic Health Science Networks.  The tool utilises not only Hospital 

Episode Statistics (HES) and Office for National Statistics (ONS) data but incorporates 

indicators associated with National Health Service (NHS) Choices, the Care Quality 

Commission (CQC) and publicly available data.  The tool is presently being used by CQC 

and Monitor at no cost.  Charges for the provision of aggregate analytics are made to 

non-NHS organisations which provide a consultancy service; all monies received are re-

invested into the continued maintenance and development of the tool and associated 

support services. 

1.3 Purpose  

This report provides an evaluation of how UHB conforms to the requirements of DSA 

covering Hospital Episode Statistics (HES) and Office of National Statistics (ONS); both 

were provided in pseudonymised format. It also considered whether UHB conformed to 

its own policies and procedures.  The document provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the DSA or the audit criteria was not fulfilled, it will be 

classified as a Major Nonconformity, Minor Nonconformity or Observation. 

1.4.1 Major Nonconformity 

The finding of any of the following: 

 The absence of a required process or a procedure 

 The total breakdown of the implementation of a process or procedure 

 The execution of an activity which could lead to an undesirable situation 

 Significant loss of management control 

 A number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk 

1.4.2 Minor Nonconformity 

The finding of any of the following: 

 An activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk 

 A weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk  

 An activity or practice that is ineffective but not likely to be associated with a 

significant risk 
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1.4.3 Observation 

In the Audit Team’s considered opinion, a situation where a requirement is not being 

breached but a possible improvement or deficiency has been identified. 

1.5 Audience  

This document has been written for the Director of Data Dissemination Services.  A copy 

will be made available to the HSCIC Community of Audit Practice, Assurance and Risk 

Committee and the Information Assurance and Cyber Security Committee for governance 

purposes.  The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

UHB along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 UHB is adhering to the standards and principles of the DSA and audit criteria 

 Data handling activities within the organisation pose any risk to patient confidentiality  

or HSCIC 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

UHB has established a management framework to control the implementation and use of 

data received from HSCIC.  An Information Security Policy is in place with named senior 

officers within the organisation responsible for adherence to this policy.  Employees with 

specific responsibilities for receipt and management of data are required to complete 

mandatory Information Governance (IG) training on an annual basis. 

All potential employees undergo a rigorous selection procedure and all staff involved in 

manipulating data for dashboard use including receipt, management and analysis before 

testing and uploading to a customer-facing interface complete a competency framework 

and sign-off. 

Verbal confirmation and written evidence seen by the Audit Team demonstrated that only 

the staff named within the DSAs had access to data provided by HSCIC.  Access is 

through a secure login protocol which provides an audit trail of activity. 

Logins for clinicians authorised to access the dashboard include a link to their General 

Medical Council (GMC) reference number6 where applicable. 

The system allows clinicians holding the correct authorisation to access data pertaining 

to their own patients and also has the ability to monitor user-access to ensure 

appropriate use of the tool. 

User-based access controls are well managed by UHB who create, monitor and maintain 

all accounts including time-restricted access. 

Accounts are reviewed on a quarterly basis, with each subscribing organisation required 

to identify two primary contacts who act as a control, confirming all access requirements, 

including starters and leavers. 

A Starter and Leaver Checklist is in place and has controlled management arrangements 

which includes removal of names. 

                                            

 

 

6  http://www.datadictionary.nhs.uk/data_dictionary/attributes/g/general_medical_council_reference_number 
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UHB clients wishing to access NHS sub-Trust-level information can only do so through a 

subscription model.  The tool is monitored by specific software to ensure security of data 

and audit trails of access. 

Conclusion: Access Control and associated login methodology used to gain access to 

public facing and secure data seems well managed and there appears to be minimal risk 

of exposure to unauthorised / inappropriate access to data. 

2.2 Information Transfer 

Information and associated data / tools available to the public / NHS is held on separate 

servers to those used for holding the data files and test / development environments.  

Receipted information is initially collated in a secure server before being transferred to 

the subscriber-facing dashboard.  All testing and development of data models for use by 

subscribers and / or public view is managed in the secure environment and taken through 

a Quality Assurance process prior to release.  The testing process was demonstrated 

and found to be sufficiently secure; access to the secure servers and tools is encrypted 

and the process is auditable. 

The public facing web portal provides only aggregated data through a Quality Dashboard 

as a snapshot of information at any given point in time.  UHB clients wishing to access 

NHS Trust-level information can only do so through a subscription model.  Subscribing 

organisations must submit the names of those employees who have been authorised to 

access Trust-specific information by the respective Caldicott Guardian. 

The system suppresses Small Numbers7 and processes are in place to control named 

access to such data which requires sign-off by the subscribing organisation’s Caldicott 

Guardian or equivalent. 

Conclusion: Information passing over public networks is protected from fraudulent use, 

modification, disclosure, misrouting and duplication. There is no direct link between 

public facing tools and information and the source HES data which is managed on a 

separate secure environment.                                                                                                                                                    

2.3 Disposal of Data 

The DSA specifically refers to a requirement to provide confirmation in writing of secure 

disposal. 

                                            

 

 

7
 Up to 5 individuals 
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A documented and robust procedure for HES data has been written; directions for the 

disposal of data are particularly strong.  The entire data repository is held in electronic 

version on a separate secure environment with controlled access by named individuals.  

Records of destruction are auditable through the internal user and activity logs available 

through the system.   

HES Standard Operating Procedure advises that “destruction of records is an irreversible 

act”; deletion from a shared drive means back-ups have also been deleted.   

A contract is retained with a sub-contractor should any paper-based confidential 

information require destruction, accompanied by a record of destruction for that activity. 

Conclusion: The safe handling of information from import to disposal is particularly 

strong.  

2.4 Risk Assessment and Treatments 

Risk management is controlled and cross-referenced to organisational and business unit 

policy guidance and procedures. A Risk Register, as required by the DSA, is included in 

the HES Standard Operating Procedure, but contains only two entries.  The register does 

not show: 

 Risk status 

 Mitigating actions and documented evidence of management review and control 

 Timescales for resolution  

The control appears to be recorded at too high a level to be adequately assured that all 

known risks are understood and actively managed.  In addition, the frequency of risk 

reviews is not clear since there is a lack of dates raised and last review; the document 

containing the Risk Register only has an annual review schedule. 

An audit programme was seen to be in place however the areas are cyclical and regular 

instead of being informed by risks to the organisation and the consequential potential 

impact. 

Disaster recovery is operational but testing is still to be completed across all business 

areas and will be followed up at the next audit meeting. 

Conclusions: There appears to be no comprehensive end to end risk assessment and 

treatment process.  This needs to be addressed as a priority area for follow-up at the 

next audit. 

2.5 Operational Planning and Control 

The organisation is ISO certified to two standards: 9001:2008 (Quality management) and 

27001:2013 (Information security).   

There is a clear understanding of expectations with regard to compliance with legal and 

contractual requirements.  The process is headed by a lawyer within the Corporate 
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Compliance division who reviews, identifies and disseminates any changes to regulatory 

legislation to Heads of Service. 

UHB have an internal audit programme in place confirmed by the ISO 9001 surveillance 

report. 

The control mechanisms for access to raw data and the public-facing tool are well 

documented and managed. 

Version control and documentation configuration management for hospital-wide policies 

require attention. 

There are currently no plans to move data to a Cloud-based environment8; data is held 

on separate servers internal to UHB.  A contract is in place for a third party to undertake 

penetration testing of the system and this is reviewed annually. 

Documented policies stated as being in place but not seen by the Audit Team due to time 

constraints will be followed up at the next visit: 

 Mandatory IG and IG refresher training records for all staff 

 Guidance handbooks in place for standards processes and procedures used by the 

organisation 

 Minutes for monthly management meetings 

 Annual Business Plan 

 Information Asset Register 

Conclusions:  ISO certification against two different standards (Quality Management 

and Information Security) indicates independent validation of control effectiveness.  An 

internal audit programme is in place but an opportunity exists to inform these reviews 

through an informed risk management methodology. 

2.6 Auditee Feedback 

UHB was provided with an opportunity to comment on any aspect of the current 

processes employed by HSCIC in disseminating data, the Data Sharing Agreement or 

the audit itself. 

2.6.1 Legal and Contractual Obligations 

Clear guidance from HSCIC is required with regards to legal and contractual 

                                            

 

 

8
 A Cloud environment deploys groups of remote server and software networks for centralised data storage and online access to 

computer services, often through the internet; this is generally to avoid upfront infrastructure costs. 
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obligations with examples where appropriate.   

Transparency regarding sanctions and penalties plus right of appeal for breaches must 

be provided by HSCIC.  

2.6.2 Copyright 

Clear instruction is needed with regards to the copyright status of data collected by 

HSCIC when source data is in fact owned by another organisation (i.e. NHS Trusts).  

What is the status of copyright given that HSCIC is a repository for such data rather 

than the data owner? 

Clear guidance is required from HSCIC over positioning of copyright recognition and 

source of data (i.e. front screen / pages only or all screens and pages of all products). 

2.6.3 DSA Applications 

There is a need to address the multiple Data Re-use Agreement (DRA) issues as 

several cover short time periods only and need renewal in order to gain a sufficient 

breadth of data to allow appropriate analysis. 

Timeliness of data releases must be improved in order to facilitate receipt as near to 

month end as possible.  Untoward delays in the receipt of data has a negative impact 

on the information available to subscribers and therefore affects decision making 

processes at front line NHS level. 

A fast-tracking mechanism should be considered for trusted users of HES / ONS data.  

Data sharing audits would provide the criteria and evidence for awarding trusted 

status.   

There is evidence to suggest that several iterations of a DRA / DSA are produced prior 

to final approval with consequent delays in access to data and service provision to 

subscribers.  It is suggested that representation of the submission at the Data Access 

Advisory Group (DAAG) will streamline the process and provide real time opportunities 

to answer any questions and negate the need for multiple reviews of requests. 

Clarity of the overall process from application submission to release of data is required 

from HSCIC as it currently seems burdensome.  Automated progress review facility for 

DSA / DRA agreements should be considered. 

2.6.4 Standardisation Committee for Care Information (SCCI) 

Guidance is needed from HSCIC on the process for submitting new ideas on how to 

employ data to inform subscribers of a new range of indicators and what if any caveats 

there would be for this use. 

Improvements are needed with regards to minimum data sets which identify patient 

episodes to Intensive Care Unit (ICU) anaesthetists and operating consultants in order 

to improve patient outcomes. 
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3 Conclusions 

Table 1 identifies the Critical and Minor Nonconformities and Observations raised as part of the audit.  

Ref Comments ISO 27001 

Clause 

Section in 

this Report 

Designation 

1 There is insufficient evidence of a comprehensive end to end risk assessment and treatment 

process; consideration needs to be given as to how to satisfactorily demonstrate compliance 

6.1.2 2.4 Minor 

2 Documentation version and configuration control would benefit from review and update 7.5.2 b 2.5 Obs 

3 Consider how to use risk assessment and treatment to inform the internal audit programme 9.2 2.5 Obs 

4     

5     

6     

7     

8     

9     

 

Table 1: Nonconformities and Observations
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3.1 Next Steps 

UHB is required to review and respond to this report, providing corrective action 

plans, the parties responsible for the action and the timeline, based on priority and 

practicalities for incorporation into existing workload.  As per agreement, review of 

the management response will be discussed by the Audit Team and validated at a 

follow-up meeting with UHB to confirm whether the proposed actions will 

satisfactorily address Nonconformities and Observations raised. 

Ongoing monitoring of progress against corrective actions will be conducted to an 

agreed schedule with UHB. 


