
 

  

 

 

Copyright ©2015 Health and Social Care Information Centre 

HSCIC Audit of Data 
Sharing Activities: 

 

NHiS 

 

 

Directorate / Programme Data Dissemination Services Project / Work Data Sharing Audits 

 Status Final 

Acting Director Chris Roebuck Version 1.0 

Owner Rob Shaw Version issue date 19-Jan-2015 

 

 

  

 

 

 

 

 

 



Data Sharing Agreements Audit: NHiS v1.0    19-Jan-2015 

 

 

Page 2 of 13 Copyright ©2015 Health and Social Care Information Centre 

Contents 

Executive Summary 3 

1 About this Document 4 

1.1 Introduction 4 

1.2 Background 4 

1.3 Purpose 5 

1.4 Nonconformities and Observations 5 

1.5 Audience 6 

1.6 Scope 6 

1.7 Audit Team 6 

2 Audit Findings 7 

2.1 Access Controls 7 

2.2 Information Transfer 7 

2.3 Disposal of Data 8 

2.4 Risk Assessment and Treatments 8 

2.5 Operational Planning and Control 9 

2.6 Auditee Feedback 10 

3 Conclusions 12 

3.1 Next Steps 13 

 

  



Data Sharing Agreements Audit: NHiS v1.0    19-Jan-2015 

 

 

Page 3 of 13 Copyright ©2015 Health and Social Care Information Centre 

Executive Summary 

This document records the key findings of a Data Sharing Audit1 of NHiS on 29th August 2014 

against the requirements of the Health and Social Care Information Centre (HSCIC) Data 

Sharing Agreements (DSAs) in relation to data sharing agreement RU1038 covering Hospital 

Episode Statistics (HES) and Office of National Statistics (ONS); both were provided in 

pseudonymised format.  This audit was conducted using approved and mature methodology 

based on ISO standard 19011:2011 (Guidelines for auditing management systems) and 

follows the same format for all audits of Data Sharing Agreements conducted by HSCIC.     

In total, four Minor Nonconformities were raised2; successful resolution will significantly 

contribute to attaining ISO 27001:2013 certification. 

 Information governance activities must be further developed (Minor) 

 Add audit outcomes and risk assessment / treatments as standing agenda items at 

Commercial and Production meetings (Minor) 

 Establish a procedure for ongoing compliance with legal regulatory changes through a 

clearly identified procedure and owner (Minor) 

 Establish a set of quality objectives for products provided (Minor) 

Areas of Good Practice 

 Data destruction policies and procedures are in place with safe storage systems practiced 

 Recruitment, retention and ongoing training development processes are particularly 

rigorous in demonstrating resourcing competency 

 Documented requirements for second party provision of services to NHiS are sound 

 Double suppression of Small Numbers3 provides extra assurance of security around 

patient identification 

The Audit Team did not witness any breaches of current DSAs or Data Re-use Agreements 

(DRAs).  In summary, it is the Audit Team’s opinion that at the current time and based on 

evidence presented on the day, there is minimal risk of inappropriate exposure and / or 

access to data provided by HSCIC to NHiS under the terms and conditions of RU 1038 Data 

Sharing Agreement (DSA) signed by both parties.   

 

 

                                            

 

 

1 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and evaluating 

it objectively to determine the extent to which the audit criteria  are fulfilled 

2
 Definitions found in Section 1.4 

3
 Up to 5 individuals 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential4 information appropriately.   

The Review of Data Releases by the NHS Information Centre5 produced by HSCIC Non-

Executive Director Sir Nick Partridge recommended that the HSCIC should implement a 

robust audit function that will enable ongoing scrutiny of how data is being used, stored 

and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds DSAs.  The established audit approach and 

methodology is using feedback received from the auditees to further improve our own 

audit function and our internal processes for data dissemination to ensure they remain 

relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s draft 

Code of Practice on Confidential Information6, DSAs signed by the relevant contractual 

parties and the international standard for Information Security, ISO 27001:2013. 

1.2 Background  

NHiS was launched in March 2007 in response to the growing need in the marketplace 

for quantitative and qualitative data to inform service redesign and pathway efficiencies. 

The company was acquired by the Wilmington Group Plc in February 2013 which 

currently operates in ten geographical locations including the UK, France, Spain, Hong 

Kong and the US; NHiS Ltd is one of three companies that sit inside Wilmington 

Healthcare, an operating division of the plc. Other companies within this division are 

Beechwood House Publishing Ltd (Binleys, OnMedica) and APM (a Paris-based French 

news service). HES data received from HSCIC is used only in England and the client 

base is largely in the field of life sciences. 

                                            

 

 

4
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
5
 www.hscic.gov.uk/datareview 

6
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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NHiS specialises in the application of innovative data and in-depth understanding to 

assist with decision making and service redesign of patient care for both commissioners 

and providers of health care services.  Consultancy services provided by NHiS are 

supported by a secure data warehouse.  This environment holds multiple data sources 

including HES which is used to provide clients with artefacts which inform healthcare 

planning. 

With Binley’s already ISO 9001 (Quality Management) certified and the Wilmington 

Group plc moving towards ISO 27001 (Information Security), the logical next step is for 

NHiS to use the findings from this audit as a catalyst to progress towards ISO 

certification. 

1.3 Purpose  

This report provides an evaluation of how NHiS conforms to the requirements of the DSA 

RU1038, covering Hospital Episode Statistics (HES) and Office of National Statistics 

(ONS) data. The document provides a summary of the key findings. 

1.4 Nonconformities and Observations 

Where a requirement of either the DSA or the audit criteria was not fulfilled, it will be 

classified as a Major Nonconformity, Minor Nonconformity or Observation. 

1.4.1 Major Nonconformity 

The finding of any of the following: 

 The absence of a required process or a procedure 

 The total breakdown of the implementation of a process or procedure 

 The execution of an activity which could lead to an undesirable situation 

 Significant loss of management control 

 A number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk 

1.4.2 Minor Nonconformity 

The finding of any of the following: 

 An activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk 

 A weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk  

 An activity or practice that is ineffective but not likely to be associated with a 

significant risk 
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1.4.3 Observation 

In the Audit Team’s considered opinion, a situation where a requirement is not being 

breached but a possible improvement or deficiency has been identified. 

1.5 Audience  

This document has been written for the Director of Data Dissemination Services.  A copy 

will be made available to the HSCIC Community of Audit Practice, Assurance and Risk 

Committee and the Information Assurance and Cyber Security Committee for governance 

purposes.  The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

NHiS along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 NHiS is adhering to the standards and principles of DSAs and audit criteria 

 Data handling activities within the organisation posed any risk to patient 

confidentiality or NHiS 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

NHiS has established a management framework to control the implementation and use of 

data received from HSCIC.  An Information Security Policy is in place with named senior 

officers within the organisation responsible for adherence to this policy.  All staff appear 

to go through an effective, rigorous and documented induction and personal development 

cycle. 

There is a need to improve the active management of the internal named or authorised 

user directory to ensure that only the most current version of the document is used, 

reflecting all information regarding starters and leavers. 

Evidence was provided to demonstrate that only the staff named within the DSAs had 

access to data provided by HSCIC.  Access is through a secure login protocol which 

provides an audit trail of activity.  

Data is held in a secure data warehouse which is separate from the customer-facing 

system.  A separate analytical tool is used by analysts to interrogate multiple fields of 

information prior to the provision of a customer-facing product.  Researchers are 

registered with the Association of the British Pharmaceutical Industry (ABPI) and work 

towards British Healthcare Business Intelligence Association (BHBIA) certification. 

Client log on verification is controlled and recorded by the system. The customer service 

team provide single point of contact to access the information. 

Controls with regards to third party suppliers of products and / or services are in place 

and documented; suppliers did not have access to actual, only mock, HES data. 

Clients provide lists of authorised users who receive separate notification of their user 

names and passwords. 

The audit trail of user activity appears to be well controlled. 

As some activities can be handled at sister companies, NHiS should consider changing 

the DSAs / DRAs to Wilmington plc so that the wider group is aware of corporate 

responsibilities for data sharing. 

Conclusion: Access Control and associated login methodology used to gain access to 

public facing and secure data seems well managed and there appears to be minimal risk 

of exposure to unauthorised / inappropriate access to data. 

2.2 Information Transfer 

Receipted information is initially collated in a secure server before being transferred to 

the public facing / end user interface.  All testing and development of data models for use 
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by subscribers and / or public view is managed in the secure environment and taken 

through a Quality Assurance process under the management of a named individual prior 

to release. 

The public facing web portal provides only aggregated data through a Quality Dashboard 

as a snapshot of information at any given point in time.  NHiS clients wishing to access 

NHS Trust-level information can only do so through a subscription model.  Subscribing 

organisations must submit the names of those employees who have been authorised to 

access Trust-specific information. 

All Small Numbers which may identify an individual undergo a double lock-down 

procedure to ensure that any sensitive information cannot be inferred whether at an 

individual or aggregate level. 

Conclusion: Information passing over public networks is protected from fraudulent use, 

modification, disclosure, misrouting and duplication. There is no direct link between 

public facing tools and information and the source HES data which is managed on a 

separate secure environment.                                                                                                                                                    

2.3 Disposal of Data 

The DSA specifically refers to a requirement to provide confirmation in writing of secure 

disposal. 

Data destruction policies, procedures and guidelines based on the best practice 

guidelines on data destruction from the HSCIC are in place. The policy references 

disposal through in-house pattern wiping software and shredding / disintegration. 

A documented procedure for the import of HES data has been written though lacks 

configuration management and version control.  There is a stated requirement to provide 

written confirmation to HSCIC that data has been securely disposed. 

Records of destruction are auditable through the internal user and activity logs available 

through the system.  However, due to time constraints, the Audit Team did not see 

evidence; this will be followed up at the next audit visit. 

Conclusion: The safe handling of information from import to disposal, including record 

keeping has been demonstrated.  However, evidence of destruction will be a priority at 

the next visit. 

2.4 Risk Assessment and Treatments 

A Risk Register is in place as required by the DSA but is still in its early stages and 

should be amended to include version control. 

Control measures, owners, improvements and target delivery dates were present though 

not all fields within the log are complete or up to date. 

There is a process in place to review the Risk Register on a quarterly basis; the next 
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review is due at the end of September and will be confirmed at the next audit meeting. 

A risk-based audit programme should be established in order to facilitate the 

organisation’s progress towards the stated objective of ISO certification. 

Conclusions: Risk Management is present but embryonic. It requires further 

development to demonstrate that active mitigation is in place. 

2.5 Operational Planning and Control 

Use of HES / ONS data received seems to be well managed and controlled and 

demonstrated products were seen to be fit for purpose with regard to end user 

requirements. 

Peer review mechanisms established for Quality Assurance and compliance purposes 

are stored on a separate directory.  User Acceptance Testing is secure and managed by 

named individuals.  All development and analysis arising from products using source 

data was Quality Assured through a senior named officer; a dedicated QA role is to be 

implemented shortly.  NHiS should ensure that governance activities are built into all key 

stages of projects. 

Customer satisfaction surveys have been carried out regularly though a third party and 

the development lifecycle is reviewed and influenced by customers. Outputs are 

reviewed at Commercial and Production (C&P) meetings to effect improvements and 

service redesign.  C&P meetings seem to be working well as a management review 

forum but should consider audit outcomes and risk assessments / treatments as standing 

agenda items.   

It is noted that there are established customer relationships with Client User Group 

meetings and a LinkedIn User Group though NHiS may wish to consider how the end 

user Help Desk can establish and monitor customer satisfaction ratings.  The next audit 

visit will consider how well the information gathered from customers is used to inform 

performance and service provision. 

The absence of version control in all documents requires addressing. 

The public facing tool acknowledges HSCIC as the source of data. 

NHiS should consider the best way to ensure ongoing compliance with legal regulatory 

changes through a clearly identified procedure and owner. 

NHiS should consider how best to establish a set of quality objectives for products 

provided (follow-up at next audit meeting). 

Documented policies stated as being in place but not seen by the Audit Team due to time 

constraints will be followed up at the next visit: 

 Staff training records and competency checks 

 Performance evaluation measurement analysis and monitoring 
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 Annual Business Plan 

 Information Asset Register 

 Business Continuity Plan 

 Change control process 

Conclusions:  The business would benefit from being recognised as a secure and 

trusted data manager / provider; ISO 27001 certification would assist in achieving this 

objective.  It is recognised that resources may be required to achieve certification. 

2.5.1 Benefits of Pursuing ISO Certification 

The Audit Team recommends that NHiS pursue ISO certification for the following 

reasons: 

 Risk Management is present but embryonic and requires further development to 
demonstrate that active mitigation is in place 

 End users need to have confidence that effective controls are in place 

 Top level management commitment would be demonstrated through documented 
review and active follow-up 

 Version control and document configuration needs consistent application 

 Legal and regulatory changes would be supported through a clear process with a 
named officer to promote consistent application in all areas of the business 

 Key business metrics and performance indicators linked to organisational objectives 
provide assurance and evidence of improvement 

 The development and monitoring of Service Level Agreements with suppliers will 
inform the service review cycle 

 The evaluation of customer satisfaction over and above what is presently in place will 

inform product design and demonstrate customer-focused improvements 

The following are observations provided by the Audit Team to assist NHiS in gaining ISO 

approval: 

 Improve documentation management and version control (ISO 27001 clause 7.5.2 b) 

 Risk Log contains all required elements but needs updating to ensure named Risk 
Owners rather than identification of teams and all mitigating action fields completed 
(Clause 6.1.2) 

 Demonstration on how the business meets the expectations of customers through 
monitoring of performance against SLAs (Clause 4.2) 

 

2.6 Auditee Feedback 

NHiS was provided with an opportunity to comment on any aspect of the current 

processes employed by HSCIC in disseminating data, the Data Sharing Agreement or 

the audit itself. 
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2.6.1 Data Sharing Agreements 

HSCIC should consider the need to automatically release the first four digits of a 

postcode as this could potentially aid patient identification to a narrow geographical 

area. 

Sanctions within the DSA / DRA are vague and interpreted on a case by case basis 

rather than against clear and consistent criteria. 

There is an inconsistent application of the subscription period of the DSAs / DSRs.  

The burden on both sides is therefore more onerous than if agreements / renewals 

covered a 12 month period as a minimum. 

Mental Health and Diagnostic Imaging which is listed in the HES Data Protocol is not 

included in the current agreements and must be requested separately. 

There are recurring problems in the return of signed DRAs from HSCIC; internal 

control mechanisms must ensure that Service Level Agreements with organisations 

receiving data are established and met. 

Recurring delays in receiving data result in a negative impact on NHiS customers’ 

ability to inform patient outcomes. 

2.6.2 Pseudonymised Data 

Advice and discussion would be welcome with HSCIC on possibilities for extension to 

the use of pseudonymised data.  Such information is already available to some but not 

all organisations. 

2.6.3 Communications and Engagement 

HSCIC should be more proactive in disseminating the benefits of data sharing in order 

to dispel incorrect perceptions to the public of what is actually shared.  

There appears to be a single point of failure for HSCIC in that business relationships 

are with a sole contact. 

2.6.4 Governance 

Governance arrangements which oversee release of data by HSCIC must be finalised 

and communicated to interested parties.  
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3 Conclusions 

Table 1 identifies the Critical and Minor Nonconformities and Observations raised as part of the audit.  

Ref Comments ISO 27001 

Clause 

Section in 

this Report 

Designation 

1.  Develop Information Governance activities 8.1 2.5 Minor 

2.  Add audit outcomes and risk assessments / treatments as standing agenda items at Commercial 

and Production meetings 

5.1, 9.3 2.5 Minor 

3.  Establish a procedure for ongoing compliance with legal regulatory changes through a clearly 

identified procedure and owner 

4.2, 5.2, 

6.1.3 

2.5 Minor 

4.  Establish a set of quality objectives for products provided 4.2, 10.2 2.5 Minor 

Table 1: Non-Conformities and Observations
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3.1 Next Steps 

NHiS is required to review and respond to this report, providing corrective action 

plans, the parties responsible for the action and the timeline, based on priority and 

practicalities for incorporation into existing workload.  As per agreement, review of 

the management response will be discussed by the Audit Team and validated at a 

follow-up meeting with NHiS to confirm whether the proposed actions will 

satisfactorily address Non-conformities and Observations raised. 

Ongoing monitoring of progress against corrective actions will be conducted to an 

agreed schedule with NHiS. 


