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 Executive Summary 

This document records the key findings of a data sharing audit1 of Beacon Consulting on 3rd 

and 4th March 2015 against the requirements of the Health and Social Care Information 

Centre (HSCIC) data sharing agreements covering Hospital Episode Statistics (HES) data 

that was provided in a pseudonymised format.  This audit used an approved and mature 

methodology based on ISO standard 19011: 2011 (Guidelines for auditing management 

systems) and follows the same format for all audits of data sharing agreements conducted by 

HSCIC.   

In total, three minor non-conformities and six observations were raised2: 

 The inaccuracies present in the data register need to be corrected with greater care 

applied to future additions (minor). 

 The risk assessment approach to be enhanced and further relevant risks included 

(minor). 

 Current practice does not reflect the documented backup process. Process to be written 

in terms of current practice (minor). 

 The documented incident management process is lacking in comparison with the 

requirements of ISO 27001 (observation). 

 The destruction of hard discs is carried out by a reputable agent for which an auditable 

record is produced when the company seeks to destroy such physical media 

(observation). 

 Enhancements/corrections are to be made to the evolving documentation along with 

changes to address feedback from the ISO 27001 certification process (observation). 

 Legal/contractual requirements to be periodically reviewed to ensure continued 

adherence (observation). 

 Ensure that effectiveness is explicitly considered as part of internal audits, management 

reviews and incident resolutions (observation). 

 Training records to be introduced and thereafter maintained once information governance 

training becomes available (observation). 

Areas of Good Practice 

 HES data is kept on an encrypted computer isolated from the company network and the 

Internet. An audit trail of user access and activity to the generated HES databases is 

maintained. 

 Data destruction of electronic files is well defined. 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and 

evaluating it objectively to determine the extent to which the audit criteria are fulfilled 

2
 Definitions found in Section 1.4 
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 Documentation is being established to support certification to ISO 27001. This 

documentation is under appropriate version control. 

 The process for the application of small number suppression has been enhanced with 

additional documented checks. 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

data provided by HSCIC to Beacon Consulting under the terms and conditions of the data 

sharing agreements signed by both parties. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 s263 contains a provision that health and social 

care bodies and those providing functions related to the provision of public health 

services or adult social care in England handle confidential information3 appropriately.   

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements.  The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing agreements signed by the relevant 

contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

Beacon Consulting is a small company providing specialist consultancy services to 

clients in the healthcare industry, mainly pharmaceutical companies and medical device 

manufacturers.  The company utilises NHS secondary data sources such as Hospital 

Episode Statistics (HES) and General Practice prescribing data to fulfil particular client 

requests to help them anticipate and meet future demand for healthcare products and 

services. Types of analyses include:   

 estimating future patterns of disease incidence and prevalence; 

 assessing the potential usage of new technologies; 

 describing variation in treatment practice; and 

 examining healthcare resource usage and costs. 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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Solutions are delivered as Excel files or PowerPoint presentations and only present 

aggregated data. 

Beacon Consulting also maintains a free website6 which provides national level analysis 

of diagnoses and procedures in both graphical and tabular form. 

Whilst the company has long recognised the need for appropriate security 

management, it has recently taken the decision to seek certification to ISO 27001:2013. 

A Stage 1 assessment, conducted in November 2014 by a UKAS accredited company7, 

identified a number of non-conformities which the company has actively addressed 

through the publication of a series of documents.  The majority of these documents 

were approved at a management meeting on 24th February 2015. It was noted by the 

Audit Team that the documents were under appropriate version control. Beacon 

Consulting is expecting that a Stage 2 assessment will be conducted later this year. 

The company is also seeking to achieve a Level 2 assessment under the NHS 

Information Governance Toolkit. 

1.3 Purpose  

This report provides an evaluation of how Beacon Consulting conforms to the 

requirements of the data sharing agreements covering Hospital Episode Statistics 

(HES) provided in pseudonymised format.  

It also considers whether Beacon Consulting conformed to its own policies and 

procedures.  This report provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure; 

 the total breakdown of the implementation of a process or procedure; 

 the execution of an activity which could lead to an undesirable situation; 

 significant loss of management control; or 

                                            

 

6
 www.meditrends.co.uk 

7
 UKAS Schedule of Accreditation “Accredited to ISO/IEC 17021:2011 in accordance with ISO/IEC 27006:2001 to provide 

information security management systems certification”, Issue 001 dated 15
th

 August 2014 
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 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk; 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk; or 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 

1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services.  

A copy will be made available to the HSCIC Community of Audit Practice, Assurance 

and Risk Committee and the Information Assurance and Cyber Security Committee for 

governance purposes.  The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

Beacon Consulting along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 Beacon Consulting is adhering to the standards and principles of the data sharing 

agreements and audit criteria; and 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 



Data Sharing Agreements Audit: Beacon Consulting v1.0  Final 17/06/2015 

 

 

 

Page 8 of 12 Copyright ©2015 Health and Social Care Information Centre 

2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

Beacon Consulting has established a management framework to control the 

implementation and use of HES data received from the HSCIC. Within the company’s 

Information Governance and Information Security Management System Policy 

Document, overall responsibility for the operational and the governance activities 

related to information security has been split between the two directors of the company.  

Access to the raw HES data is limited to the person named on the HSCIC data sharing 

agreements. 

The databases created by Beacon Consulting from the raw HES data are restricted to a 

single computer which is not connected to the company’s network or to the Internet. 

Access to the computers is controlled through passwords and all hard discs containing 

data and client files, including external backup devices, are encrypted.  

Physical access to the company office has been further secured following the ISO 

27001 stage 1 assessment. 

Conclusion: Access control and associated login methodology used to gain access to 

the data seems well managed and there appears to be minimal risk of exposure to 

unauthorised / inappropriate access to data. 

2.2 Information Transfer 

HES data is downloaded from the HSCIC, via its password protected Secure Electronic 

File Transfer (SEFT) facility, to an external hard drive. The downloaded files are then 

transferred via USB to the isolated computer. A register of downloaded HES data is now 

being maintained, though the Audit Team found a number of inaccuracies in the entries. 

The generation of aggregated data from the HES database, including the production of 

client related analyses, is performed on the isolated computer before being transferred, 

via USB memory stick, to networked computers. This ensures that non-aggregated data 

is limited to the designated computer and associated backup device. The USB memory 

stick is securely wiped after each transfer. 

Transfer of client files including aggregated data to other Beacon Consulting sites is 

done via email, with any sensitive attachments normally being encrypted. Transfer of 

contract material to clients is generally delivered via email.   

Information, containing only aggregated data, widely available through the Meditrends 

website is held on a hosted server. Connection to this server from the company network 

is via a virtual private network.  The data is reviewed by a Director of Beacon Consulting 

in a separate development environment before release to the public website is 

authorised. 
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Data is reviewed by a Director prior to client release to ensure that correct Small 

Number suppression has been carried out. This formally recorded additional check has 

resulted from the observation that Small Number suppression was not applied to the 

data files loaded onto the Meditrends webserver in 2011. 

Conclusion: Except for the transfer of the downloaded HES data to the isolated 

computer, all of the information circulated inside and outside of the company contains 

only aggregated data. 

2.3 Disposal of Data 

Certificates of deletion on the supplied form have been provided to HSCIC within the 

last year to record the deletion of data associated with specific data sharing 

agreements. The deletion of the data is also recorded in the company’s HES Data 

Register. 

HES data is deleted from the HES databases using the application FileShredder. In 

some cases the HES databases will be overwritten by a new instance.  FileShredder is 

also used to wipe files from removable media.  

Classes of information along with a list of assets are recorded on an Information Asset 

Register. The register identifies the accepted means of retention and disposal of items 

against defined classification types. Although this definition recognises the secure 

destruction of physical media, it was suggested by the Audit Team that an approved 

company is used to fulfil the requirement and the certificate provided retained as 

auditable confirmation when Beacon decides to dispose of physical media. 

Conclusion: Electronic data files are currently being deleted using specific software.  

2.4 Risk Assessment and Treatments 

A risk assessment has been conducted using the Allegro-S information and assessment 

methodology which focuses on information assets. Currently the assessment considers 

five information asset risks. As implemented, the risk assessment does not: 

 define risk acceptability criteria; 

 produce a derived risk; values are only recorded against an impact score (based on 

the likelihood and criticality of set impact areas) and a probability of the threat 

scenario occurring; 

 consider the change of the risk post mitigation in order to assess whether sufficient 

action has been taken; and 

 explicitly consider the risk due to disclosure of confidential or restricted information. 

Other minor issues associated with the risk assessment documentation were also 

identified by the Audit Team during the review. 

Mitigation activities arising from the risk assessment are managed through a separate 

improvement plan. 
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Conclusion: The risk assessment is incomplete both in terms of the methodology and 

the documentation. These deficiencies need to be addressed as a priority. 

2.5 Operational Planning and Control 

Documentation has been developed to meet the requirements of ISO 27001 as part of 

the company’s desire to achieve certification to this standard. This documentation has 

increased the formality of a number of activities including documenting Director 

approval for deliverables developed from the HES data. Although it was felt that the 

level of documentation was commensurate with the size of the organisation, a number 

of issues and minor errors in the current documents were raised by the Audit Team. 

Specific issues included: 

 the new policy document identifies a number of legal requirements to be observed. 

As the data sharing agreement specifies a number of publications that have to be 

met it is incumbent on the management team to periodically review them to ensure 

overall adherence is maintained; 

 the back-up regime in practice does not conform to the process presented in the 

policy document. Given the actual regime seems to be more effective it is important 

that the policy document is revised to recognise actual practice; and 

 whilst the policy document contains a detailed section on incident management, the 

Audit Team noted that some of the actions required by the internal standard are 

missing or not described when the process was discussed during the audit. 

Management meetings have been initiated and minutes from the February 2015 

meeting were presented. At this meeting the latest documentation was formally 

approved. An internal audit programme has been created for the calendar year and the 

first internal audit has been conducted. The Audit Team expressed the importance of 

effectiveness being explicitly considered by the meetings and audits. 

The policy document states that appropriate information governance and information 

security training will be undertaken. The company has trialled the HSCIC information 

governance training scheme and hopes that access will be given so that records of 

completion can be maintained. 

A service level agreement with the organisation that provides email services and hosts 

the company websites is currently being developed. 

Conclusion:  Documentation has been created to support the certification to ISO 27001 

and to tighten manual controls.  An internal audit programme has been defined to 

ensure that the information security management system is functioning correctly. 
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3 Conclusions 

Table 1 identifies the major / minor nonconformities and observations (obs) raised as part of the audit.  

The issues raised in the audit have been cross-referenced to the clauses in the standard to aid the company’s progression to certification.  

Ref Comments ISO 27001 

Clause 

Section in 

this Report 

Designation 

1 The inaccuracies present in the data register need to be corrected with greater care applied to future additions A.8 2.2 Minor 

2 The risk assessment approach to be enhanced and additional relevant risks included and assessed 6.1.2 2.4 Minor 

3 Current practice does not reflect the documented backup process. Process to be written in terms of current 

practice. 

A.12.3 2.5 Minor 

4 The documented incident management process is lacking in comparison with the requirements of ISO 27001 10.1 2.5 Obs 

5 The destruction of hard discs is carried out by a reputable agent for which an auditable record is produced when 

the company seeks to destroy such physical media 

7.5.3 f) 2.3 Obs 

6 Enhancements/corrections are to be made to the evolving documentation along with changes to address 

feedback from the ISO 27001 certification process 

7.5 2.4, 2.5 Obs 

7 Legal/contractual requirements to be periodically reviewed to ensure continued adherence  4.2 2.5 Obs 

8 Ensure that effectiveness is explicitly considered as part of internal audits, management reviews and incident 

resolutions 

9.2, 9.3, 10.1 2.5 Obs 

9 Training records to be introduced and thereafter maintained once IG training becomes available 7.2 d) 2.5 Obs 

 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

Beacon Consulting is required to review and respond to this report, providing corrective 

action plans and details of the parties responsible for each action and the timeline 

(based on priority and practicalities for incorporation into existing workload).  As per 

agreement, review of the management response will be discussed by the Audit Team 

and validated at a follow-up meeting with Beacon Consulting. This follow-up will confirm 

whether the proposed actions will satisfactorily address the nonconformities and 

observations raised. 

Ongoing monitoring of progress against corrective actions will be conducted to an 

agreed schedule with Beacon Consulting. 

 


