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Executive Summary 

This document records the key findings of a data sharing audit1 of Dr Foster Intelligence on 

17th and 18th March 2015 against the requirements of the Health and Social Care Information 

Centre (HSCIC) data sharing agreements covering Hospital Episode Statistics (HES) data, 

Office of National Statistics (ONS) mortality data and Summary Hospital-Level Mortality 

Indicator (SHMI) data.  This audit used an approved and mature methodology based on ISO 

standard 19011: 2011 (Guidelines for auditing management systems) and follows the same 

format for all audits of data sharing agreements conducted by HSCIC.   

In total, three minor nonconformities and two observations were raised2: 

 No acknowledgment of deleted / destroyed data has been provided to HSCIC as required 

by the data sharing agreement (minor). 

 The mandated HSCIC copyright statement specified in the data sharing agreements was 

not cited on publications and websites (minor). 

 The information recorded in the asset register is not linked to specific data sharing 

agreements (minor). 

 There is no evidence of the implemented controls and justifications as to the perceived 

risk reduction following the application of a control especially with respect to reductions in 

impact (observation). 

 Version control of written documents needs to be improved (observation). 

Areas of Good Practice 

 Having recognised the benefits of certification to ISO 27001:2013, the company is 

proactively updating its activities and documentation to comply with the standard. 

 The process for generating structured databases from HSCIC supplied data is well 

understood and performed monthly (subject to the availability of raw data).  

 The use of JIRA to manage the workflow of data and software development provides 

evidence of decisions taken and approvals given. 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

data provided by HSCIC to Dr Foster Intelligence under the terms and conditions of the data 

sharing agreements signed by both parties. However, there are a number of aspects to be 

followed up at a subsequent visit. 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and 

evaluating it objectively to determine the extent to which the audit criteria  are fulfilled 

2
 Definitions found in Section 1.4 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 s263 contains a provision that health and social 

care bodies and those providing functions related to the provision of public health 

services or adult social care in England handle confidential information3 appropriately.   

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements.  The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing agreements signed by the relevant 

contractual parties and the international standard for Information Security, ISO 

27001:2013. 

1.2 Background  

Dr Foster Intelligence is a provider of healthcare variation analysis and clinical 

benchmarking solutions. Its teams share their expertise with hospitals in twelve 

countries including over 70% of English acute hospitals. The company believes that 

comparative information about the quality and efficiency of care, based on open 

methodologies and multiple data sources, drives improvement in healthcare. 

Dr Foster Intelligence’s core products are web-based analytical tools and dashboards, 

accessed through a standard internet browser. The company’s leading tool, Quality 

Investigator, enables authorised users to measure, intelligently compare, benchmark 

and analyse mortality rates and other indicators of quality such as long-length of stay 

and readmission rates. 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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In addition to its online tools, Dr Foster Intelligence’s Analytical Services team provides 

bespoke analytical expertise utilising data from both in-house datasets and through 

processing and analysing those held within customer healthcare organisations. 

Post audit note: On 25th March 2015 Dr Foster Intelligence was acquired by Telstra 

Corporation, Australia’s leading telecommunication company. Telstra’s business 

division, Telstra Health, is a provider of eHealth solutions.  

1.3 Purpose  

This report provides an evaluation of how Dr Foster Intelligence conforms to the 

requirements of data sharing agreements covering Hospital Episode Statistics (HES) 

data, Office of National Statistics (ONS) mortality data and Summary Hospital-Level 

Mortality Indicator (SHMI) data. The data sharing re-use agreements and sub-licence 

agreements with Dr Foster Intelligence identified by HSCIC prior to the audit were: 

 NIC-292308-P3C3Z; 

 RU832; 

 RU360; 

 RU429;    

 RU498; 

 RU576; 

 RU686;  

 RU792;  

 RU1045; 

 RU735; and 

 RU173. 

Independent re-use agreements with the Dr Foster Unit at Imperial College London and 

re-use agreements with Imperial College London identified by HSCIC are not 

considered here. 

The audit also considered whether Dr Foster Intelligence conforms to its own policies 

and procedures.   

The report provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 
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1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure; 

 the total breakdown of the implementation of a process or procedure; 

 the execution of an activity which could lead to an undesirable situation; 

 significant loss of management control; or 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk; 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk; or 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 

1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services.  

A copy will be made available to the HSCIC Community of Audit Practice, Assurance 

and Risk Committee and the Information Assurance and Cyber Security Committee for 

governance purposes.  The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

Dr Foster Intelligence along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 Dr Foster Intelligence is adhering to the standards and principles of the data sharing 

agreements and audit criteria; and 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 
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1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

Staff entry into Dr Foster Intelligence offices is controlled through electronic access 

cards. CCTV is used to monitor the work environment. A team from Imperial College 

has its own secure area within Dr Foster Intelligence’s London premises, where access 

into this area is solely under the control of Imperial College. 

Dr Foster Intelligence has procedures for physical and network access. Access 

provision for joiners, leavers and changers is triggered by the Human Resource (HR) 

team. Card access is managed, with additional permission into the server room being 

approved by the IT Manager. A review of cards is conducted monthly. Access card 

usage is logged and the records retained. CCTV recordings are retained for a month.  

Subscribers to Dr Foster Intelligence tools are provided with access though their own 

local administrator. Access by the local administrators is managed directly by Dr Foster 

Intelligence, whereas the local administrator is responsible for providing access to 

authorised users in that subscribing organisation. However, Dr Foster Intelligence’s 

external user account management procedure states that user accounts will be subject 

to periodic audit and monitored in terms of usage in order to protect the customer and 

Dr Foster Intelligence. 

Data provided freely on public networks, for example the Hospital Guide, is published in 

read only format. 

Penetration testing is commissioned from an external company to ensure the security of 

the network and its applications. The latest penetration testing report was viewed by the 

Audit Team. 

The following aspects will be followed up by the Audit Team at the next visit as the 

relevant member of staff was unavailable: 

 CCTV access / retention records; 

 Process for cleansing access cards before they are re-used; 

 Monitoring of customer access and usage logs; and 

 Malware / firewall policy. 

Conclusion: The access control process used to manage access to secure data seems 

suitably managed and there appears to be minimal risk of exposure to unauthorised / 

inappropriate access to data. However, there are some access control aspects to be 

confirmed at a subsequent visit. 
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2.2 Information Transfer 

Staff at Imperial College are responsible for downloading HES data from HSCIC and 

undertaking quality checks and data cleansing. The resulting flat field data files are then 

directly handed over to Dr Foster Intelligence via a USB drive. This drive is returned 

once data has been transferred to the Dr Foster Intelligence servers. In addition, Dr 

Foster Intelligence may download supplementary data, for example ONS and SHMI 

data, direct from HSCIC through the SEFT mechanism. 

This collective data then goes through an “Extract, Transform, Load” process supported 

by further technical and quality checks to create the structured databases which 

underpin the Intelligence subscription tools. The databases are also used by the Dr 

Foster Intelligence Analytical Services team to produce specific assessments. Such 

assessments are performed on the networked servers. 

Dr Foster Intelligence’s structured databases are held on servers within an external ISO 

27001 certified data centre. A contract, including service level measures, exists 

between the two companies. 

Access to information available through the Dr Foster Intelligence Quality Investigator 

tool is limited to registered users. Authorised users from a Trust are able to drill down 

into granular patient data, for example mortality data, related that Trust. This granular 

data is provided through links within the Dr Foster Intelligence tool to data held by 

Imperial College. As stated in section 1.3, the use and availability of data outside of Dr 

Foster Intelligence did not form part of this audit. Access to this granular data is not 

available to bodies such as Clinical Commissioning Groups. Small Number suppression 

is automatically applied in the subscription tools according to the access rights of the 

users.  

The authentication mechanism associated with access to Imperial College held data will 

be followed up with the Dr Foster Intelligence IT Manager at a future visit. 

Conclusion: The transfer processes within Dr Foster Intelligence are well understood, 

though the overall end-to-end process involves an external organisation both in terms of 

initial processing and access to granular patient level information, to ensure agreed 

compliance with HSCIC Licence conditions and associated Confidentiality Advisory 

Group (CAG) / Data Access Advisory group (DAAG) approvals.   

2.3 Disposal of Data 

Dr Foster Intelligence’s IT equipment disposal policy and procedure requires that data 

media be securely destroyed by an approved third party. Evidence related to the recent 

destruction of numerous backup tapes was presented during the audit. 

Deletion of data with respect to retained backup tapes will be follow-up by the Audit 

Team at the next visit as the Dr Foster Intelligence IT Manager was unavailable. 

At present Dr Foster Intelligence is not informing HSCIC of destruction as required by 

the data sharing agreements. The Audit Team stated that a HSCIC template for this 

purpose was available. 
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Conclusion: Physical media is being securely destroyed with evidence of this available 

from the approved third party. 

2.4 Risk Assessment and Treatments 

Dr Foster Intelligence has initiated a risk assessment register which is detailed in terms 

of the number of risks. For each entry, an initial risk rating is defined. A control measure 

is specified for unacceptable risks, determined using the risk acceptability criteria 

defined in the spreadsheet, together with the residual risk rating. This register is to be 

reviewed at management meetings. 

The Audit Team in reviewing this spreadsheet expressed a number of reservations: 

 evidence of the implemented controls needs to be provided, rather than simply 

relying on the definition of a procedure; and 

 justification as to the perceived risk reduction following the application of a control, 

especially with respect to a reduction in impact need to be raised. 

The results of the risk assessment feed into a security improvement plan. 

At a follow-up visit the Audit Team will look at the risks being raised at management 

meetings and their impact on the risk assessment register. 

Conclusion: A fresh approach to risk assessment and treatment is being developed, 

which if subject to suitable management input and scrutiny should deliver a 

comprehensive understanding of the security risks facing the organisation and the 

controls to mitigate them. 

2.5 Operational Planning and Control 

Dr Foster Intelligence is enhancing its processes and procedures in readiness for 

certification to ISO 27001:2013. The organisation envisages Stage 1 taking place in 

June 2015 followed by Stage 2 in July/August 2015. Certification and revision to existing 

processes and procedures is being driven by a newly appointed Head of Information 

Governance. A number of issues were identified by the Audit Team with respect to 

version control of documents. 

The Audit Team noted that the HSCIC copyright statement specified in the data sharing 

agreements was not cited on presented external facing publications and websites. 

Whilst the observed omissions were quickly corrected, Dr Foster Intelligence was told 

by the Audit Team that additional checks were required in future to prevent re-

occurrence. 

The Information Security Management Forum (ISMF) comprised of senior Dr Foster 

Intelligence personnel currently meets monthly, though this period may eventually move 

to quarterly. Terms of Reference for the ISMF are defined in the ISMS Policy. 

Management meeting records are kept. 

A new information governance training package has recently been defined. The 

completion of this training will link into staff appraisals and therefore provide a measure 

of information governance training across the organisation. 
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JIRA, a commercial application, is used to control workflow in terms of processing the 

data and the development of the products. This management tool provides an audit trial 

with respect to decisions taken and approvals made.  

Although an audit methodology and audit programme is still being prepared, an internal 

audit has been carried out recently of the external data centre. The derived risks (see 

section 2.3 above) will be used to inform the internal audit programme. 

The information recorded in the asset register is not linked to specific data sharing 

agreements which hinders reconciliation between the receipt and destruction of data 

provided under a data sharing agreement. 

Conclusion:  Planning and control activities are being assessed and developed/revised 

as required in order to meet the requirements of ISO 27001. 
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3 Conclusions 

Table 1 identifies the major / minor nonconformities and observations raised as part of the audit.  

The issues raised in the audit have been cross-referenced to the clauses in the standard to aid the company’s progression to 

certification.  

Ref Comments ISO 27001 

Clause 

Section in 

this Report 

Designation 

1 No acknowledgment of deleted / destroyed data has been provided to HSCIC as required by the data 

sharing agreement 

4.2 2.3 Minor 

2 The mandated HSCIC copyright statement specified in the data sharing agreements was not cited on 

publications and websites 

4.2 2.5 Minor 

3 The information recorded in the asset register is not linked to specific data sharing agreements 8.1 2.5 Minor 

4 Provide evidence of the implemented controls and justifications as to the perceived risk reduction following 

the application of a control especially with respect to reductions in impact 

6.1.2 2.4 Obs 

5 Version control of written documents needs to be improved 7.5.3 f) 2.5 Obs 

 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

Dr Foster Intelligence is required to review and respond to this report, providing 

corrective action plans and details of the parties responsible for each action and the 

timeline (based on priority and practicalities for incorporation into existing workload).  As 

per agreement, review of the management response will be discussed by the Audit 

Team and validated at a follow-up meeting with Dr Foster Intelligence. This follow-up 

will confirm whether the proposed actions will satisfactorily address the nonconformities 

and observations raised. 

Ongoing monitoring of progress against corrective actions will be conducted to an 

agreed schedule with Dr Foster Intelligence. 

 

Post audit note: Dr Foster Intelligence has created an action plan to address the points 

raised in this report. A copy of this action plan has been provided to HSCIC. These 

actions will be followed up by HSCIC at a subsequent visit. 

 


