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Executive Summary 

This document records the formal closure of the Data Sharing Audit1 of Methods Consulting 

on 22nd August 2014 against the requirements of the Health and Social Care Information 

Centre (HSCIC) Data Sharing Agreements (DSAs) in relation to data sharing agreement 

RU926 covering Hospital Episode Statistics (HES), Secondary Uses Service (SUS) for 

Payments by Results (PbR), and HES Critical Care; all were provided in pseudonymised 

format.  This audit followed an approved and mature methodology based on ISO 19011: 

2011 (Guidelines for auditing management systems). The same methodology is used for all 

DSA audits conducted by HSCIC.   

In total, four Minor Non-conformities and two Observations were closed during the follow-up 

visit on 17th February 2015: 

 There is a single point of failure due to only one named individual with access to securely 

stored data (Observation) 

 The induction and development programme is informally managed (Minor) 

 Documentation management and version control is poor (Minor) 

 There is a lack of adequate procedural guidance for the destruction of data (Minor) 

 Risk assessment is inadequate and the process is not fit for purpose (Minor) 

 The internal audit programme is not informed by risk assessment and treatment reviews 

(Observation) 

All areas not covered, but raised, during the initial audit have been assessed and were found 

to be satisfactorily controlled. 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented on the day, there is minimal risk of inappropriate exposure and / or access to data 

provided by HSCIC to Methods Consulting under the terms and conditions of Data Sharing 

Agreement RU926 signed by both parties. 

                                            

 

 

1 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and evaluating 

it objectively to determine the extent to which the audit criteria  are fulfilled 
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1 Post Audit Review 

1.1 Purpose  

This report provides an evaluation of the changes made by Methods Consulting following 

the Data Sharing Audit on 22nd August 2014 against the requirements of the Health and 

Social Care Information Centre (HSCIC) data sharing agreement RU926 covering 

Hospital Episode Statistics (HES), Secondary Uses Service (SUS) for Payments by 

Results (PbR) and HES Critical Care. This evaluation was conducted on 17th February 

2015. 

1.2 Audience  

This document has been written for the Director of Data Dissemination Services.  Copies 

will be made available to the HSCIC Community of Audit Practitioners, Assurance and 

Risk Committee and the Information Assurance and Cyber Security Committee for 

governance purposes.  The report will be published in a public forum. 

1.3 Outstanding Audit Areas 

The following areas were identified as requiring follow-up at the initial audit in August 

2014: 

 Records of data disposal 

 Access control 

 User registration process 

 Mandatory IG and IG refresher training for all staff 

 Guidance handbooks in place for standards processes and procedures used by the 

organisation 

 Minutes for monthly management meetings 

 Annual Business Plan  

 Information Asset Register 

 Statement of Applicability 

All were found to be in place and fit for purpose.  No new nonconformities were raised as 

a result. 

1.4 Conclusion  

All of the nonconformities and observations raised by the Audit Team are now deemed 

closed.   
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2 Status 

Table 1 presents the outcomes of the closing meeting to address the nonconformities and observations raised as part of the original audit.  

Ref Comments Des Update Status 

1 There is a single point of failure due to only one named individual with 

access to securely stored data 

Obs HSCIC requests that there be a single person so 

no change is planned 

Rejected 

2 The induction and development programme is informally managed Minor There is now an induction checklist; records of four 

new starters since December 2014 provided 

Closed 

3 Documentation management and version control is poor Minor Better, though some of the new documents had 

had minor issues; some improvement still required 

Closed 

4 There is a lack of adequate procedural guidance for the destruction of 

data 

Minor A policy is in draft and confirmation is sent. 
Backups are cycled every 30 days so this is the 
maximum time that deleted data will be retained. 

Closed 

5 Risk assessment is inadequate and the process is not fit for purpose Minor Methods stated they have done a comprehensive 
review of this area and have generated a new risk 
register (received). This register is being reviewed 
regularly: weekly on an informal basis, by 
management monthly and by the team quarterly.  

HSCIC commented that it was important to capture 

residual risks and demonstrated the HSCIC Hazard 

Log template. A copy of this template was supplied 

to Methods. 

Closed 
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Ref Comments Des Update Status 

6 The internal audit programme is not informed by risk assessment and 

treatment reviews 

Obs Discussion on the need for the internal audit 

programme to be driven by risk, which stems from 

criticality, change and issues previously found.  

This is a key component in ISO 9001:2015. 

As the organisation is both ISO 9001 and 27001 

certified and the risk lies with the auditee, HSCIC 

has transferred this finding to Methods Consulting’s 

external audit programme. 

 Transferred 

Table 1: Nonconformities and Observations 


