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Executive Summary 

This document records the formal closure of the Data Sharing Audit1 of University Hospitals 

Birmingham (UHB) on 27th August 2014 against the requirements of the Health and Social 

Care Information Centre (HSCIC) Data Sharing Agreements in relation to data sharing 

agreement RU396 covering Hospital Episode Statistics (HES) and Office of National 

Statistics (ONS); both were provided in pseudonymised format.  This audit followed an 

approved and mature methodology based on ISO 19011: 2011 (Guidelines for auditing 

management systems). The same methodology is used for all DSA audit conducted by 

HSCIC.     

In total, one Minor Nonconformity and two Observations were raised: 

 There is insufficient evidence of a comprehensive end to end risk assessment and 

treatment process; consideration needs to be given as to how to satisfactorily 

demonstrate compliance (Minor) 

 Documentation version and configuration control would benefit from review and update 

(Observation) 

 Consider how to use risk assessment and treatment to inform the internal audit 

programme (Observation) 

All areas not covered during the initial audit have been assessed and were found to be 

satisfactorily controlled. 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented on the day, there is minimal risk of inappropriate exposure and / or access to data 

provided by HSCIC to UHB under the terms and conditions of RU396 Data Sharing 

Agreement signed by both parties.   

 

 

 

                                            

 

 

1 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence 

and evaluating it objectively to determine the extent to which the audit criteria  are fulfilled 
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1 About this Document  

1.1 Purpose  

This report provides an evaluation of the changes made by UHB following the Data Sharing 

Audit held on 27th August 2014 against the requirements of the Health and Social Care 

Information Centre (HSCIC) data sharing agreement RU396 covering Hospital Episode 

Statistics (HES) and Office of National Statistics (ONS); both were provided in 

pseudonymised format.  This evaluation was conducted on 19th February 2015. 

1.2 Audience  

This document has been written for the Director of Data Dissemination Services.  A copy will 

be made available to the HSCIC Community of Audit Practitioners, Assurance and Risk 

Committee and the Information Assurance and Cyber Security Committee for governance 

purposes.  The report will be published in a public forum. 

1.3 Outstanding Audit Areas 

The following areas were identified as requiring follow-up at the initial audit in August 2014: 

 Mandatory IG and IG refresher training records for all staff 

 Guidance handbooks in place for standards processes and procedures used by the 

organisation 

 Minutes for monthly management meetings 

 Annual Business Plan 

 Information Asset Register 

 Disaster Recovery test 

All were found to be in place and fit for purpose.  No new nonconformities were raised as a 

result. 

1.4 Conclusion  

All of the nonconformities raised by the Audit Team are now deemed closed.   
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2 Conclusions 

Table 1 presents the outcomes of the closing meeting to address the nonconformities and observations raised as part of the original audit.  

Ref Comments Designation Update Status 

1.  There is insufficient evidence of a comprehensive end to end risk 

assessment and treatment process; consideration needs to be 

given as to how to satisfactorily demonstrate compliance 

Minor  Greater effort has been applied to ensuring that risk 
assessment and treatment is appropriate for the level of 
risk 

 Risk transferred to ISO 27001 certification body 

Closed 

2.  Documentation version and configuration control would benefit from 

review and update 

Obs Evidence of improvement, message disseminated across the 

organisation 

Closed 

3.  Consider how to use risk assessment and treatment to inform the 

internal audit programme 

Obs  Both internal and external audits from a number of 
sources 

 Two to three topics are selected per time 

 Internal Audit Committee / Informatics Internal Audit will 
incorporate HES data sharing activity into at least one 
audit per annum  

 Business continuity failover testing 

Closed 

Table 1: Nonconformities and Observations 


