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This information standard (SCCI0086) has been approved for publication by the 
Department of Health under section 250 of the Health and Social Care Act 2012.  
 
Assurance that this information standard meets the requirements of the Act and is 
appropriate for the use specified in the specification document has been provided by 
the Standardisation Committee for Care Information (SCCI), a sub-group of the 
National Information Board. 
 
This information standard comprises the following documents: 

 Requirements Specification 

 Change Specification  

 Implementation guidance (this document).  
 
An Information Standards Notice (SCCI0086 Amd 5/2015) has been issued as a 
notification of use and implementation timescales. Please read this alongside the 
documents for the standard. 
 
The controlled versions of these documents can be found on the HSCIC website. 
 
Date of publication 22 July 2015. 

 

  

http://www.legislation.gov.uk/ukpga/2012/7/section/250
http://www.legislation.gov.uk/ukpga/2012/7/section/250
http://www.hscic.gov.uk/isce/publication/scci0086
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1.0 Quick Introduction 
The Information Governance Toolkit is a Department of Health (DH) Policy delivery 
vehicle that the Health and Social Care Information Centre (HSCIC) is commissioned 
to develop and maintain. It draws together the legal rules and central guidance set 
out by DH policy and presents them in a single standard as a set of information 
governance requirements. The organisations in scope of this are required to carry 
out self-assessments of their compliance against the IG requirements annually. 
 
The Toolkit is a web based tool hosted by HSCIC, the site is available 24 hours day 
7 days a week, and includes a Helpdesk that is staffed from 9am to 5pm Monday to 
Friday. Users do not need to complete an assessment all at once, and can save, 
delete or edit changes they make until they complete and publish their assessment. 
Further detail on completing an assessment is in section 5, page 5 of this guide. 
Users of the Toolkit can generate different reports relating to their assessment at any 
time as long as they are logged in. Additionally, once the assessment has published, 
a basic report of the scores recorded for the organisation is available to anyone who 
visits the site whether logged in or not. 
 

Organisations within scope of the IG Toolkit MUST complete and publish an annual 
IG Toolkit assessment by 31st March of each year. The assessment MAY be 
completed at any time once the new version for the year is released, normally in 
June of each year. Therefore in the period between March and June there should be 
no IG Toolkit publication activities required by Health and Social Care organisations 
whilst they are awaiting the release of the new IG Toolkit version although there are 
exceptions to this, such as new organisations that are using the Toolkit for the first 
time.  
 
Following the 31st March deadline a compliance report for all organisations that 
published an IG Toolkit assessment, comprising individual scores against each 
requirement they have completed, is sent to the Care Quality Commission and 
MONITOR. These reports are also published on the IG Toolkit Publications page. In 
addition, a summary report setting out the number of organisations that have 
published an assessment in each organisation category on the Toolkit is sent to the 
Cabinet Office. 
 
The purpose of this Implementation Guidance document is to provide assistance to 
existing users and to those users that are new to the Information Governance (IG) 
Toolkit.  
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2.0 Why might your organisation be required to complete annual IG Toolkit 
Assessments? 
 
Annual IG Toolkit assessments may be required for the following purposes: 
 

1. All Health and Social Care service providers, commissioners and suppliers 
must have regard to the Information Governance Toolkit Standard approved 
by the Standardisation Committee for Care Information (SCCI).  The latest 
versions of the standard specification and supporting documents can be found 
on the SCCI website at http://www.hscic.gov.uk/isce/publication/isn.   
 

2. It is Department of Health Policy that annual IG Toolkit assessments must be 
completed and published by all bodies that process the personal confidential 
data of individuals who access health and adult social care services. 
 

3. There is a contractual obligation in the NHS Standard Contract  2015/16  (set 
by NHS England) General Conditions on pg.32 ,section 21.2:  

 
‘The Provider must complete and publish an annual information 
governance assessment using the NHS Information Governance Toolkit 
and must achieve a minimum level 2 performance against all requirements 
in the relevant Toolkit’: http://www.england.nhs.uk/nhs-standard-
contract/15-16/. 
 

4. If an organisation requires access to HSCIC centrally provided services, e.g. a 
connection to the N3 Network or to ‘Choose and Book’, they must provide 
certain assurances by following the IG Statement of Compliance (IGSoC) 
process at http://systems.hscic.gov.uk/infogov/igsoc. The IGSoC process 
requires that applicant organisations complete an annual IG Toolkit 
assessment for as long as they are in receipt of HSCIC provided services. 
 

5. Applicants making data access requests to the HSCIC through the Data 
Access Request Service (DARS) and those seeking data via a section 251 
application to the Health Research Authority Confidentiality Advisory Group 
(HRA CAG), are required to complete and publish annual IG Toolkit 
assessments for as long as they hold the relevant data. Specific guidance for 
higher education and researchers’ with regards to the IG Toolkit process can 
be found at the following link:  
http://www.hra.nhs.uk/documents/2013/09/information-governance-toolkit-
process-v-2.pdf. 
 

6. Since Public Health responsibilities were transferred to Local Authorities (LA), 
public health analysts in LAs may have a requirement to access data from the 
Primary Care Mortality Database. Where this is the case, the LA will be 
required to publish annual IG Toolkit assessments for as long as they hold the 
relevant data. LA’s have an option to complete one IG Toolkit assessment 
using the Local authority view for the entire organisation or for specific 
departments in the LA. By using the facility ‘Organisations that this 

http://www.hscic.gov.uk/isce/publication/isn
http://www.england.nhs.uk/nhs-standard-contract/15-16/
http://www.england.nhs.uk/nhs-standard-contract/15-16/
http://systems.hscic.gov.uk/infogov/igsoc
http://www.hra.nhs.uk/documents/2013/09/information-governance-toolkit-process-v-2.pdf
http://www.hra.nhs.uk/documents/2013/09/information-governance-toolkit-process-v-2.pdf
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assessment covers’, (see page.15, of the ‘How to complete your assessment 
guide for LA’s within the Toolkit Help section),  the LA can list which section(s) 
of the organisation the assessment applies to, e.g. Adult Social Care and 
Public Health. Alternatively, the LA can assess just the Public Health function 
that processes data from the PCMD using the Hosted Secondary Use 
Team/Project view. 
 

3.0 What is the purpose of the information governance assessment?  
 
The purpose of the assessment is to enable organisations to measure their 
compliance against the law and central guidance and to see whether information is 
handled correctly and protected from unauthorised access, loss, damage and 
destruction.  
 
Where partial or non-compliance is revealed, organisations must take appropriate 
measures, (e.g. assign responsibility, put in place policies, procedures, processes 
and guidance for staff), with the aim of making cultural changes and raising 
information governance standards through year on year improvements.  

 
The ultimate aim is to demonstrate that the organisation can be trusted to maintain 
the confidentiality and security of personal information. This in turn increases public 
confidence that ‘the NHS’ and its partners can be trusted with personal data. 
 
The benefits of completing annual IG Toolkit assessments are: 
 

 Being a trusted organisation  
Compliance with good information governance and making year on year 
improvements demonstrates to others that the organisation can be trusted to 
manage personal information in accordance with the law and national guidance. For 
example, patients and service users can be more assured that the organisation will 
handle their information in accordance with their wishes, and it demonstrates to 
central bodies that the organisation can be trusted to connect to national systems. 
 

 Benefits to staff 
Where the organisation has comprehensive IG policies and procedures, if staff 
comply with them, they can be assured that they are not breaking the law or acting 
outside of national guidance or their professional codes of conduct. This means they 
are not at risk of disciplinary measures or legal proceedings from the organisation, 
their professional body or from the Information Commissioner’s Office. 
 

 Avoidance of fines imposed by the Information Commissioner  
The Information Commissioner’s Office (ICO) can fine NHS organisations up to 
£500,000 for serious data breaches. The largest fine imposed on an NHS Trust, in 
2012, was £255,000. In the period 1st June 2013 to 31st May 2014 a total of 
£325,000 ICO fines have been levied on NHS Trusts. Where organisations can 
demonstrate that they have appropriate information governance policies and 
procedures in place, rather than a fine, the penalty for a breach has more often than 
not been a requirement for the Chief Executive to sign an ‘undertaking’. This is an 
agreement with the ICO whereby the organisation promises to correct any deficiency 
in their policies and procedures. 
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 Confidentiality and Data Protection Assurance  
By implementing an action plan based upon the findings from an organisation’s own 
IG Toolkit assessment there is an opportunity to reduce / remove the risk of a data 
breach for high sensitivity items (e.g. mental health information or HIV status).   
 

 Information Security Assurance 
This section ensures that a review of (and possibly an action plan against) identified 
areas of potential information security risks are attended to across the local patch 
and systems. 
 

 Clinical Information / Care Records Assurance 
These sections offer assurance that the submitting organisation is able to control 
clinical / care and patient / service user level data, in a manner that ensures full and 
complete care and medical histories are maintained. In the event of essential 
identifiers or clinical / care information being unavailable or incorrect, a distinct risk to 
individual patient / service user safety is possible. 
 

 Secondary Use Assurance 
This section offers assurance for organisations on areas that will require significant 
attention for data clean-up, resolution and issue management if breached. 
 

 Corporate Information Assurance 
This section offers assurance for organisations on areas that will cause significant 
reputational damage if breached. 
 
4.0 How to get started  
 
Step 1 - Nominate an IG Toolkit Organisation Administrator 
 
To gain access to the IG Toolkit you need to nominate an Organisation Administrator 
who will be responsible for getting registered, completing the assessment and 
publishing the annual IG Toolkit assessment. 
 
Step 2 - Register with the IG Toolkit website 
 
The first step is to have the organisation registered on the IG Toolkit website. To do 
this, the Organisation Administrator should follow the steps in the ‘How to Register 
on the IG Toolkit’ help guide. If the organisation cannot be found using the 
registration search tool, then assistance should be sought from the IG Toolkit 
Helpdesk via the ‘Contact Us’ page. The Helpdesk will register the organisation and 
may also register the Organisation Administrator on the account. 
 
 
 

   
 
 
Step 3 - Prepare for undertaking the IG Toolkit assessment 
 

https://nww.igt.hscic.gov.uk/resources/UserGuide-HowToRegister.pdf
https://nww.igt.hscic.gov.uk/resources/UserGuide-HowToRegister.pdf
https://www.igt.hscic.gov.uk/ContactUs.aspx
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If the Helpdesk registers the Organisation Administrator, log in details will be sent in 
two emails. Otherwise, the Helpdesk will provide instructions on how the 
Organisation Administrator can register themselves onto the account. 
 
An Organisation Administrator can register colleagues who require access to the IG 
Toolkit to assist with the assessment. It is the organisation’s decision how much 
resource is allocated to support the implementation of IG and completion of the IG 
Toolkit. It will depend on the scale/size of the organisation and its data processing 
activities whether one individual, several people or a dedicated team is required to 
support IG implementation. 
 
After the registration process has been completed, users should spend a few 
minutes looking through the following three resources: 

 

 Select “About” from the top right hand banner for information about Information 
Governance and the role of the IG Toolkit. 

 Select “Help” from the left-hand menu and have a read through the “Quick Start 
Guide” for navigation tips, and  

 For further details on Organisation Administrator permissions and functions read 
this guide. Note that when first time registered users start their Toolkit 
assessment they will automatically be taken to the latest version of the Toolkit. 

 
5.0  How to complete and publish an online IG Toolkit assessment 
 
Guidance on completing the online assessment is available on the “Help” page 
under the heading ‘How to Complete Your Assessment’. The documentation is 
grouped and titled according to organisation type e.g. GPs, Pharmacies, Eye Care 
Services, Dental Practices, Community Pharmacies/Dispensing Appliance 
Contractors and Voluntary Sector Organisations have a Help guide whilst other 
organisation types should select a separate document. Users must be logged into 
the IG Toolkit website in order to complete and publish an assessment. 
 

 If an assessment is completed to a satisfactory standard, completion of the IG 
Toolkit becomes less resource intensive in subsequent years.  The IG Toolkit 
provides ‘rollover’ and ‘evidence management’ functions whereby comments and 
uploads from the previous Toolkit assessment are automatically ‘rolled over’ to 
the new version of the Toolkit. (NB: this does not include requirements which 
have been exempted by the HSCIC, marked as ‘Not relevant’ or marked to 
attainment level 3 maintenance criteria).  This means an organisation can 
maintain their evidence/comments and ensure the assessment is up to date and 
current for the reporting year rather than starting from scratch. Further guidance 
on evidence management can be found in the ‘Viewing and Managing Evidence’ 
guide. 

 

 Organisations should aim to reach attainment level 2 against all requirements 
which they do by providing supporting evidence to the requirement questions by 
describing the evidence in the comments section or by uploading documentation 
in the evidence section.  Where level 2 cannot be achieved, the organisation 
must document a robust improvement plan stating what actions are being taken 
to attain level 2, who is responsible for carrying out the action(s) and when 

https://www.igt.hscic.gov.uk/resources/UserGuide-HowToUseAdminFunctions_ForIGTAdministrators.pdf
https://www.igt.hscic.gov.uk/resources/UserGuide-HowToUseAdminFunctions_ForIGTAdministrators.pdf
https://nww.igt.hscic.gov.uk/resources/UserGuide-HowToCompleteAssessment_GPs-Pharmacies.pdf
https://nww.igt.hscic.gov.uk/resources/UserGuide-HowToCompleteAssessment_GPs-Pharmacies.pdf
https://nww.igt.hscic.gov.uk/resources/UserGuide-HowToCompleteAssessment_GPs-Pharmacies.pdf
https://www.igt.hscic.gov.uk/resources/Viewing%20and%20managing%20your%20evidence%20User%20Guide.pdf
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improvements will be made. The IG Toolkit contains functionality to produce an 
improvement plan or a local devised version can be uploaded as evidence to 
relevant requirements. If the assessment undergoes review by HSCIC, the 
reviewer will assess whether the improvement actions/approach are acceptable, 
taking into account any risks. If the plan is accepted, the assessment will be 
marked as ‘Satisfactory with Improvement Plan’. It is expected that organisations 
will make their improvements within the specified timescales (set no later than 31 
March at the end of the next reporting year).  Further guidance on improvement 
planning can be found within the ‘Improvement Planning’ guide. 

 

 For organisations that need to provide assurances on behalf of their legal entity, 
which may include more than one branch or site located at different locations, the 
Toolkit provides a facility to declare which branches or sites are covered by the 
IG assessment being published.  This could include research projects hosted by 
the legal entity and seeking section 251 approvals e.g. an NHS Trust or 
University hosting a research department or team seeking s251 approval. Host 
organisations should note the research studies they are providing IG assurances 
for within this facility. This will offer clarification to HSCIC Reviewers and the HRA 
CAG or DAAG (as relevant) so that applications for data can be linked to the 
supporting IG Toolkit assessment.  The ‘Organisations that this assessment 
covers’ link can be found on the Assessment summary screen when users are 
logged in and should be populated before the assessment is published.   
 

 Pharmacy HQs (e.g. Boots Head Office) that have a central IG function have a 
facility available for them to complete a central batch submission. This enables 
them to complete one IG Toolkit assessment which is then replicated across all 
their branches to ensure each site has a completed and published IG Toolkit 
assessment.  Further detail on this facility can be found at this link Pharmacy 
HQs performing a batch submission for pharmacies within their group. 

 

6.0 What happens after publication? 
 
Once the IG Toolkit assessment is published the assessment scores (but not the 
comments or evidence) are made available in the public domain through the 
‘Reports’ section of the website.    
 
The HSCIC External IG Delivery team (EIGD) receive an automatic notification via 
the IG Toolkit Helpdesk (Exeter Helpdesk) when certain organisation types publish 
their assessment. This notification initiates a desk top review of the organisation’s 
assessment.  Reviews are always carried out for those organisations required to 
complete a satisfactory assessment in support of the processes in section 2.0 ‘Why 
might your organisation be required to complete an IG Toolkit Assessment?’ Sub 
sections 4 to 6, pgs. 3 to 4, above, which are:  
 

a. Access to HSCIC provided systems and service, e.g. the N3 Network or to 
‘Choose and Book’ - a satisfactory Toolkit assessment is a pre-requisite to 
access to HSCIC systems and services. This applies to all those 
organisations that request a new N3 connection. Note that organisations must 
also complete the Information Governance Statement of Compliance (IGSoC) 
process. 

https://www.igt.hscic.gov.uk/resources/UserGuide-HowToUseImprovementPlanning.pdf
https://www.igt.hscic.gov.uk/resources/UserGuide-HowToCompletePharmacyBatchSubmission.pdf
https://www.igt.hscic.gov.uk/resources/UserGuide-HowToCompletePharmacyBatchSubmission.pdf
https://www.igt.hscic.gov.uk/reportsnew.aspx
https://www.igt.hscic.gov.uk/reportsnew.aspx
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b. Section 251 approvals - a satisfactory Toolkit is part of the Health Research 

Authority Confidentiality Advisory Group approval process which is needed in 
particular by research organisations using secondary use data. 
 

c.  Local Authorities accessing Primary Care Mortality Database data. 
 
The outcome of the review will confirm whether the self-assessment is deemed 
either ‘Satisfactory’, ‘Satisfactory with Improvement Plan’ or ’Not Satisfactory’ and 
the relevant approval Groups, Organisation or Teams are informed (e.g. HRA CAG 
for section 251 approval reasons).  Reviews might also be carried out on other 
organisation-types, e.g. Clinical Commissioning Groups, Commissioning Support 
Units, and NHS England, etc. 
 
The review outcome once confirmed is displayed on the reports available from the IG 
Toolkit website ‘Reports’ section.  
 
Other organisations (e.g. NHS Trusts) are subject to annual internal or external 
audits to verify that certain scoped requirements for the audit period are evidenced 
satisfactorily. In the case of independent contractors (such as GPs, Dental Practices 
etc.) the commissioner of services is responsible for ensuring the implementation of 
good IG and that  annual IG Toolkit assessments are published. 

7.0 Where to go for Help 

If there are difficulties logging in or for any other queries about the IG Toolkit, users 
should contact the National Helpdesk on 0300 3034034 or use the Contact Us page.  
 
  

https://www.igt.hscic.gov.uk/ContactUs.aspx
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Version 13 Changes 

 

Existing users should note the following changes have been made to the IG Toolkit 
for version 13 in the requirements statement or attainment levels.  
 
Detailed information about all changes is available in the IGT V13 Change Notice 
published on the IG Toolkit ‘News’ page see the article titled ‘IG Toolkit Version 13 is 
Now Live - 29/05/2015’. 
 
Requirement 112 
 

 The attainment levels have been re-written to mirror the revised guidance. 
 
Requirement 134 
 

 The attainment levels have been re-written to mirror the revised guidance. 
 
Requirement 201  
 
Previous Statement: Staff are provided with clear guidance on keeping personal 
information secure, on respecting the confidentiality of service users, and on the duty 
to share information for care purposes. 
 
New Requirement Statement: The organisation ensures that arrangements are in 
place to support and promote information sharing for coordinated and integrated 
care, and staff are provided with clear guidance on sharing information for care in an 
effective, secure and safe manner. 
 

 New attainment level 1d added - the content was previously attainment level 2a. 

 Attainment level 2 completely re-written to support effective care through lawful 
sharing, including the requirement to audit sharing processes using NICE 
Clinical Guideline 138 and Quality Statement 15. 

 Attainment level 3a and 3b re-written to ensure that the arrangements for 
effective and safe information sharing for care continue to be effective and safe. 

 Attainment level 3c deleted. 
 
Requirement 202  
 

 Attainment level 1 refocused on identifying the purpose for using and sharing 
confidential personal information.  

 Attainment level 2 refocused on ensuring that all information sharing has a legal 
basis. 

 Attainment level 3 refocused on service user engagement. 
 
 
 
 
 
Requirement 203 

https://www.igt.hscic.gov.uk/NewsArticle.aspx?tk=421688979383363&cb=8a106dcb-7373-4838-84a8-cf0ea431c9aa&artid=138&web=yes
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Previous Statement: Individuals are informed about the proposed uses of their 
personal information. 
 
New Requirement Statement: Patients, service users and the public understand 
how personal information is used and shared for both direct and non-direct care, and 
are fully informed of their rights in relation to such use. 
 

 Requirement including attainment levels rewritten to more explicitly focus on fair 
processing and ensuring that individuals understand their rights in relation to the 
use and sharing of their confidential information - Caldicott2.   

 
Requirement 205 
 

 Attainment level 3 rewritten to mirror new guidance on information obtained 
through new or non-traditional approaches. 

  
Requirement 206 
 
Previous Statement: There are appropriate confidentiality audit procedures to 
monitor access to confidential personal information. 
 
New Requirement Statement: Staff access to confidential personal information is 
monitored and audited. Where care records are held electronically, audit trail details 
about access to a record can be made available to the individual concerned on 
request.  
 

 Level 3 statement updated and additional attainment level added to reflect new 
guidance on audit trails. 

 
Requirement 206 (CSU Variant) 
 
Previous Statement: There are appropriate confidentiality audit procedures to 
monitor access to confidential personal information. 
 
New Requirement Statement: Staff access to confidential personal information is 
monitored and audited. Where care records are held electronically, audit trail details 
about access to a record can be made available to the individual concerned on 
request.   
 

 Level 3 statement updated and additional attainment level added to reflect new 
guidance on audit trails. 

 
 
Requirement 232 
 
Previous Statement: Personal information is shared for care but is only used in 
ways that do not directly contribute to the delivery of care services where there is a 
lawful basis to do so and objections to the disclosure of confidential personal 
information are appropriately respected. 
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New Requirement Statement: Confidential personal information is only shared and 
used in a lawful manner and objections to the disclosure or use of this information 
are appropriately respected. 
 

 Attainment level 1 refocused on identifying the purpose for using and sharing 
confidential personal information.  

 Attainment level 2 refocused on ensuring that all information sharing has a legal 
basis. 

 Attainment level 3 refocused on service user engagement. 
 
Requirement 235 
 
Previous Statement: There are appropriate confidentiality audit procedures to 
monitor access to confidential personal information. 
 
New Requirement Statement: Staff access to confidential personal information is 
monitored and audited. Where care records are held electronically, audit trail details 
about access to a record can be made available to the individual concerned on 
request.   
 

 Level 3 statement updated and additional attainment level added to reflect new 
guidance on audit trails. 

 
Requirement 301 
 

 Inclusion of reference in guidance and attainment level 1a to online / internet 
facing systems. 

 
Requirement 302 
 

 New attainment level 2c regarding reporting level 2 IG and cyber security 
breaches using the IG and Cyber Security SIRI Tool.   

 New attainment level 3c regarding providing information and an apology to 
individuals whose confidentiality has been breached. 

 
Requirement 303 
 

 Attainment level 2a includes full adoption of PBAC. 
 
 
 
Requirement 311 
 

 Attainment level 1b addition of system patching and product support expiry. 
 
Requirement 316 
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 Addition to the guidance and to attainment level 2a, advising that information 
about 'online / internet facing systems' should be recorded in the asset register. 

 
Requirement 331 
 

 Addition to the guidance and to attainment level 2a, advising that information 
about 'online / internet facing systems' should be recorded in the asset register. 

 
Requirement 341 
 

 Inclusion of reference in guidance and attainment level 1a to online / internet 
facing systems. 

 
Requirement 342 
 

 Attainment level 2a includes full adoption of PBAC. 
 
Requirement 349 
 

 Attainment level 2a amended to include a requirement to report level 2 IG and 
cyber security breaches using the IG and Cyber Security SIRI Tool.    

 New attainment level 3c regarding providing information and an apology to 
individuals whose confidentiality has been breached. 

 
Requirement 378 
 

 Attainment level 1b amended to include 'weakness exploitation’. 
 
Requirement 401 
 

 The requirement for organisations to include the NHS number on 
correspondence has been moved from attainment level 3 to level 2 - Requested 
by NHS England. 

 
 
 
 

 
 


