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Background 

Hospital Episode Statistics (HES) come from the HES data warehouse containing details 
of all admissions, outpatient appointments and accident and emergency (A&E) 
attendances at National Health Service (NHS) hospitals in England. It includes private 
patients treated in NHS hospitals, patients who were resident outside of England and care 
delivered by treatment centres (including those in the independent sector) funded by the 
NHS. 

HES data comes from the routine exchanges of information between providers and 
commissioners of healthcare for NHS patients in England. Healthcare providers collect 
administrative and clinical information locally to support the care of the patient. The data is 
submitted to the Secondary Uses Service (SUS), which, as well as making it available to 
the commissioners, also copies the information to a database. 

HES data is extracted from SUS to enable secondary use of this administrative data for 
non-clinical purposes. 

It is a records-based system that covers all NHS trusts in England, including acute 
hospitals, primary care trusts and mental health trusts. HES has details of all NHS 
inpatient (admitted patient) treatment, outpatient appointments and A&E attendances in 
England. HES information is stored as a large collection of separate records - one for each 
period of care - in a secure data warehouse. 

For example, admitted patient records are called ‘hospital episodes’, and each hospital 
episode relates to a period of care for a patient under a single consultant. A stay in 
hospital from admission to discharge is called a ‘spell’ and can be made up of one or more 
episodes of care.  

Each HES record contains a wide range of information about an individual patient 
admitted to an NHS hospital, including:  

 clinical information about diagnoses and operations  

 information about the patient, such as age group, gender and ethnicity  

 administrative information, such as time waited, and dates and methods of admission 
and discharge  

 geographical information such as where patients are treated and the area where they 
live 

It contains admitted patient care data from 1989 onwards, outpatient attendance data from 
2003 onwards and A&E data from 2007 onwards. 

HES provide data for a wide range of healthcare analysis for the NHS, government and 
others including: 

 national bodies and regulators  

 local commissioning organisations  

 provider organisations  

 researchers and commercial healthcare bodies  

 patients, service users and carers 
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National and Official Statistics publications are produced by the Health and Social Care 

Information Centre (HSCIC). The underlying record level data is available via the HES 

Data Interrogation System (HDIS) service to analysts in the wider NHS, including national 

and local organisations. External customers, including researchers and commercial 

organisations, are able to apply for bespoke HES extracts and analysis via the HSCIC’s 

Data Access Request Service (DARS). Extracts are only supplied after a formal 

application process which includes independent scrutiny. Data is only supplied when a 

strict set of legal and contractual criteria are met. These look at both why the data is being 

requested (the purpose) and outline controls around how the information can be shared 

and how it should be stored and when it and how it should be destroyed.   

 

Current approach to HES disclosure control 

Current rules for handling of small numbers are set out in the HES Analysis Guide. These 
must be followed by internal and external users of HES when presenting results to a wider 
audience. 

The HES Analysis Guide can be found here: http://www.hscic.gov.uk/media/1592/HES-
analysis-guide/pdf/HES_Analysis_Guide_March_2015.pdf 

In addition the relevant section is copied into Annex 1. 

In summary users are required to: 

 Suppress cells where count >=1 and <=5 for certain levels of aggregation based on 
geographical area. 

 Certain surgical procedures and diagnoses require special treatment   

The way suppressed cells are currently protected within official statistical outputs 
produced by HSCIC is by manual application of further suppression to prevent primary 
suppression counts being deduced from totals. This is known as secondary suppression. 

These rules are applied for the following HSCIC outputs: 

 Publication tables 

 Parliamentary Questions 

 Media and other ad-hoc requests 

 Bespoke tabulations commissioned by an external customer1 
 

Reason for Change 

The methodology as set out in the HES Analysis Guide has been reviewed. There are a 
number of issues with the current approach:  

 Manual process – existing rules cannot currently be automated. This introduces risk of 
error and is difficult for users to apply. 
 

                                            
1
 Unless customer has permission to receive unsuppressed tables; this would be covered by a Data Sharing 

Agreement 

http://www.hscic.gov.uk/media/1592/HES-analysis-guide/pdf/HES_Analysis_Guide_March_2015.pdf
http://www.hscic.gov.uk/media/1592/HES-analysis-guide/pdf/HES_Analysis_Guide_March_2015.pdf


 Secondary suppression can often lead to cells with very large counts being removed, 
which limits the usefulness of the data. 

 

 Inconsistency of secondary suppression – secondary suppression often requires 
arbitrary decisions to be made on which cells to suppress. Different users are likely to 
make different decisions, therefore where the same or linked table is released, this 
may have different secondary suppression applied potentially leading to the original 
suppressed counts being identified.  

 

 Resource implications – implementing the rules in the way described is resource 
intensive, especially for publications and bespoke tabulations. 

 

 Development of the HSCIC Secure Data Facility to allow approved users to interrogate 
certain HSCIC data sets in a controlled environment. This is planned to contain HES 
data and will require users to abide by the HES Analysis Guide.  

 

 Use of other approaches. A variety of approaches are taken both inside and external to 
HSCIC in terms of small number disclosure control for different data sets. Within 
HSCIC different teams use a variety of table redesign; rounding; a combination of 
primary suppression and rounding; a combination of primary and secondary 
suppression. 

 

Proposal 

In order to resolve some of the issues above it is proposed that a new approach is 
implemented by HSCIC for HES data. A similar approach has already been adopted 
across other similar HSCIC datasets (e.g. Mental Health Dataset) so if adopted for HES it 
will allow the organisation to move towards adopting a more uniform approach.  

The proposal is: 

 For geographical areas2 at LA, CCG, Trust, Provider and lower: suppress counts of 
(0,1,2,3,4), everything else round to nearest 5. Display rounded totals. Note: 
suppression done before rounding. All rates, ratios and percentages based on 
suppressed values would be suppressed or otherwise based on rounded data. 
 

 For geographical areas at Area Team and above (or new NHS England Region, from 
2015/16): do not suppress small numbers. Display unrounded totals.  

 

 Treat sensitive diagnosis and procedure codes as per current practice. This will 
continue to be implemented at national level by HSCIC using a combination of primary 
suppression and manual application of secondary suppression. The HES Analysis 
Guide will be updated to clarify.  

 
This would be implemented for all HSCIC HES outputs. Publication outputs will follow this 
method from the 2014/15 data release (November 2015-January 2016). Past publication 
outputs will not be revised. HSCIC ad-hoc aggregated HES releases will adopt this 
approach for all time periods of data, e.g. a bespoke request for aggregated HES data 

                                            
2
 Population estimates by geographical area can be found on the consultation homepage 
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covering the last 10 years will have the proposed disclosure control applied even though 
the published tables from some of these years will still be displayed under the old method.   
 
In addition the HES Analysis Guide would be updated requiring all external HES users to 
adopt the same rules. The proposed updated guidelines are shown in Annex 2 
 
Feedback from the HSCIC’s Mental Health and Community Care team, where a very 
similar development has now been in place for approximately a year, suggests that this 
approach can be implemented with no significant impact or issues arising. In fact, the 
automation of the new approach has yielded benefits in terms of improved consistency 
and lower risk of disclosure and a wider range of analysis produced. 

 

Testing 

The proposed change has been tested on a HES publication which currently requires 
complex application of secondary suppression due to the linked and nested nature of 
tables produced. This is the report 'Accident and Emergency Attendances in England', and 
in particular the Provider Level Analysis tables. 

 

The link below shows part of the master table for the A&E provider level analysis 2012/13 
with both the existing (published) suppression methodology and proposed methodology 
applied. http://www.hscic.gov.uk/media/18380/AE-2012-13-Provider-Level-Suppression-
Example/xls/A_E_12-13_Provider_Level_Suppression_Example.xlsx 

 

Testing and further discussion concluded: 

 

 Numbers in the (primary) suppressed cells could not be identified 

 Many more cells are suppressed, due the suppression of zeros 

 The total count of attendances ‘hidden’ due to suppression is vastly reduced, due to no 
longer requiring secondary suppression 

 Leads to a consistent approach across all outputs thus removing the risk of the 
suppression being unpicked due to different secondary suppression applied to related 
outputs  

 Continues to be consistent with other relevant guidance – NHS Anonymisation 
Standard for publishing health and social care data; GSS Disclosure Control policy for 
tables produced from administrative sources 

 The method was easy to implement in an automated way, after the tables had been 
constructed. It may also be possible to integrate into data processing 

 There is one known example of where it will not work, although it will not identify cells 
with a count of only 1. For example, consider the following tables: 

 

 

  

http://www.hscic.gov.uk/catalogue/PUB13464
http://www.hscic.gov.uk/media/18380/AE-2012-13-Provider-Level-Suppression-Example/xls/A_E_12-13_Provider_Level_Suppression_Example.xlsx
http://www.hscic.gov.uk/media/18380/AE-2012-13-Provider-Level-Suppression-Example/xls/A_E_12-13_Provider_Level_Suppression_Example.xlsx


Raw Data 
   

  
Age 

Band 1 
Age 

Band 2 Total 

Region A 4 4 8 

Suppressed & rounded 
  

  
Age 

Band 1 
Age 

Band 2 Total 

Region A * * 10 

 

The suppressed values can only be 4. However, this does not reveal any further very 
useful information to the motivated intruder as they would already know for cells with a * 
that the value is between 0 & 4. Due to this low risk it is proposed that no specific 
mitigation is used for this scenario.    

 

Feedback 

HSCIC is seeking feedback on this proposal and the consultation will run for six weeks 
from 25 August 2015 until 5 October 2015. We welcome the views of all users of HES 
data.  

 Please complete the consultation questionnaire online: 
https://www.surveymonkey.com/r/HES_Consultation_08-15 
 

 The consultation feedback questionnaire can also be downloaded from the consultation 
homepage (http://www.hscic.gov.uk/media/18382/The-consultation-questionnaire-can-
also-be-downloaded/doc/Disclosure_Control_Consultation_-
_Feedback_Questionnaire.docx) and emailed to HES.questions@hscic.gov.uk, or posted 
to:  

 

Secondary Care: HES Analysis Team 
The Health and Social Care Information Centre 
1 Trevelyan Square 
Boar Lane 
Leeds 
LS1 6AE 

Responses will be considered by the HSCIC Disclosure Control Panel and the Head of 
Profession for Statistics before a decision is made on whether to implement. The findings 
from the consultation exercise and subsequent considerations will be published on our 
website in Autumn 2015. 

 

 

 

 

  

https://www.surveymonkey.com/r/HES_Consultation_08-15
http://www.hscic.gov.uk/media/18382/The-consultation-questionnaire-can-also-be-downloaded/doc/Disclosure_Control_Consultation_-_Feedback_Questionnaire.docx
http://www.hscic.gov.uk/media/18382/The-consultation-questionnaire-can-also-be-downloaded/doc/Disclosure_Control_Consultation_-_Feedback_Questionnaire.docx
http://www.hscic.gov.uk/media/18382/The-consultation-questionnaire-can-also-be-downloaded/doc/Disclosure_Control_Consultation_-_Feedback_Questionnaire.docx
mailto:HES.questions@hscic.gov.uk
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Annex 1: HES Analysis Guide – Current disclosure control rules 

Small Numbers Summary of release guidelines (Table 1) 
Description Detail Level of Aggregation 

  National, Regional, Area 
Team (AT), 
Commissioning Region 
(CR), Strategic Clinical 
Networks (SCN) 

Postcode District, Local Area, Electoral Ward, LSOA, 
MSOA, CCG, GP Practice, Trust, Provider  

Small Numbers:  1 - 5 acceptable in any individual cell  OK (agreed by DAAG)  Generally no, suppress  

   Consult the HSCIC if a suitable alternative analysis 
cannot be found within the guidelines or where you are 
unsure of the geographical area and the request is still 
required (this may need approval from the DAAG)  

In addition to small number in a cell, certain diagnoses and procedures are especially sensitive. The clinical codes for these are currently being reviewed so please 
use your judgement if you are aware of codes not on the list that are perceived as being sensitive 

Deaths:  OK, but ensure footnotes 
are given with output 

Must consult with HSCIC before issuing 

Surgical Procedures: Abortions: Q09.1, Q10.1, Q10.2, Q11.1, 
Q11.2, Q11.3, Q11.5, Q11.6, Q14.1-
Q14.6, Q14.8, Q14.9, R03.1, R03.2, 
R03.8, R03.9 

There are restrictions on using and releasing abortion statistics and official statistics for 
abortions are published by the Department of Health 

 Neurosurgery for mental disorders  Ok, see section 6.5 Ok 

 Electroconvulsive Therapy (ECT): A83 Ok, see section 6.5 Ok 

 Other Ok Ok 

Diagnoses: HIV: B20 - B24, Z20.6, Z21 and Z71.7 Ok No 

 Abortions: O04 to O08 There are restrictions on using and releasing abortion statistics and official statistics for 
abortions are published by the Department of Health 

 Sexually Transmitted Infections: A50 

to A64 inclusive 
Ok No 

 IVF: Z31.2 No No 

 Other:  Ok  Ok  

Consultant, Registered GP, 
Referrer: 

Data are available in anonymised form, although the use of this still needs care as consultants can be recognisable from the 
anonymised data if there is sufficient other information available. Use of original (raw) codes required DAAG approval. 

 



Annex 2: HES Analysis Guide – Proposed disclosure control rules 

Small Numbers Summary of release guidelines (Table 1) 
Description Detail Level of Aggregation 

  National, Regional, Area Team (AT), 
NHS England Region, Commissioning 
Region (CR), Strategic Clinical 
Networks (SCN) 

Postcode District, Local Area, Electoral 
Ward, LSOA, MSOA, Local Authority, 
CCG, GP Practice, Trust, Provider, Site  

Small Numbers:  0 - 4 acceptable in any individual cell  Ok  No, suppress. 
The way HSCIC will implement this will be 
to suppress values 0-4 and round all other 
values to nearest 5 to protect the 
suppressed cells.  

   Consult the HSCIC if a suitable alternative 
analysis cannot be found within the 
guidelines or where you are unsure of the 
geographical area and the request is still 
required (this may need approval from the 
DAAG)  

In addition to small number in a cell, certain diagnoses and procedures are especially sensitive. The clinical codes for these are likely to be reviewed so please use 
your judgement if you are aware of codes not on the list that are perceived as being sensitive 

Deaths:  OK, but ensure footnotes are given with 
output 

Must consult with HSCIC before issuing. 
See Section 6.2 for more detail 

Surgical Procedures: 
(OPCS codes) 

Abortions:  There are restrictions on using and releasing abortion statistics and official statistics for 
abortions are published by the Department of Health.  

 Q09.1, Q10.1, Q10.2, Q11.1, Q11.2, 
Q11.3, Q11.5, Q11.6, Q14.1-Q14.6, 
Q14.8, Q14.9, R03.1, R03.2, R03.8, 
R03.9 

No, suppress values 0-4, or 0-10 if 
broken down by a sensitive variable. 
See Section 6.6 for more detail 

No, suppress values 0-4, or 0-10 if broken 
down by a sensitive variable. See Section 
6.6 for more detail 

 Neurosurgery for mental disorders  Ok, see section 6.5 Ok, see section 6.5 

 Electroconvulsive Therapy (ECT):  
A83 

Ok, see section 6.5 Ok, see section 6.5 

 Other Ok Ok 

Diagnoses: 

(ICD-10 codes) 

HIV:  
B20 - B24, Z20.6, Z21 and Z71.7 

Ok No 

 Abortions:  There are restrictions on using and releasing abortion statistics and official statistics for 
abortions are published by the Department of Health 

 O04 to O08 No, suppress values 0-4, or 0-10 if 
broken down by a sensitive variable. 
See Section 6.6 for more detail 

No, suppress values 0-4, or 0-10 if broken 
down by a sensitive variable. See Section 
6.6 for more detail 
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 Sexually Transmitted Infections:  
A50 to A64 

Ok No 

 IVF:  
Z31.2 

No No 

 Other:  Ok  Ok  

Consultant, Registered GP, 
Referrer: 

Data are available in anonymised form, although the use of this still needs care as consultants can be recognisable from the 
anonymised data if there is sufficient other information available. Use of original (raw) codes required DAAG approval. See Section 
6.4 for more detail. 
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