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Executive Summary 

This document records the key findings of a data sharing audit1 of the Nuffield Trust on 14th 

and 15th July 2015 against the requirements of the Health and Social Care Information 

Centre (HSCIC) data sharing agreement NIC-326736-Q0F3G covering the supply of linked 

pseudonymised data. This audit used an approved and mature methodology based on ISO 

19011:2011 (Guidelines for auditing management systems) and follows the same format for 

all audits of data sharing agreements conducted by HSCIC.  

In total, two minor non-conformities and six observations were raised2 as a result of findings 

at the time of this visit: 

 There is no clear process by which changes to underlying legislation required by the data 

sharing framework contract are identified (minor) 

 Some of the research publications shown to the Audit Team did not carry the HSCIC 

copyright statement as required by the data sharing contract  (minor) 

 Further precautions could be applied to manage physical access to the server room 

(observation) 

 Given the control by which research files and folders are electronically wiped and a 

record of the activity kept, the Audit Team is not sure why the option of wiping files in the 

presence of a member of the Research Team and not producing a record exists in the 

Information Security Management System (observation) 

 There is potentially a class of storage media (server discs, backup tapes, etc.) that has 

contained sensitive data which is securely wiped that Nuffield may choose not to sell on 

but has not defined the means of disposal (observation) 

 There is a need to update the Information Governance Committee (IGC) Terms of 

Reference given that statements within it are out of date; it also must reflect new 

requirements defined in the Information Security Management System (observation) 

 It was recommended by the Audit Team that the risk and issue proforma developed by 

the ISO 27001 consultant becomes the baseline for risk assessments in the company 

(observation) 

 There is no traceability of action status arising from items raised at the IGC (observation) 

Areas of Good Practice 

 The Data Request Tracker and AD Audit Plus tools both provide clear evidence of 

controls 

 Nuffield Trust intends to certify to ISO 27001 (Information Security Management 

Systems) by the end of 2015 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and evaluating it 

objectively to determine the extent to which the audit criteria are fulfilled 

2
 Definitions found in Section 1.4 
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 Sensitive information is kept on a separate drive that is limited to only the researchers 

and has  more stringent password controls 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

data to be provided by HSCIC to Nuffield Trust under the terms and conditions of the data 

sharing agreement and associated data sharing contract framework signed by both parties. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 s263 contains a provision that health and social 

care bodies and those providing functions related to the provision of public health 

services or adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing agreements signed by the relevant 

contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

Nuffield is an independent charitable Trust with 40 to 50 staff based in London who are 

employed on a portfolio of projects focused on improving the decision-making and 

quality of new models of health and social care.  In the past they have also advised 

voluntary organisations on patent confidential information so the training and 

understanding of information security is quite mature. 

Only aggregated pseudonymised Hospital Episode Statistics (HES) data is used and 

not that which allows patient identification.   

 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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1.3 Purpose  

This report provides an evaluation of how the Nuffield Trust conforms to the 

requirements of the Data Sharing Agreement NIC-326736-Q0F3G, covering the supply 

of linked pseudonymised HES datasets and its associated Data Sharing Contract 

Framework.  

It also considers whether the Nuffield Trust conformed to its own policies and 

procedures. This report provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure 

 the total breakdown of the implementation of a process or procedure 

 the execution of an activity which could lead to an undesirable situation 

 significant loss of management control 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 



Data Sharing Agreements Audit: Nuffield Trust v1.0 Approved 26/10/2015 

 

 

 

Page 7 of 12 Copyright ©2015 Health and Social Care Information Centre 

1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practice, Assurance 

and Risk Committee and the Information Assurance and Cyber Security Committee for 

governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

the Nuffield Trust along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 Nuffield Trust is adhering to the standards and principles of the Data Sharing 

Framework Contract and relevant data sharing agreements and also the audit 

criteria; and 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

Data is obtained from HSCIC in zipped files via SEFT and saved to a separate mapped 

drive (research drive). Access to SEFT is limited to a small number of named staff 

members.  Basic quality checks are made after the data has been extracted from the 

zipped files and before it is made available for use by the research team. 

There are safeguards in place to prevent unauthorised access: 

 Access to the research drive is restricted to the research team 

 Two separate password policies are in place: the first applies to the general network 

log-in whilst the second has a higher level of complexity and is applied to the 

research drive 

 Firewalls are in place to block external access 

 Laptops are not connected to domain environments, users must log in using 

dedicated desktops 

Penetration testing is conducted by an external company.  The latest penetration test 

report shows that attempts to access were unsuccessful. 

The Leaver process is satisfactorily discharged and access removed as a result. 

Physical access to the organisation’s offices is secured though there is no specific 

surveillance and record of access to the server room which is located in the basement 

of the same building.   

Conclusion:  Access control and associated login methodology used to gain access to 

the data seems well managed and there appears to be minimal risk of exposure to 

unauthorised / inappropriate access to data.  Sensitive information is kept on a separate 

drive which must be accessed separately by more stringent password controls.  

However, further precautions could be applied to manage physical access to the server 

room. 

2.2 Information Transfer 

Once raw HSCIC data has been placed on the mapped research drive it is the 

responsibility of the research staff not to copy it outside of this drive. Only aggregated 

data and the generated reports are allowed on the wider corporate network.  

Remote access to the data is provided to named staff through a Citrix sever. However it 

is not possible to copy files from the Citrix environment to remote machines.   

Nuffield Trust does not share data with any organisation or individuals outside the 

authorised members of the Research Team. No data is supplied as part of a report or its 

supplementary material that is published on the Nuffield website. Tools created by 

Nuffield do not contain any data when made freely available to other organisations. 
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Conclusion: Except for the transfer of the downloaded HES data to the research drive, 

all information circulated inside and outside of the company contains only aggregated 

data.   

2.3 Disposal of Data 

Mature protocols were seen to be used for data disposal.  Named users in the Research 

Team advise a named contact in the IT team that HSCIC data is to be removed.  A 

certificate of destruction is duly returned to the requestor who advises HSCIC via email 

which data has been deleted, the associated Data Sharing Agreement, method and 

date of disposal. However, given the controls by which the deletion of files and folders 

are electronically logged and a record kept, it is not clear why the option of wiping files 

in the presence of a member of the Research Team and not producing a record is 

offered in the Information Security Management System (ISMS). 

Prior to forwarding to an outside agency for destruction or selling on, tapes and servers 

are wiped three times; a contract has been in place for over ten years without incident.   

There is also a class of storage media (server discs, backup tapes, etc.) that has 

contained confidential data which is wiped clean that Nuffield may choose not to sell on; 

but the ISMS does not give any statement on how this media is to be disposed. 

Back-up tapes are recycled on a three monthly cycle and destroyed using mature 

processes at the end of their life; a copy of the collection schedule was provided.  Data 

is fully removed at the end of a three month cycle. Backup tapes are encrypted and held 

off-site by an external company. 

There is a need to update the Information Governance Committee (IGC) Terms of 

Reference since it contains statements which are out of date.  It also should reflect new 

requirements defined in the ISMS. 

Conclusion: Data is safely handled from import to disposal with enhanced controls 

observed in record keeping.  However, it is suggested that Nuffield review the 

methodology by which its supplier securely disposes of data to ensure it confirms with 

contractual arrangements. 

2.4 Risk Assessment and Treatments 

Nuffield Trust has a stated intent to commence certification to ISO 27001 (Information 

security management systems) by the end of calendar year 2015. 

Examples of both their current risk register and a newer methodology prepared by an 

external consultant as part of their preparation for ISO27001 certification were provided.  

The latter format added a residual risk evaluation following implementation of mitigation 

or controls and is a more effective means of management.  However, the risk factor is 

not always stated in a manner which clearly explains why the identified risk / issue is of 

concern.   

Once implemented, this new approach will significantly enhance Nuffield’s risk 

management process, allowing for issues, risks, controls, residual risk, owners and 

reviews to be captured. 
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Conclusion: Given that this is an area under continuous improvement, the Audit Team 

will postpone its evaluation of risk assessment until the follow-up visit.  However, the 

changes should ensure a stronger risk and issue management system. 

2.5 Operational Planning and Control 

Both the processes and training around confidential data across the organisation are 

quite mature and are firmly embedded.  All staff sign a confidentiality agreement.  In-

house training sessions, including confidential and sensitive data, are quite mature; e-

learning is provided in data protection with a Medical Research Council e-learning 

module on data confidentiality. 

The procedure for the receipt of data is well established and includes a check to confirm 

data coverage received with suspected duplicates flagged.  They do not link information 

themselves but use the HSCIC data linkage service. 

The AD Audit Plus tool, an automated log to indicate activity on all files obtained from 

HSCIC, was demonstrated.  It includes access failures (i.e. incorrect password) and 

was found to be a highly effective tracking mechanism.  Nuffield reported that any failed 

access would be investigated. The Data Request tracker spreadsheet was seen to be 

an effective tool to monitor the lifecycle of data received into the organisation from initial 

submission to destruction. 

The Information Governance Committee (IGC) meets on a minimum quarterly basis with 

a standard agenda.  The IGC is accountable to the Finance Committee.  Minutes show 

that impacts of any raised issues or major policies, the IG improvement plan, progress 

towards ISO 27001 and training requirements are discussed.  Whilst IGC actions 

appeared to be carried, there was a lack of recorded accountability, target dates and 

traceability of action status from previous meetings; this was also noted in other Nuffield 

reports and logs. 

It was noted by the Audit Team that some reports issued externally do not always 

contain the required HSCIC copyright statement. 

The establishment of an Asset Register was a work in progress and will be followed up 

at the next visit. 

As a requirement of ISO 27001, Nuffield is in the early stages of implementing an audit 

programme to conduct internal assessments at planned intervals to provide information 

on whether the information security management system conforms to its own ISMS 

policy and requirements.  The audit programme will be reviewed at the follow-up visit. 

Conclusion: Documentation has been created to support the certification to ISO 27001 

and to tighten manual controls. An internal audit programme is in process of being 

defined to ensure that the information security management system is functioning 

appropriately.  There is no clear methodology for identifying changes to the legislation 

referenced within the Data Sharing Agreement and consequently research staff are not 

always aware of amendments so they may carry out responsibilities accordingly. 
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3 Conclusions 

Table 1 identifies the minor nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1.  There is no clear process by which changes to underlying legislation required by the data sharing framework contract are 

identified 

2.5 Minor 

2.  Some of the research publications shown to the Audit Team did not carry the HSCIC copyright statement as required by the 

data sharing contract 

2.5 Minor 

3.  Further precautions could be applied to manage physical access to the server room 2.1 Observation 

4.  Given the control by which research files and folders are electronically wiped and a record of the activity kept, the Audit 

Team is not sure why the option of wiping files in the presence of a member of the Research Team and not producing a 

record exists in the Information Security Management System 

2.3 Observation 

5.  There is potentially a class of storage media (server discs, backup tapes, etc.) that has contained sensitive data which is 

securely wiped that Nuffield may choose not to sell on but has not defined the means of disposal 

2.3 Observation 

6.  There is a need to update the Information Governance Committee (IGC) Terms of Reference given that statements within it 

are out of date; it also must reflect new requirements defined in the Information Security Management System 

2.3 Observation 

7.  It was recommended by the Audit Team that the risk and issue proforma developed by the ISO 27001 consultant becomes 

the baseline for risk assessments in the company 

2.4 Observation 

8.  There is no traceability of action status arising from items raised at the IGC 2.5 Observation 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

The Nuffield Trust is required to review and respond to this report, providing corrective 

action plans and details of the parties responsible for each action and the timeline 

(based on priority and practicalities for incorporation into existing workload). As per 

agreement, review of the management response will be discussed by the Audit Team 

and validated at a follow-up meeting with the Nuffield Trust. This follow-up will confirm 

whether the proposed actions will satisfactorily address the nonconformities and 

observations raised. 

Ongoing monitoring of progress against corrective actions will be conducted to an 

agreed schedule with the Nuffield Trust. 

 


