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 Executive Summary 

This document records the key findings of a data sharing audit1 of Leeds Institute of Health 

Sciences (LIHS) and the Clinical Trials Research Unit (CTRU) at the University of Leeds on 

6th and 7th July 2015 against the requirements of the Health and Social Care Information 

Centre (HSCIC) data sharing agreement NIC-315999-W2W4C covering the supply of linked 

pseudonymised data.  

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by HSCIC.  

In total, 2 minor non-conformities and 4 observations were raised2: 

 Although an asset register is maintained for desktop and laptops, no detailed record is 

held by the CTRU of which assets were destroyed against a specific certificate by a third 

party recycling organisation (minor). 

 Whilst a formal risk assessment for this project has yet to be undertaken, the current 

approach to risk assessment needs to be extended to ensure that identified controls will 

reduce an unacceptable risk to one that is acceptable and that responsibility for the 

application of a control has been clearly assigned (minor). 

 The risk assessment for the project should be used to drive any necessary improvements 

to the physical security of the data (observation). 

 A number of the University processes/procedures have not been updated for a number of 

years and there does not appear to be a defined policy for review. It was acknowledged by 

the University that updates to these documents were required.  Documentation around 

data destruction should be included as part of this revision (observation). 

 No overall compliance checks are being made to ensure that faculties are adhering to 

published University security procedures. Instead compliance is left to the individual 

faculties. Given the availability of additional information security procedures and an 

internal auditing programme within the CTRU there is limited risk to HSCIC data though it 

would be prudent for the University to ensure that there is consistency to its overall policies 

and procedures (observation). 

 A data retention policy should be established to aid in the management of documents and 

records that are not covered by clauses in a contract, agreement or research statement 

(observation).  

  

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and 

evaluating it objectively to determine the extent to which the audit criteria are fulfilled 

2
 Definitions found in Section 1.4 
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Areas of Good Practice 

 Information security training is well managed and is shortly to become mandatory once this 

framework has been fully completed and tested. 

 An induction training form is signed off by the new starter and the trainer. 

 Users are alerted to the presence of a revised policy/procedure and the user’s training 

record is updated when the document is acknowledged as being read. 

 University Information Protection Policy posters were seen on meeting room walls. 

 There is a clear statement of support provided by the CTRU for this project and the 

ticketing system allows the tracking of requests made by the project team. 

 The electronic tool, DMP Online produced by Digital Curation Centre, is used to define 

data management plans. 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

data to be provided by HSCIC to University of Leeds under the terms and conditions of the 

data sharing agreement and associated data sharing contract framework signed by both 

parties. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 s263 contains a provision that health and social 

care bodies and those providing functions related to the provision of public health 

services or adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing contract and agreements signed by 

the relevant contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

The Leeds Institute of Health Sciences (LIHS), part of the University of Leeds, is 

conducting a study to evaluate the cost effectiveness and efficiency of particular 

configurations of liaison psychiatry services for target populations. The project, entitled 

Maestro, has been commissioned by the Health Services and Department Research. 

The project is funded until December 2017. 

The current data sharing agreement provides for the provision of pseudonymised data 

covering two geographically close hospitals, one with a liaison service and one without. 

Using these two hospitals as proof of concept, the LIHS is in discussion with HSCIC for 

the receipt of data for 12 trusts. No data has yet been supplied in association with this 

work. 

The Clinical Trials Research Unit (CTRU) at the University of Leeds will be providing the 

computing environment on which this project shall be run.  

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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The University is currently making a major investment in data security and is planning to 

achieve Stage 1 certification to ISO 27001 by the end of this year. 

1.3 Purpose  

This report provides an evaluation of how the University of Leeds, through the CTRU, 

conforms to the requirements of the data sharing agreement NIC-315999-W2W4C, 

covering the supply of linked pseudonymised datasets, and the associated data sharing 

contract framework.  

It also considers whether the University of Leeds conforms to its own policies and 

procedures. This report provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure; 

 the total breakdown of the implementation of a process or procedure; 

 the execution of an activity which could lead to an undesirable situation; 

 significant loss of management control; or 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk; 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk; or 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 
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1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practice, Assurance 

and Risk Committee and the Information Assurance and Cyber Security Committee for 

governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

the University of Leeds along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 the University of Leeds is adhering to the standards and principles of the data 

sharing agreements and audit criteria; and 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 



Data Sharing Agreements Audit: The University of Leeds v1.0 Approved 21/09/2015 

 

 

 

Page 8 of 13 Copyright ©2015 Health and Social Care Information Centre 

2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

Operating within the overall University network, the CTRU network is securely located 

behind its own firewall. Whilst users of this secure network are authenticated by the 

University wide system, the CTRU is responsible for managing access to assets 

residing on its network. Access is revoked by the CTRU when a person leaves. 

All computers on the network are expected to comply with the relevant University 

policies, such as, virus protection and patch management. 

A Service Level Agreement (SLA) between LIHS and CTRU outlines the services to be 

provided by CTRU and defines the access requirements for LIHS staff to the Maestro 

files and data. Changes to personnel shall be managed through a ticketing system 

which provides traceability between requests and action taken. In addition to restrictions 

placed on personnel as defined in the SLA, access to the files will be limited to specific 

IP addresses. 

The CTRU server equipment is housed in a dedicated room within its offices. Whilst 

visitors are required to sign in when visiting the general offices there is no specific 

record of access into the data room. Physical security to the data room is provided by 

key locks and a numeric key pad. This keypad can nevertheless be overridden by the 

use of a key which is kept in a locked cabinet in another part of the building. Although 

the override key is only accessible to specific personnel there is no mechanism to 

detect its use. The adequacy of the current access control protocols should be 

evaluated through the project’s risk assessment, see section 2.4. 

The University is, however, to consolidate equipment held in some 55 individual data 

rooms into 2 to 3 major data centres over the next year. This consolidation is expected 

to further improve data security. 

Conclusion: Access control within the CTRU seems to be well managed and there 

appears to be minimal risk of exposure to unauthorised / inappropriate access to data. 

The CTRU should, however, determine whether further controls are required in respect 

of identifying entry into the data room as part of its risk assessment. 

2.2 Information Transfer 

Data provided through the data sharing agreement will be available via a TIBCO 

Managed File Transfer portal. The lead researcher is responsible for logging onto the 

portal and downloading the data files to the CTRU file store. The lead researcher is also 

expected to check the accuracy of the data files, for example number of files/records, 

and for reporting any data quality issues back to the HSCIC.  
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Within the access control policy only specific computers will be able to access a 

particular file store. Whilst there are no restrictions in place with respect to saving data 

to these named computers, staff are informed through the CTRU data management and 

protection procedure not to do so. University laptops connected to the network are 

encrypted.   

Under the Maestro project no data is to be provided to any other parties. Only the 

results of the analysis will be declared in academic publications as defined in the data 

sharing agreement. 

A data transfer procedure exists with the CTRU. 

At a follow-up visit the Audit Team will talk to research team with respect to the 

management and handling of the data provided through this data sharing agreement. 

Conclusion: As no sensitive project data is to be located outside of the secure CTRU 

network then there is minimal risk of inappropriate availability to data. 

2.3 Disposal of Data 

Data assets are disposed of through a recycling third party that is certified to 

appropriate international standards. The CTRU does not directly sell redundant 

equipment to staff or students. Data bearing assets, such as hard discs, are wiped by 

the recycling organisation using Blancco software. Discs which fail the wipe process are 

mechanically shredded. Data held on assets that cannot be erased with this software 

are also destroyed. Successfully wiped hard discs along with standard computer 

equipment may be redeployed or donated to charity by the recycling organisation.  

It was stated that all data bearing assets are labelled by the recycling organisation so 

that they can be tracked through each stage of the process. Whilst the CTRU keeps 

records of computers/laptops sent for recycling, it does not keep records of assets such 

as server hard discs. Therefore the CTRU cannot fully state which assets are linked to a 

specific data deletion certificate provided by the recycling organisation. As an extra 

safeguard the CTRU wipes hard discs before they are sent for recycling. 

Backup tapes are taken monthly as part of a 6 monthly rotation cycle. Following an 

instruction by HSCIC to delete the data it will therefore exist until all of the tapes have 

been reused. Backup tapes that are not required are sent by the CTRU to the same 

recycling organisation for destruction.  

No written policy for data destruction was identified by the University. 

Conclusion: Data assets are securely disposed through a suitable third party. Assets 

that cannot be wiped and reused will be destroyed. 

2.4 Risk Assessment and Treatments 

A formal risk assessment for the Maestro project has still to be undertaken given the 

ongoing discussions with respect to the supply of data.  
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The University of Leeds supplied a basic process for undertaking a risk assessment for 

the security of data and presented an example for another project. For this example the 

Audit Team noted the risk assessment did not: 

 define risk acceptability criteria; 

 consider the change in a risk following implementation of the specified additional 

controls in order to assess whether sufficient action has been taken;  

 specify action owners; and 

 determine that controls have been applied. 

The Audit Team will review the risk assessment undertaken for this project at a follow-

up visit. 

Conclusion: The risk assessment procedure and the example risk assessment 

presented during the audit were not considered to have been adequately defined and 

treated. When a risk assessment is undertaken for Maestro project then the above 

deficiencies must be addressed and a more complete risk assessment produced. 

2.5 Operational Planning and Control 

An induction training form is required to be signed off by both the new starter and the 

trainer. All staff are required to undergo the information governance (IG) training before 

being given access to sensitive data. In this respect, the University has created an 

online IG training module. It is expected that by the end of summer 2015 completion of 

this module will be mandatory and automatically acknowledged in the user’s training 

record. Users will be required to complete a refresher module every year and a full 

module every five years. 

The University is about to implement an Information Protection Group, comprised of 

senior executives, to oversee information security.  The role of this new committee and 

its output will be examined by the Audit Team as part of a follow-up visit.  

Policies and procedures have been published by both the University and the CTRU. 

The CTRU stated that its documentation sought to provide more detailed information 

without contradicting requirements set by the University. All documentation provided to 

the Audit Team appeared to be under good management control. In addition to these 

general policies and procedures, the SLA between the LIHS and the CTRU provides for 

an evolving definition of the controls to be enacted for the project and a record of 

permissions assigned to personnel working on it. 

The University acknowledged that its information security documents are in need of 

review and revision. As no compliance checks are undertaken by the University on 

adherence to its documents but left to the individual faculties, the Audit Team suggested 

that such checks be carried out as part of this overhaul to ensure that followed good 

practice is retained and any poorly followed practice is investigated. 
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A data retention policy should also be established to aid the management of documents 

and records that are not covered by clauses in a contract, agreement or research 

statement. For example, at the moment induction training records are permanently 

retained in the event they are required. 

Within the CTRU, users are alerted to a revised policy or procedure. When the user 

acknowledges that the new document has been read an entry is added to the user’s 

training record. The system also allows line managers to view which documents are still 

to be read by their reports.  

Breaches with respect to information security, including notification to HSCIC, will be 

handled in accordance with the University defined process. 

The ticketing system used by the CTRU for requests provides traceability of actions 

undertaken for the project, for example, required changes to access permissions. 

An internal audit function within the CTRU ensures that projects are adhering to defined 

practices. This internal audit function is independent of the IT audits initiated by the 

University. The Audit Team viewed examples of recent CTRU audits, but noted that 

there was no evidence of actions being executed in the source audit reports. As the 

person responsible for the internal audit was not available, this aspect will be explored 

in a follow-up visit as it is possible that actions are tracked outside of the original audit 

report. 

Conclusion: The CTRU has implemented a number of good practices, aided by 

suitable tooling, to ensure that personnel accessing the data are trained and have 

access to relevant documents. 
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3 Conclusions 

Table 1 identifies the minor nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1 Although an asset register is maintained for desktop and laptops, no detailed record is held by the CTRU of which assets 

were destroyed against a specific certificate by a third party recycling organisation. 

2.3 Minor 

2 Whilst a formal risk assessment for this project has yet to be undertaken, the current approach to risk assessment needs to 

be extended to ensure that identified controls will reduce an unacceptable risk to one that is acceptable and that 

responsibility for the application of a control has been clearly assigned. 

2.4 Minor 

3 The risk assessment for the project should drive any necessary improvements to the physical security of the data. 2.1, 2.4 Observation 

4 A number of the University processes/procedures have not been updated for a number of years and there does not appear 

to be a defined policy for review. It was acknowledged by the University that updates to these documents were required.  

Documentation around data destruction should be included as part of this revision. 

2.3, 2.5 Observation 

5 No overall compliance checks are being made to ensure that faculties are adhering to published University security 

procedures. Instead compliance is left to the individual faculties. Given the availability of additional information security 

procedures and an internal auditing programme within the CTRU there is limited risk to HSCIC data though it would be 

prudent for the University to ensure that there is consistency to its overall policies and procedures. 

2.5 Observation 

6 A data retention policy should be established to aid in the management of documents and records that are not covered by 

clauses in a contract, agreement or research statement.  

2.5 Observation 

 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

The University of Leeds is required to review and respond to this report, providing 

corrective action plans and details of the parties responsible for each action and the 

timeline (based on priority and practicalities for incorporation into existing workload). As 

per agreement, review of the management response will be discussed by the Audit 

Team and validated at a follow-up meeting with the University of Leeds. This follow-up 

will confirm whether the proposed actions will satisfactorily address the nonconformities 

and observations raised. 

Ongoing monitoring of progress against corrective actions will be conducted to an 

agreed schedule with the University of Leeds. 

 


