
 

 

  

  

 

 Copyright ©2015 Health and Social Care Information Centre 

HSCIC Audit of Data  

Sharing Activities: 

 

West Hertfordshire Hospitals 

NHS Trust 

 

  

Directorate / Programme Data Dissemination Services Project Data Sharing Audits 

  Status Approved 

Director Terry Hill Version 1.0 

Owner Rob Shaw Version issue date 26/10/2015 

 

 

 

 

 

 

 

 

 

 

 

 



Data Sharing Agreements Audit: West Hertfordshire Hospitals NHS Trust v1.0 Approved 26/10/2015 

 

 

 

Page 2 of 10 Copyright ©2015 Health and Social Care Information Centre 

Contents 

Executive Summary 3 

1 About this Document 4 

1.1 Introduction 4 

1.2 Background 4 

1.3 Purpose 5 

1.4 Nonconformities and Observations 5 

1.5 Audience 6 

1.6 Scope 6 

1.7 Audit Team 6 

2 Audit Findings 7 

2.1 Access Controls 7 

2.2 Information Transfer 7 

2.3 Disposal of Data 7 

2.4 Risk Assessment and Treatments 8 

2.5 Operational Planning and Control 8 

3 Conclusions 9 

3.1 Next Steps 10 



Data Sharing Agreements Audit: West Hertfordshire Hospitals NHS Trust v1.0 Approved 26/10/2015 

 

 

 

Page 3 of 10 Copyright ©2015 Health and Social Care Information Centre 

Executive Summary 

This document records the key findings of a data sharing audit1 of the West Hertfordshire 

Hospitals NHS Trust on 2nd September 2015 against the requirements of the Health and 

Social Care Information Centre (HSCIC) contract CON-313277-T4G4T, data sharing 

agreement NIC 148292, MR 671 for the Early Rheumatoid Arthritis Study (ERAS).  This audit 

used an approved and mature methodology based on ISO 19011:2011 (Guidelines for 

auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by HSCIC.  

In total, 1 minor non-conformance and 1 observation were raised2: 

 Though the Audit Team concluded that adequate access controls were in place, according 

to the information security plan with the new third party IT Service provider, personal 

identifiable data should not be processed on local and network drives (minor non-

conformance) 

 West Hertfordshire NHS Hospitals Trust would benefit from adopting a more robust means 

of identifying, accessing and monitoring information assets (observation) 

Areas of Good Practice 

 Training is well managed 

 Mechanisms around risk management practices appear to be well controlled but are still 

quite recent 

 Reporting of Information Technology / Information Governance incidents 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

data provided by the HSCIC to the West Hertfordshire Hospitals NHS Trust under the terms 

and conditions of the data sharing agreement and associated data sharing contract 

framework signed by both parties. 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and 

evaluating it objectively to determine the extent to which the audit criteria are fulfilled 

2
 Definitions found in Section 1.4 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 s263 contains a provision that health and social 

care bodies and those providing functions related to the provision of public health 

services or adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing contract and agreements signed by 

the relevant contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

The Early Rheumatoid Arthritis Study (ERAS) was formed in 1986 as a joint venture 

between nine hospitals in the UK with the primary aims of recording long term 

Rheumatoid Arthritis outcomes and the development of predictive factors for the 

disease. 

A total of 1415 patients were recruited for the ten year study which investigated the 

occurrence and effects of the disease.  The study has now been sealed and follow-up 

activities consist solely of the recording of mortality data for these patients. 

HSCIC supplies this data within a zip file accessible only by a named individual via the 

HSCIC secure data transfer mechanism; it usually constitutes less than ten records of 

individual deaths per quarter.  The data is contained in a CSV file which is opened in 

Excel, excess data is stripped out then transferred across to a password protected 

Excel spreadsheet. The original zip file is then deleted and the data is shared with the 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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study’s chief investigator who codes the cause of death according to study protocols. 

Data is not made available to anyone other than the two named individuals. 

1.3 Purpose  

This report provides an evaluation of how the West Hertfordshire Hospitals NHS Trust 

(WHHT) conforms to the requirements of the data sharing agreement NIC 148292, MR 

671 for the ERAS.  It also considers whether WHHT conforms to its own policies and 

procedures.  

This report provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure 

 the total breakdown of the implementation of a process or procedure 

 the execution of an activity which could lead to an undesirable situation 

 significant loss of management control 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 
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1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practice, Assurance 

and Risk Committee and the Information Assurance and Cyber Security Committee for 

governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

the West Hertfordshire Hospitals NHS Trust along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 the West Hertfordshire Hospitals NHS Trust is adhering to the standards and 

principles of the data sharing agreements and audit criteria 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  
This section presents the key findings arising from the audit. 

2.1 Access Controls 

HSCIC-provided data is contained within a zip file which is downloaded through the 

HSCIC secure data transfer mechanism and usually constitutes less than ten records of 

individual deaths per quarter.  It is reviewed by a named contact who confirms that the 

data relates to individuals within the study via a unique identifier assigned by ERAS. 

The data is contained in a CSV file which is opened in Excel, data is placed into the 

format required by the study then transferred across and saved to a password protected 

Excel spreadsheet. The email and the zipped file are deleted on the same day. 

Conclusion: Access controls are well managed and there appears to be minimal risk of 

exposure to unauthorised / inappropriate access to this data. 

2.2 Information Transfer 

HSCIC-provided data is shared with the study’s chief investigator who codes the cause 

of death according to study protocols. Access to the network folder containing the data 

is restricted and only available to the two named individuals. 

Mortality information is then added to a master database within the Statistic Package for 

the Social Sciences (SPSS) application for statistical analysis. 

The resulting analysis and conclusions have been published in excess of 50 

publications and presentations to UK and international Rheumatoid Arthritis societies. 

Those publications have given credit to the Office for National Statistics (ONS) and 

Medical Research Information Service (MRIS) as the source of the data. Future 

publications will site HSCIC copyright in words specified by the contract.  In addition 

data has been used by the National Audit Office (NAO) and National Institute of Clinical 

Excellence (NICE); the latter uses the information to review cost effectiveness of 

treatments and outcomes.  

Conclusion: The retention, processing and delivery of information derived from the 

HSCIC data is clearly understood. 

2.3 Disposal of Data 

A Hard Drive Removal and Data Destruction (v1.0 September 2015) document exists 

which ensures that end of life data storage media is destroyed in a manner consistent 

with HSCIC guidelines; a Records Retention and Disposal Policy (v2.0 December 2012) 

is also in place for paper records. 

Formal agreements are in place with the third party IT Service provider; this provider is 

certified to ISO 27001.  

The files received from HSCIC are immediately deleted following anonymisation in 

WHHT, only anonymised codes are retained.  The Audit Team was shown a certificate 

of destruction for the data sharing agreement MR671 dated 10th March 2015. 
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Conclusion: Though the Audit Team concluded that adequate controls were in place, 

according to the information security plan, personal identifiable data should not be 

processed on local and network drives (minor non-conformance). 

2.4 Risk Assessment and Treatments 

The mechanisms around risk management practices appear to be well controlled but 

have only been implemented recently.   

An information risk policy was proven to exist; an information asset register was stated 

to be in place however as evidence, the Audit Team was shown a list of software 

entries.  This log contains key systems but there was no entry relating to the ERAS data 

though it did exist in the data flow mapping section.  

Conclusion: There is limited risk due to the small amount and nature of HSCIC data 

held.  However, WHHT would benefit from adopting a more robust means of identifying, 

assessing and monitoring information assets (observation). 

2.5 Operational Planning and Control 

The use of this data is clearly defined, securitised and documented.  

A policy for the management of confidential information exists and appears to be 

followed. Responsibilities for handling confidential information are defined, allocated 

and communicated.   

Information Governance training is mandated on a yearly basis, tracked and well 

controlled.  Training needs analysis is in place and compliance monitored.  Corporate 

training programs are planned over a 12 month period with capacity for staff to receive 

the appropriate training.  

All training is signed off by the appropriate authorities and compliance tracked against 

targets. 

Staff understand their obligations with respect to the HSCIC contract and the data. Only 

individuals whose names are specified in the contract / agreement have access to this 

confidential information.  

The reporting of Information Technology / Information Governance incidents is well 

managed.  A process is in place for evaluation of incidents with reports actively 

investigated and fed into the management information system.  

Conclusion: The processes are fully mature and followed. 
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3 Conclusions 

Table 1 identifies the minor nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation WHHT Comments 

1 Though the Audit Team concluded that adequate controls 

were in place, according to the information security plan, 

personal identifiable data should not be processed on 

local drives 

2.3 Minor Processing of Patient Identifiable Information within the Security 

Management Plan v1.3 states the following: 

Storing sensitive data such as PID on the corporate network or 

locally on their devices. All such data should only reside in 

approved clinical applications accessible through the SPINE 

network.  

We accept this finding. The Information Governance Manager has 

referred the issue to the Information Governance and Joint Security 

Forum to request that the Trust guidance is amended to provide 

clarity on this point. 

Responsibility – Information Governance Manager 

Timescale – December 2015 

2 West Hertfordshire NHS Hospitals Trust would benefit 

from adopting a more robust means of identifying, 

assessing and monitoring information assets 

2.4 Observation We accept this finding and have now agreed a process for when we 

are party to any Data Sharing agreements. This process will ensure 

that information assets are identified, assessed and monitored. 

Responsibility – Information Governance Manager 

Timescale – October 2015 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

WHHT has provided corrective action plans and details of the parties responsible for 

each action and the timeline (based on priority and practicalities for incorporation into 

existing workload).  

The Audit Team has validated the response and will follow-up to confirm the 

implementation of the corrective actions after December 2015. 


