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 Introduction 1
The HSCIC is the national provider of information, data and IT systems for NHS commissioners, 
analysts and clinicians in health and social care1. HSCIC is an executive, non-departmental public 
body, sponsored by the Department of Health.  

HSCIC’s key responsibilities2 require that it demonstrates a robust and thorough approach to 
information governance, underpinning its culture and practice to gain and maintain public confidence 
and trust. HSCIC’s Information Governance (IG) approach must ensure that: 

• all processing of information is appropriate, secure and confidential 

• all legal and regulatory information governance requirements are satisfied.  

 
The Data Access Advisory Group (DAAG) was established in September 2010 to provide 
independent advice on applications for Hospital Episode Statistics (HES) and the Mental Health 
Minimum Data Set (MHMDS) involving sensitive but non identifiable data and reviewing the 
appropriateness of the consent model adopted by applicants for the Data Access Request Service.  

This monitoring and approvals function is in addition to that required by law but is considered by the 
HSCIC to remain a relevant and required process. 

The General Practice Extraction Service Independent Advisory Group (GPES IAG)’s main role was to 
consider requests for information that could be collected and provided by GPES, and to 
recommend a course of action to the HSCIC. GPES IAG’s data collection / extraction role will 
largely be transferred to the Standardisation Committee for Care Information (SCCI)3. IAG’s data 
dissemination role has been integrated into IGARD so there is a single process for collections and 
extractions (SCCI) and a separate single process for data disseminations (IGARD). 

The proposals for the establishment of IGARD are designed to improve transparency, accountability, 
quality, and consistency of decision-making and to significantly enhance the public reputation of 
HSCIC.  

The HSCIC was established by the Health and Social Care Act 20124 and must act in accordance 
with its statutory functions. Its formal role, functions and remit are exercised within the bounds of the 
applicable legal and regulatory framework. The Health and Social Care Act 20125 sets out the basis 
under which it can perform its functions, including the dissemination and publication of information.  
Section 122 of the Care Act 2014 amends the Health and Social Care Act 2012 stating that, under its 
general dissemination powers, it may only disseminate information for the purposes of the provision 
of health care or adult social care or for the promotion of health and not for solely commercial 
purposes. Additionally, the Care Act 2014 requires that the HSCIC has regard to any advice given to 
it by the Health Research Authority’s (HRA) Confidentiality Advisory Group (CAG6). 

The overarching legal and regulatory framework, national and international, informs the HSCIC’s 
systematic and coherent approach to scrutiny of requests for data releases. While this wider context 

                                            
1 https://www.gov.uk/government/organisations/health-and-social-care-information-centre 
2 http://www.hscic.gov.uk/article/3768/For-the-public 
3 http://www.hscic.gov.uk/isce 
4 http://www.legislation.gov.uk/ukpga/2012/7/contents/enacted 
5 http://www.legislation.gov.uk/ukpga/2012/7/part/9/chapter/2/enacted 
6 http://www.hra.nhs.uk/resources/confidentiality-advisory-group/ 
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identifies effective methods for enabling the use of medical information for the promotion of health 
and social care, it also envisages that any use of patient data is to respect data protection rules and 
patient confidentiality. Of relevance to effective scrutiny is the wider law and policy context of the data 
release requests and the likely public and patient response to such requests. 

 Constitution 2
The HSCIC Board hereby resolves to establish a group to be known as the HSCIC Independent 
Group Advising on the Release of Data (IGARD) to replace DAAG and incorporate the data 
dissemination role of the GPES Independent Advisory Group from 1st July 2015.  

 Purpose  3
IGARD’s primary purpose will be to consider all dissemination of confidential information as defined 
in section 263 of the Health and Social Care Act 20127, including:  

• Personal and confidential data or personal and sensitive data as defined in the Data 
Protection Act 19988and the Statistics and Registration Services Act 2007. 

• Data which is anonymous in context or which is de-identified for limited access. 

• Data which is aggregated but which does not have small numbers supressed. 

 
IGARD’s secondary purpose is to make general recommendations or observations to HSCIC, via the 
Senior Information Risk Officer (SIRO), Caldicott Guardian or other approved route, about its 
processes, policies and procedures, including transparency measures such as registers9, and 
produce an annual report. 

 

IGARD will achieve the primary purpose by: 

1. Considering all requests for data, where devolution to HSCIC Officers is felt on a risk basis or 
CAG advice not to be systemically desirable, or practically feasible or publicly defensible. 

2. Taking the following approach to shaping its decision-making, which will be guided by 
relevant parts of the HSCIC’s Code of Practice on Handling Confidential Information10: 

a. To consider applications for extracts of data where linkages with other data sets may 
enable identification and to advise on any additional safeguards required.  

b. To consider whether the use of sensitive data items and / or identifiable data is 
necessary, or whether non-sensitive / non-identifiable data might suffice.  

c. To consider whether the patient consent model provided by applicants is sufficient to 
cover the use of the data requested.  

d. To ensure the related benefits are understood and justify such processing. 

e. To ensure any associated risks are understood, mitigated and managed; and  

f. To confirm the information handling security and retention procedures demanded of 
the requesting organisations are appropriate and proportionate to the information 
being provided, and have been accepted by the requesting organisations.  

                                            
7 http://www.legislation.gov.uk/ukpga/2012/7/section/263/enacted 
8 https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/  
9 http://www.hscic.gov.uk/dataregister 
10 http://systems.hscic.gov.uk/infogov/codes/cop 
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g. To refer any applications to the Health Research Authority Confidentiality Advisory 
Group (HRA CAG) where Section 251 support is considered necessary, prior to an 
IGARD meeting.  

h. To refer any applications to HRA CAG where the applicant already has Section 251 
support and is requesting sensitive data items not already covered by their approval.  

 
3. IGARD will consider all applications made to the HSCIC for extracts of data containing 

sensitive data11 items, where potential identification from those data items could cause harm 
or distress to the individual, and to advise on any additional safeguards required.  

4. IGARD will also consider all requests for data disseminations, or any other requests for data 
dissemination or publication at the discretion of the HSCIC board, the HRA CAG, the HSCIC 
Caldicott Guardian or the IGARD Chair.   

5. IGARD will consider whether requests for data comply with advice received from HRA CAG, 
with reference to the policy framework12 to support judgements when HRA CAG advice is 
sought. HSCIC is required to have regard to HRA CAG under section 122 of the Care Act 
201413.  HRA CAG needs to have regard to regulations under Paragraph 9 of Schedule 7 of 
the Care Act 2014. 

 Membership 4
The HSCIC Board in consultation with the IGARD Chair will determine the membership of the 
IGARD. The IGARD Chair will be appointed at the recommendation of the National Data Guardian for 
an initial period of three years. 
 
The IGARD will have 9 members, 6 of whom will be independent and 3 of whom will come from the 
HSCIC: 
 

• An independent Chair (recommended by the National Data Guardian). 
• A senior academic figure with an interest in the domain (independent). 
• A General Practitioner registered and with a licence to practise, with an interest in the domain 

(independent). 
• A member with a set of legal competencies and an interest in the domain (independent). 
• A member with a set of ethical competencies and an interest in the domain (independent). 
• A senior clinician or Trust Caldicott Guardian with an interest in the domain (independent). 
• HSCIC Deputy Caldicott Guardian – health. 
• HSCIC Deputy Caldicott Guardian – social. 
• HSCIC Head of IG or nominated representative. 

 
There will be two standing observer positions: 

1. HRA CAG representative. 
2. Department of Health representative 

 
Independent members will not represent their employing organisations, professional body or any 
other group or organisation but will be drawn from a range of backgrounds and interests to ensure a 
spectrum of knowledge and expertise that reflects the complexity of the health and care system.  The 
HSCIC members contribute to IGARD based on their knowledge and experience as subject-matter 
experts. They should generally play no other part in the application process14.  

                                            
11 Definition of “sensitive data” tbc 
12 In development 
13 http://www.legislation.gov.uk/ukpga/2014/23/section/122/enacted 
14 http://www.hscic.gov.uk/dars  
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The appointment of a Deputy Chair will be agreed between the Chair and the HSCIC SIRO.  
 
All members must declare any potential conflicts of interest. Members will be aware of and adhere to 
the Nolan Principles15 published by the Committee on Standards in Public Life16 
 
The appointment process for independent members will be open and transparent. The duration of 
appointment of independent Group members will be for one year initially and may be extended by a 
further three years. Once fully established, the overall change in the membership should be 
approximately one third of members in a given year. This will help to give consistency and provide 
continuity, and also enables a rotation of members as issues develop, and as the Group comes to 
have greater understanding of information governance issues in the new health and care landscape. 
All members will be expected to attend all meetings unless otherwise agreed with the Chair or 
Deputy Chair. Failure to attend meetings may be a reason for termination of membership (see also 
Independent members terms and conditions agreement17). 

 Quorum 5
The IGARD is quorate with at least four of its members present, three of whom should be 
independent members. If the Chair is unable to attend, the Deputy Chair will lead for that meeting or 
if necessary any other member at the discretion of the Chair or Deputy Chair. 

 Attendance 6
The IGARD will normally be attended by: 

 
• The Chair and Deputy Chair of the IGARD 
• IGARD Members  
• IGARD Secretariat 
• Information Asset Owners18 (IAOs), senior members of the Data Access Request 

Service (DARS)19 team or their nominated deputies who will present cases as 
appropriate 

• DARS Case managers may attend as observers for their applications at the discretion 
of the Chair or Deputy Chair 

 
The Chair or Deputy Chair may invite and must approve others attending IGARD as observers. 
External observers wishing to attend IGARD must register their interest with IGARD Secretariat, at 
least five working days before the meeting date and may be invited to attend at the discretion of the 
Chair or Deputy Chair. Matters discussed at IGARD may include details that are commercially or 
otherwise sensitive to help inform members’ decisions. For this reason observers will be required to 
sign a non-disclosure agreement20, declare any conflicts of interest and agree to be bound by a 
modified Chatham House Rule (those attending will be identified in the minutes but comments will not 
be attributed)21. 

                                            
15 https://www.gov.uk/government/publications/the-7-principles-of-public-life  
16 https://www.gov.uk/government/organisations/the-committee-on-standards-in-public-life  
17 not yet written 
18 http://systems.hscic.gov.uk/infogov/security/risk 
19 http://www.hscic.gov.uk/dars 
20 not yet written 
21 http://www.chathamhouse.org/about/chatham-house-rule  
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 Access 7
IGARD meetings will take place in person or on occasion via secure video link. All members of 
IGARD are entitled to attend each meeting of the Group. The Chair or Deputy Chair, may, on 
occasion, organise meetings, video / teleconferences or email discussions with members when the 
circumstances require it and with the approval of the HSCIC SIRO. All meetings of IGARD will be 
recorded in the minutes and published on the HSCIC website. 

To ensure transparency, applications received into IGARD and minutes from the meetings will be 
available on the HSCIC website not more than ten working days after the meeting date. Queries 
about the applications or minutes can be raised by contacting the IGARD Secretariat 
DAAG@hscic.gov.uk (D.N. please note this mailbox will be change to IGARD@hscic.gov.uk once 
IGARD is in place) 

 Frequency 8
Meetings shall be held in line with business requirements but not usually less than monthly. Where 
there is a high volume of business IGARD will meet more regularly. In some instances the Chair or 
Deputy Chair may ask members to consider cases outside formal meetings on behalf of IGARD 
where certain criteria apply; for example when cases are straightforward or very similar to those 
where a precedent has previously been established; or, where a specific follow up action has been 
completed following a full IGARD meeting; or, where there are particular urgent circumstances which 
might apply. The Chair or Deputy Chair, via the Secretariat, will manage this process and ensure 
members are fully informed of all actions carried out in the Group’s name where this is the case. 
These processes will be reflected in IGARD’s Standing Operating Procedures and agreed with the 
HSCIC SIRO. All such decisions will be reported to the Group on the following full meeting agenda 
and recorded in the minutes. 

 Authority 9
The HSCIC has ultimate responsibility for decisions made in relation to the data it has responsibility 
for, in line with its governance arrangements22. IGARD has an independent advisory function to 
HSCIC and as such the HSCIC will indemnify IGARD members against any actions by third parties 
arising from the proper conduct of the IGARD’s business. IGARD will consider cases in depth and 
use its expertise and experience to provide recommendations to the HSCIC Board via the Executive 
Director acting as HSCIC Senior Information Risk Owner (SIRO).  
 
IGARD will be hosted by the HSCIC and ultimately be accountable to the HSCIC SIRO on behalf of 
the HSCIC board, providing regular reports as required. 
 
IGARD will establish and maintain close working relationships with HRA CAG in line with the 
regulations associated with section 2 of the Care Act 201423 and the HSCIC Data Dissemination 
Policy24. 
 
IGARD advises the SIRO on decisions to disseminate data. The Chair and Deputy Chair may also 
take advice from the HSCIC Caldicott Guardian, HRA CAG or the National Data Guardian, but the 

                                            
22 https://www.gov.uk/government/organisations/health-and-social-care-information-centre/about/our-
governance 
23 http://www.legislation.gov.uk/ukpga/2014/23/section/122/enacted  
24 In draft - publication tbc 
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line of business accountability of the Chair and Deputy Chair is to the HSCIC SIRO and professional 
accountability to the HSCIC Caldicott Guardian.  
 
Where HRA CAG advice is being sought, the responsibility for managing the process through HRA 
CAG lies with the HSCIC Deputy Caldicott Guardian (Clinical) or Head of IG supported by the 
Director responsible for Information Governance policy within HSCIC or his/her nominated 
representative. 

 Standard Operating Procedures 10
The Group will agree and maintain and review a set of published Standard Operating Procedures for 
itself, which will include: 

• Conduct of meetings including observing the Chatham House Rule.  
• Register of Interests and notification of Conflicts of Interest. 
• Preparation and clearance of reports to and from IGARD. 
• Publication of Meeting Summaries, Clearance & Publication of Record of Meetings. 
• Functions and terms of reference of any sub groups established. 
• Publication Scheme. 
• Freedom of Information. 
• Virtual Working (e.g. SharePoint). 
• “House Style”. 

 Function 11
IGARD will make recommendations on the applications received to the HSCIC Senior Information 
Risk Officer (SIRO) Recommendations will normally be:  
 

• Recommend for approval. 
• Recommend for approval subject to caveats. 
• Defer for further consideration. 
• Unable to recommend for approval. 
• Advice and comment (e.g. on consent materials sent for review). 

 
Decisions will normally be reached on a consensus basis. However, in the event that this is not 
possible, the Chair or Deputy Chair may call for a vote, in which case each of the independent 
members will have one vote. In the event of a tie, the Chair will have a casting vote. The HSCIC 
members will not have a vote, but will act to support and inform the Group’s decisions in line with 
HSCIC’s policies and responsibilities.  
 
IGARD will annually review its terms of terms of reference, membership, Standard Operating 
Procedures and its own effectiveness and recommend any necessary changes to the HSCIC Board 
in an annual report to be produced at the end of each financial year. 


