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Executive Summary 

This document records the key findings of a data sharing audit1 of Bedfordshire Clinical 

Commissioning Group (CCG) on 13th and 14th October 2015 against the requirements of the 

Health and Social Care Information Centre (HSCIC) data sharing agreement  

NIC-348765-P2K6T covering the supply of Secondary Uses Service (SUS) data. 

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by HSCIC.  

In total, 4 minor non-conformities and 4 observations were raised2: 

 The list of staff able to access Service Level Agreement Monitoring (SLAM) data provided 

to the Audit Team was incorrect (Minor). 

 The description of how information is delivered to MedeAnalytics provided to DAAG and 

reflected in the data sharing agreement is incorrect (Minor). 

 The risk assessment supporting the MedeAnalytics entry on the information asset register 

could not be provided during the audit (Minor). 

 Embedded Information Governance (IG) processes are being circumvented in support of 

Central Southern Commissioning Support Unit staff (Minor). 

 No information supporting data destruction was provided by the contracted party during 

the on-site audit (Observation). 

 There is a need to ensure that the IG team are informed of changes to staff accessing 

sensitive data (Observation). 

 There is a need to ensure that the small number suppression requirement is checked as 

part of any reporting (Observation). 

 The ability to audit external parties available in the relevant contracts should be exercised 

(Observation). 

Areas of Good Practice 

 There is a range of suitable process / procedures with respect to information governance. 

 The process with respect to risk management is well defined and there is ongoing 

development following a recent audit. 

 Training is seen as important and there are a range of services to support this element. 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and 

evaluating it objectively to determine the extent to which the audit criteria are fulfilled 

2
 Definitions found in Section 1.4 
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In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

data to be provided by HSCIC to Bedfordshire CCG under the terms and conditions of the 

data sharing agreement and associated data sharing framework contract signed by both 

parties. However, the provision and use of data within the CCG has been complicated due to 

Bedfordshire CCG being in special measures. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing contract and agreements signed by 

the relevant contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

The CCG is responsible for planning, organising and buying NHS-funded healthcare for 

the 441,000 people who live in Bedfordshire. This includes hospital services, community 

health services and mental health services. 

As a result of financial difficulties the organisation was placed under special measures 

earlier this year. As a result, staff from the Central Southern Commissioning Support 

Unit (CSU) are working in the Bedfordshire CCG providing additional support. 

1.3 Purpose  

This report provides an evaluation of how Bedfordshire CCG conforms to the 

requirements of the data sharing agreement NIC-348765-P2K6T, covering the supply of 

SUS datasets, and the associated data sharing framework contract.  

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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It also considers whether Bedfordshire CCG conforms to its own policies and 

procedures. This report provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure; 

 the total breakdown of the implementation of a process or procedure; 

 the execution of an activity which could lead to an undesirable situation; 

 significant loss of management control; or 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk; 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk; or 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 

1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

Bedfordshire CCG along with its associated documentation.  
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Fundamentally, the audit sought to elicit whether: 

 Bedfordshire CCG is adhering to the standards and principles of the data sharing 

agreements and audit criteria; and 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

Although not part of the specified data sharing agreement, Service Level Agreement 

Monitoring (SLAM) data which includes patient identifiable data is also held by Bedfordshire 

CCG and the retention and access to this data was considered by the Audit Team as part of 

this audit.  

2.1 Access Controls 

General access to the network is initiated using a form, authorised by the person’s line 

manager, which is then processed by the ICT provider; East and North Hertfordshire 

CCG.  

Access is similarly removed for personnel leaving the organisation or changing role 

within the organisation. Although there does not appear to be a formal process for those 

changing role, it was stated that staff with access to HSCIC data were co-located and 

any noted changes would trigger an appropriate change in access request. 

A list was provided by Bedfordshire CCG which identified those persons able to access 

sensitive data on the network. However, through discussions during the audit this list 

was found to be incomplete; specifically the names for Central Southern CSU personnel 

were missing. It is important that as CSU personnel come into the organisation then 

their details and access rights are captured and Information Governance (IG) staff are 

kept informed of changes to staff accessing sensitive data. HR also needs to keep 

abreast of such staff who may come in under the general CSU contract. 

CCG personnel as part of the process of seeking access to the MedeAnalytics system 

have to justify the reason for the access. If this justification is not seen as being 

sufficient then the application is rejected. However, an instance was raised by the CCG 

where this protocol was not followed for a Central Southern CSU member of staff at the 

instruction of a Bedfordshire CCG Director who has since left the organisation. The 

Audit Team stated it was important that the established and embedded IG processes 

are not circumvented to expedite support to CSU staff. 

Conclusion: Access is generally well governed, but with recent events the accuracy of 

the list of approved personnel has declined. This is compounded with the need to 

monitor transient persons from the Central Southern CSU.  

2.2 Information Transfer 

It was reported that SUS data is provided by the North East London (NEL) Data Service 

for Commissioners Regional Office (DSCRO) direct to MedeAnalytics. Whilst this 

represents the most direct route it is not as defined in the data sharing agreement or in 

the Data Access Advisory Group (DAAG) application. The Audit Team stated that in the 

last application the data flow should have been corrected to reflect the true situation. 
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The data is then processed by MedeAnalytics and the results are available to 

authorised Bedfordshire CCG personnel. The information obtained from MedeAnalytics 

is then used for the purposes defined in the data sharing agreement and may involve 

additional processing by the Business Intelligence team in the CCG.  

In the use or further processing of the data, Bedfordshire CCG was reminded by the 

Audit Team of the need to ensure that small number suppression is checked for in 

accordance with the requirements of the contract. 

Bedfordshire CCG along with eight other NHS organisations have a joint contract with 

MedeAnalytics for the provision of services. 

SLAM data is also provided to the Bedfordshire CCG by the NEL DSCRO and this data 

is kept on servers managed under a contract with the East and North Hertfordshire 

CCG. 

SUS data is also being provided separately to the Central Southern CSU via the 

Southern DSCRO.  This data is being used by the Central Southern CSU to 

independently validate the results being generated by MedeAnalytics.  

At present, Central Southern CSU personnel have to be on-site to access the 

Bedfordshire CCG data store. As a result, the CSU in the short term is looking at 

implementing access from its offices via N3. Longer term, the Central Southern CSU is 

looking at implementing its own data store to hold both SUS and SLAM data.  

Conclusion: The flow of SUS information is not as reported on the data sharing 

agreement and this needs to be corrected.  

2.3 Disposal of Data 

The disposal of data by the sub-contracted CCG could not be explored with its 

representative during the audit.  Copies of relevant procedures were provided to the 

Audit Team subsequent to the visit and these would be discussed at any follow-up visit. 

Conclusion: Data assets are managed externally and the responsible organisation was 

unable to provide any details with respect to the disposal of data during the on-site 

audit. 

2.4 Risk Assessment and Treatments 

Bedfordshire CCG has a comprehensive risk assessment process. This process is 

currently being revised following an audit conducted by an external organisation. 

Findings from this audit are on an action plan and are being tracked. 

The person responsible for the risk process also undertakes risk management training 

in the organisation. There is also an intention to improve the culture following a review 

by a CSU on risk and governance. The CSU has also agreed to assist with further 

training in each of the Bedfordshire CCG directorates. 
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Risk assessment is undertaken by the different teams and those risks scoring 15 or 

higher are escalated to the Risk Management Group which has a representative from 

each directorate. A dashboard is also used to identify the late submission of risk 

registers and poor performance. 

Entries in the information asset register are claimed to be underpinned by an associated 

risk assessment. However, when the Audit Team asked to see the assessment 

supporting the MedeAnalytics entry it could not be provided. Review of the assessment 

provided subsequent to the onsite visit would need to be done at any follow-up. 

Conclusion: Risk management is well defined and is undergoing further improvement 

following external review / audit. 

2.5 Operational Planning and Control 

The Audit Team found that the CCG had a number of well-defined IG related process 

documents. 

Staff coming into the organisation are required to complete the IG online training. An IG 

training report is produced monthly by the IG team. Training on the MedeAnalytics 

system is provided as required. Online training is also provided for Information Asset 

Owners and for the Caldicott Guardian. 

New staff are given an induction checklist which covers the first day, first week and first 

month. This is updated by the line manager. 

Contracts are in place with MedeAnalytics and with East and North Hertfordshire CCG. 

Both of these contracts allow for BCCG to conduct audits. As these clauses have not 

yet been invoked, the Audit Team suggested that audits should be undertaken to 

provide assurance as to the security of the data and that relevant contract clauses are 

being fulfilled satisfactorily. 

There is currently no appointed SIRO and it was reported that the Caldicott Guardian is 

to leave before the end of the year. 

Conclusion: Bedfordshire CCG are operating against well-defined IG processes and 

procedures.  
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3 Conclusions 

Table 1 identifies the minor nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1 The list of staff able to access SLAM data provided to the Audit Team was incorrect  2.1 Minor 

2 Embedded IG processes are being circumvented in support of Central Southern Commissioning Support Unit staff  2.1 Minor 

3 The description of how information is delivered to MedeAnalytics provided to DAAG and reflected in the data sharing 

agreement is incorrect  

2.2 Minor 

4 The risk assessment supporting the MedeAnalytics entry on the information asset register could not be provided during the 

audit 

2.4 Minor 

5 Need to ensure that the IG team are informed of changes to staff accessing sensitive data  2.1 Observation 

6 There is a need to ensure that small number suppression requirement is checked as part of any reporting 2.2 Observation 

7 No information supporting data destruction was provided by the contracted party during the on-site audit 2.3 Observation 

8 The ability to audit external parties available in the relevant contracts should be exercised  2.5 Observation 

 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

Bedfordshire CCG is required to review and respond to this report, providing corrective 

action plans and details of the parties responsible for each action and the timeline 

(based on priority and practicalities for incorporation into existing workload). As per 

agreement, review of the management response may be discussed by the Audit Team 

and validated at a follow-up meeting with the CCG. This follow-up would confirm 

whether the proposed actions satisfactorily address the nonconformities and 

observations raised. 

 


