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Executive Summary 

This document records the key findings of a data sharing audit1 of the Birmingham Clinical 

Trials Unit (BCTU), part of the College of Medical and Dental Sciences at the University of 

Birmingham on 12th and 13th November 2015 against the requirements of the Health and 

Social Care Information Centre (HSCIC) data sharing agreements NIC-221400-G2Y9T and 

MR785 covering the supply of Hospital Episodes (HES) and Office for National Statistics 

(ONS) data. 

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by HSCIC.  

In total, 2 minor non-conformities and 3 observations were raised by the Audit Team: 

 The University of Birmingham’s Information Security Policy, Section 4 – Compliance, 

states that compliance will be regularly monitored and enforced.  There is no evidence 

that this policy is being enforced or monitored and to what level of responsibility for 

enforcement would be required at College level (minor). 

 The encrypted portable hard drive used to download and store HES data is not listed on 

an up to date asset register as required by the Data Sharing Framework Contract, 

Schedule 2, paragraph 4.7 (minor). 

 The SAS statistical software utilised to analyse the HES data is installed on desktop 

computers.  Although no HES data is saved on desktop computers, there is a risk that 

temporary files may be retained on the unencrypted hard discs (observation). 

 The BCTU is in the initial process of updating their clinical trials risk assessment working 

towards the ISO 27005 standard.  It is recognised that this work is in the initial stages but 

requires further updating to include risk and mitigation (observation). 

 One related journal article was published in 2014. It should be noted that this date was 

prior to the BCTU signing the Data Sharing Framework Contract and NIC-221-G2Y9T 

therefore under NHS IC MR785 there was no requirement to reference the HSCIC within 

the publication.  The BCTU was reminded of its responsibility to reference HSCIC in any 

future publications (observation). 

  

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and 

evaluating it objectively to determine the extent to which the audit criteria are fulfilled 
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Areas of Good Practice 

 The BCTU is exploring new ways of sharing data securely and embedding this within the 

organisational culture. 

 Access control documents include all staff members associated with accessing data, 

including technical support staff. 

 The BCTU is undertaking data protection training and roadshows. 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

data to be provided by HSCIC to the BCTU under the terms and conditions of the data 

sharing agreements and associated data sharing framework contract signed by both parties. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information2 appropriately.  

The Review of Data Releases by the NHS Information Centre3 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information4, data sharing contract and agreements signed by 

the relevant contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

The Birmingham Clinical Trials Unit (BCTU), part of the College of Medical and Dental 

Sciences at the University of Birmingham, is conducting a long-term Parkinson's 

Disease (PD Med) clinical trial (started in 2000). This large randomised controlled trial is 

comparing the effectiveness and cost-effectiveness of four classes of medication for 

people with Parkinson’s disease for a cohort of approximately 2120 patients.   

NHS IC Agreement MR785 – ONS data is received quarterly under this agreement – 

supplied against an initial cohort list supplied from the trial to HSCIC, to update the date 

of death and ICD10 code for reason for death and to cross reference against the 

clinician’s recorded reason for death. 

                                            

 

2
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
3
 www.hscic.gov.uk/datareview 

4
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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NIC-221400-G2Y9T – On the basis of Section 251 - this was a one off dataset based 

upon Hospital Episodes (HES) data between 1999 and 2013 on a cohort of the initial 

data set supplied by BCTU for MR785.  The purpose of this data is to enable the 

collection of more accurate hospitalisation data and hospital usage without unnecessary 

burden on clinical staff involved in clinical trials, the HES data also supports a sub study 

of randomized participants to 3, 6 or 12 month recall of resource usage.   

1.3 Purpose  

This report provides an evaluation of how the BCTU conforms to the requirements of 

data sharing agreements NIC-221400-G2Y9T and MR785 covering the supply of HES 

and ONS data.  

It also considers whether the BCTU conforms to its own policies and procedures. This 

report provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure; 

 the total breakdown of the implementation of a process or procedure; 

 the execution of an activity which could lead to an undesirable situation; 

 significant loss of management control; or 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk; 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk; or 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 
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1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 

1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practice, Assurance 

and Risk Committee and the Information Assurance and Cyber Security Committee for 

governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

the BCTU along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 the BCTU is adhering to the standards and principles of the data sharing 

agreements and audit criteria; and 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 



Data Sharing Agreements Audit: Birmingham Clinical Trials Unit v1.0 Approved 29/01/2016 

 

 

 

Page 8 of 12 Copyright ©2016 Health and Social Care Information Centre 

2 Audit Findings  

2.1 Access Controls 

Operating within the overall University network, the BCTU network is securely located 

behind its own firewall. Whilst users of this secure network are authenticated by the 

University wide system, the BCTU is responsible for managing access to assets 

residing on its network. Access is revoked by the BCTU when a person leaves and staff 

accessing data are required to sign confidentiality agreements. 

All computers on the network are expected to comply with the relevant University 

policies, such as, virus protection and patch management. 

The BCTU server equipment is housed in a dedicated room within its offices, physical 

security to the data room is provided by swipe card access.  HES data is stored on an 

encrypted portable hard drive and is stored in a secure safe, accessed by a PIN code.  

Access control documents demonstrate that access to the safe is limited to a small 

number of staff and an up to date access list is held.  

Data is stored on servers located within the College of Medical and Dental Sciences 

(MDS), systems are in place to backup data onto disk and tapes and are detailed in the 

Backup Service document. 

Conclusion: Access control within the BCTU seems to be well managed and there 

appears to be minimal risk of exposure to unauthorised / inappropriate access to data. 

2.2 Information Transfer 

Data provided through the data sharing agreements is made available via the HSCIC 

managed file transfer portal.   The lead contact is responsible for logging onto the portal 

and downloading files and access control polices for HES and ONS data state that 

access is limited to named individuals and stored on local servers. 

HES data is stored on a portable encrypted hard drive. SAS statistical software installed 

on Neuroscience desktop computers is utilised to analyse the data.  All processing is 

completed via the encrypted portable hard drive.  Although no HES data is saved on 

desktop computers, there is a risk that temporary files may be retained on the 

unencrypted hard discs on the desktop computers.  The BCTU is investigating this 

matter further with the software provider. 

No information is transferred outside of the BCTU, the results of analysis is reported in 

academic publications.  One related journal article was published in 2014 and it should 

be noted that this date was prior to the BCTU signing the Data Sharing Framework 

Contract and NIC-221-G2Y9T therefore under NHS IC MR785 there was no 

requirement to reference the HSCIC within the publication.  The BTCU has been 

reminded of its responsibility to reference HSCIC in any future publications. 

Conclusion: No HSCIC sensitive data is stored outside of the BCTU, there is minimal 

risk of inappropriate availability to data. 
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2.3 Disposal of Data 

A third party recycling company is engaged to safely dispose of all computer assets 

including backup tapes.  Data assets holding data are held in a secure location for 

collection. Destruction certificates are supplied by the third party company to the college 

requesting the data disposal.  Data bearing assets, such as hard discs, are wiped by the 

recycling organisation using Blancco software.  Disc Jockey Pro Forensic software is 

utilised internally by MDS IT to wipe such media. 

The Information Security Policy states that devices that cannot be safely wiped must be 

physically destroyed in a way that ensures that data cannot be recovered or 

reconstituted. 

Equipment assets are procured via a central point and held on a purchasing and 

inventory logs, data destruction certificates are reconciled against both logs. Whilst the 

MDS IT holds equipment such as servers on inventory logs, the encrypted portable hard 

drive utilised to download and store all HES data is not listed on the purchasing or 

inventory logs, this would not enable the BCTU to log data disposal of this asset. 

Conclusion: Data assets are securely disposed through a suitable third party. Assets 

that cannot be wiped and reused will be destroyed. 

2.4 Risk Assessment and Treatments 

The BCTU has a comprehensive Clinical Trials Risk Assessment process in place, 

which considers ethics and confidentiality of patient data in clinical trials. Risks are 

measured against the likelihood and impact of risk and high level risks are escalated to 

the corporate risk register.  The PD Med trial is a long-term trial and is reviewed 

regularly as part of the clinical trials review process and IT Risks are held on the IT 

Services Risk Register. 

The University of Birmingham Information Security Policy requires a formal risk 

assessment to ISO 27005 for all systems.  The BCTU is in the initial process of 

updating its clinical trials risk assessment for BCTU IT systems working towards ISO 

27005.   

The hardware which stores HES and ONS data is identified on this risk assessment, 

however, it is recognised that this work is in the initial stages and requires further 

updating to include risk and mitigation. 

Conclusion: Risks are being raised and analysed, however further development is 

required to include risk and mitigation. 

2.5 Operational Planning and Control 

All staff are required to undertake annual data protection training and training is 

monitored via an online training log.  A data protection toolkit has also been developed. 

Roadshows to promote data protection and information champions for each school have 

also been established.   

Information Security and Data quality are included in the 2015/2016 University Internal 

Audit Plan. 
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The BCTU holds an Information Asset Register and whilst HES and ONS data is not 

individually listed they are included in a Medical Data sets description and have a 

named asset owner and classification. 

The University of Birmingham’s Information Security Policy and its associated 

documentation is reviewed annually, the policy is owned by the Information Security 

Steering Group (ISSG).  The audit team viewed ISSG Minutes confirming the 2015 

annual review. 

The University of Birmingham’s Information Security Policy, Section 4 – Compliance, 

states that compliance against the policy will be regularly monitored and 

enforced.  There is no evidence that this policy is being enforced or monitored and to 

what level of responsibility for enforcement would be required at College level. 

Conclusion:  The BTCU is operating against well-established policies and procedures.
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3 Conclusions 

Table 1 identifies the minor nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1 The encrypted portable hard drive used to download and store HES data is not listed on an up to date asset register as 

required by the Data Sharing Framework Contract, Schedule 2, paragraph 4.7 

2.3 Minor 

2 The University of Birmingham’s Information Security Policy, Section 4 – Compliance, states that compliance will be regularly 

monitored and enforced.  There is no evidence that this  policy is being enforced or monitored and to what level of 

responsibility for enforcement would be required at College level 

2.5 Minor 

3 The SAS statistical software utilised to analyse the HES data is installed on desktop computers.  Although no HES data is 

saved on desktop computers, there is a risk that temporary files may be retained on the unencrypted hard discs.   

2.2 Observation 

4 One related journal article was published in 2014. It should be noted that this date was prior to the BCTU signing the Data 

Sharing Framework Contract and NIC-221-G2Y9T therefore under NHS IC MR785 there was no requirement to reference 

the HSCIC within the publication.  The BCTU was reminded of their responsibility to reference HSCIC in any future 

publications 

2.2 Observation 

5 The BCTU is in the initial process of updating their clinical trials risk assessment working towards the ISO 27005 

standard.  It is recognised that this work is in the initial stages but requires further updating to include risk and mitigation 

2.4 Observation 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

BCTU is required to review and respond to this report, providing corrective action plans 

and details of the parties responsible for each action and the timeline (based on priority 

and practicalities for incorporation into existing workload). As per agreement, review of 

the management response may be discussed by the Audit Team and validated at a 

follow-up meeting with the BCTU. Any follow-up will confirm whether the proposed 

actions will satisfactorily address the nonconformities and observations raised. 

 


