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Executive Summary 

This document records the key findings of a Data Sharing Audit1 at CHKS on 25th and 26th 

November 2015 against the requirements of the Health and Social Care Information Centre 

(HSCIC) data sharing agreement NIC-321376-N3JW8 with respect to the supply of Summary 

Hospital-level Mortality Indicator (SHMI) data.  

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by HSCIC.  

In total, one minor non-conformity and three observations were raised2: 

 Limited or no patches have been applied to a number of the internal servers, including 

those containing HSCIC data, which is contrary to the Capita Patch Management 

procedure (minor). 

 An additional column is added to the access control matrix spreadsheet that records those 

sensitive environments to which a user has access (observation). 

 The Quality Manager is included as a watcher to JIRA tickets that concerns staff moves 

within the organisation to ensure that changes to access control permissions are 

maintained in the access control matrix (observation). 

 A reference to the HSCIC guidance for reporting, managing and investigating information 

governance and cyber security serious incidents is added to the CHKS Reporting and 

Incident Management procedure to ensure that appropriate reporting is initiated in the 

event of certain incidents occurring (observation). 

Areas of Good Practice 

 JIRA is extensively used to ensure that key aspects of the business and its IT systems are 

managed and approved. 

 Risks are well defined using a recognised commercial risk approach, supplemented by 

additional residual risk monitoring. 

 The company is certified to ISO 27001. In addition to external 27001 audits, CHKS is 

audited by Capita and has a detailed internal audit programme. 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

SHMI data provided by HSCIC to CHKS under the terms and conditions of data sharing 

agreement NIC-321376-N3JW8 signed by both parties. 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and evaluating it 

objectively to determine the extent to which the audit criteria  are fulfilled 

2
 Definitions found in Section 1.4 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing agreements signed by the relevant 

contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

CHKS has been developing solutions for healthcare organisations since 1989 having 

developed the UK’s first national hospital benchmarking service. In 1996 the company 

acquired Iassist and a year later Caspe Research. In 2005 CHKS acquired The Health 

Quality Service, a company specialising in healthcare knowledge management, and the 

following year it acquired CRC.  

The company, acquired by Capita in 2009, continues to provide support and solutions 

ranging from online healthcare performance and governance tools; NHS hospital 

benchmarking and international accreditation programmes, to bespoke consultancy.  

CHKS is certified to ISO 27001. 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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1.3 Purpose  

This report provides an evaluation of how CHKS conforms to the requirements of data 

sharing agreement NIC-321376-N3JW8 with respect to the provision of Summary 

Hospital-level Mortality Indicator (SHMI) data and the associated data sharing 

framework contract. The continued use of held SHMI data was confirmed by HSCIC in a 

letter dated 13th October 2015.  

The report also considers whether CHKS conforms to its own policies and procedures. 

This report provides a summary of the key findings. 

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure 

 the total breakdown of the implementation of a process or procedure 

 the execution of an activity which could lead to an undesirable situation 

 significant loss of management control 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 
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1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

CHKS along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 CHKS is adhering to the standards and principles of the data sharing agreements 

and audit criteria 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

Recruitment is handled by the parent company, Capita, who is responsible for 

completing the screening process.  New staff are given access to email and the basic 

network. Any specific network access will depend on the role. A small number of staff 

have system administration domain rights. 

Access rights are monitored on an access control matrix spreadsheet. The Audit Team 

suggested that an additional column is added to this spreadsheet to record those 

sensitive environments to which a user has access.  

Tickets are raised in JIRA for staff moving within the company, and requiring different 

access rights, or for those leaving the company. Leavers will have their email access 

and their domain account closed by Capita. It was suggested by the Audit Team that the 

Quality Manager is included as a watcher to JIRA tickets that concern staff moves within 

the organisation to ensure that changes to access control permissions are maintained in 

the access control matrix. 

Access to the CHKS Live website is given to a site administrator within a Trust by the 

relevant CHKS consultant. Wider user access within a Trust is then actioned by the 

appointed site administrator. Trust user accounts are reviewed annually by CHKS. 

When logging onto the website a warning with respect to abiding by the conditions in 

the Hospital Episode Statistics (HES) Analysis Guide is presented. The required HSCIC 

copyright statement is also given. 

Physical access to the offices is managed through a number of controls.  

Conclusion: Access to data is managed for both staff and Trust personnel.   

2.2 Information Transfer 

SHMI data is downloaded from the HSCIC to a dedicated desktop; it is Capita’s policy 

not to encrypt desktops. The zipped file is then copied to the SHMI server, part of the 

corporate network, and the data files extracted. This process is currently undertaken by 

the person named in the data sharing agreement. In a new data sharing agreement, two 

additional members of staff have been identified with respect to business continuity.  

SHMI information is made available externally through the CHKS Live platform, in the 

mortality profiler, and through published reports. Through the online products, providers 

only have access to record level information for their own activity. In the published 

reports only aggregated data is presented. Hosting of the CHKS Live platform is 

currently undertaken by external companies. 

Although data is backed-up internally to a network attached storage drive, this does not 

include the SHMI data. 
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Conclusion: The extraction and processing of SHMI data is undertaken by the named 

individual on suitably protected local equipment.  

2.3 Disposal of Data 

Paper waste is collated in secure bins which is then shredded on-site by a Capita 

approved 3rd party. A receipt is provided by the 3rd party. This organisation will shred 

CDs, DVDs and floppy disks along with the paper. 

Hardware assets are disposed of through another Capita approved organisation. Once 

a suitable number of assets have been amassed CHKS produces a list of equipment to 

be disposed of. Once collected the 3rd party will either securely wipe (Blancco) or 

degaussed/shred the equipment. A certificate of destruction is then emailed to CHKS 

where it is checked against the original despatch list and the entries removed from the 

equipment asset register. Where the 3rd party separates a hard disc from a computer 

base unit, this can be tracked through the serial number assigned by the 3rd party. 

CHKS stated that disc drives would not be returned back to any vendor under warranty 

in the event of failure. Instead such equipment would follow the above disposal route. 

The company also reported that USB devices are not used for sensitive material. 

Conclusion: Assets, including paper, which could contain sensitive data are disposed 

of securely. 

2.4 Risk Assessment and Treatments 

High level business risks are reported and discussed at board level monthly. 

Operational security risks are assessed annually, or in the event of a significant change, 

using an established commercial risk methodology via the completion of defined 

worksheets.  The risks identified through this methodology are then managed through a 

separate spreadsheet which allows residual risks to be identified based on the 

application of additional controls. 

Conclusion: Risks are assessed and managed through the implementation of 

additional controls. Residual risks are documented. 

2.5 Operational Planning and Control 

As part the first week’s induction, a new starter will be required to complete a number of 

online training modules, including the data protection act, information security and fraud 

awareness. All training is monitored and reported internally. The latest version of the 

induction template shows the following timeframes: day 1, week 1, month 1 and month 

6. 

Training for new and existing staff is recorded on a central Capita system. A 

spreadsheet is exported monthly by CHKS for review. 
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The front end firewall and a number of servers are managed directly by Capita. The rest 

of the internal infrastructure is managed by CHKS personnel. Whilst updates are 

pushed out by Capita to their equipment, it was identified that limited or no patches 

have been applied to a number of the internal servers, including those containing 

HSCIC data, which is contrary to the Capita patch management procedure. 

At the time of the on-site visit, the company was preparing for an external organisation 

to begin a penetration test of the client facing hosted service across two hosting sites. A 

penetration test of one of the hosting companies was completed last year. 

As part of the Capita reporting, detailed statistics across the company estate are 

disseminated including patched equipment, virus protection and intrusion detection. 

Audits are conducted by various parties including the ISO 27001 certification body and 

Capita.  CHKS also has a detailed internal programme. Issues and resulting actions 

arising from the audits are captured in JIRA and reported monthly. 

Incident reporting is completed against the CHKS reporting and incident management 

procedure. In reviewing the procedure the Audit Team suggested that a reference to the 

HSCIC guidance for reporting, managing and investigating information governance and 

cyber security serious incidents is added to ensure that appropriate reporting is initiated 

in the event of certain incidents occurring. Again JIRA is used to record the issue and 

corrective actions.  

The Audit Team looked at example entries within JIRA arising from incidents, audits and 

last year’s penetration test. 

Conclusion:  The company has an established information security management 

system that is audited by various routes. JIRA is actively used to manage changes to 

the business and to its IT systems.  
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3 Conclusions 

Table 1 identifies the minor nonconformity and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1.  Limited or no patches have been applied to a number of the internal servers, including those containing HSCIC data, which 

is contrary to the Capita Patch Management procedure.  

2.5 Minor 

2.  An additional column is added to the access control matrix spreadsheet that records those sensitive environments to which 

a user has access.  

2.1 Observation 

3.  The Quality Manager is included as a watcher to JIRA tickets that concerns staff moves within the organisation to ensure 

that changes to access control permissions are maintained in the access control matrix spreadsheet. 

2.1 Observation 

4.  A reference to the HSCIC guidance for reporting, managing and investigating information governance and cyber security 

serious incidents is added to the CHKS Reporting and Incident Management procedure to ensure that appropriate reporting 

is initiated in the event of certain incidents occurring.  

2.5 Observation 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

CHKS is required to review and respond to this report, providing corrective action plans 

and details of the parties responsible for each action and the timeline (based on priority 

and practicalities for incorporation into existing workload). As per agreement, review of 

the management response may be discussed by the Audit Team and validated at any 

follow-up meeting with the company. This follow-up meeting will confirm whether the 

proposed actions will satisfactorily address the nonconformities and observations 

raised. 

 


