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Executive Summary 

This document records the key findings of a data sharing audit1 of MedeAnalytics 

International Ltd on 10th and 11th December 2015 against the requirements of the Health and 

Social Care Information Centre (HSCIC) data sharing agreement NIC-326404-L9K3Z 

covering the supply of Hospital Episodes Statistics (HES) data. 

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by HSCIC.  

In total 3 observations were raised2: 

 The risk register to include additional columns to specify post mitigation likelihood and 

impact. 

 The active directory and secure portal settings for password lockout to be reviewed. 

 Should MedeAnalytics change to alternative wiping software that allows a report to be 

generated, then this report should be retained as evidence of the deletion process. 

Areas of Good Practice 

 MedeAnalytics management controls and communications channels have been 

established to adhere to ISO 27001. 

 MedeAnalytics promote a continuous improvement methodology within their 

management controls. 

 The MedeAnalytics Business Model establishes that HES and SUS data is limited to a 

single controlled environment, plus a corresponding backup site. 

 MedeAnalytics maps both mandatory and optional IG Training Toolkit modules to job 

roles. 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

data to be provided by HSCIC to MedeAnalytics under the terms and conditions of the data 

sharing agreement and associated data sharing framework contract signed by both parties. 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and 

evaluating it objectively to determine the extent to which the audit criteria are fulfilled 

2
 Definitions found in Section 1.4 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing contract and agreements signed by 

the relevant contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background 

MedeAnalytics International Ltd provide customers with national comparator data for a 

range of quality and performance metrics that are derived from Hospital Episodes 

Statistics (HES) data for a variety of customers for commissioning activities, operational 

and financial activities and comparators and indicators.  Aggregated outputs are linked 

by organisation within the MedeAnalytics system. 

HES data is at aggregate level only and it is not linked to any other patient data on the 

MedeAnalytics system. 

MedeAnalytics is certified to ISO 27001:2013. 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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1.3 Purpose  

This report provides an evaluation of how MedeAnalytics conforms to the requirements 

of the data sharing agreement NIC-326404-L9K37, covering the supply of HES 

datasets, and the associated data sharing framework contract.  

It also considers whether MedeAnalytics conforms to its own policies and procedures. 

This report provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure; 

 the total breakdown of the implementation of a process or procedure; 

 the execution of an activity which could lead to an undesirable situation; 

 significant loss of management control; or 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk; 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk; or 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 
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1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

MedeAnalytics along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 MedeAnalytics is adhering to the standards and principles of the data sharing 

agreements and audit criteria; and 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

All HES data is stored and processed within a secure data storage warehouse which is 

an approved HSCIC/NHS N3 data aggregator site and the service provider contract was 

viewed by the Audit Team. 

MedeAnalytics is responsible for controlling access to assets, which are held at the 

aggregator site. To download and process the HES data, nominated employees 

remotely access the aggregator site servers using encrypted laptops - no data can be 

stored on employees own devices.   

Group based access controls are applied to the HES data servers, the Audit Team 

viewed access settings and confirmed this was limited to a small number of staff.  The 

HR corporate systems create active directory domain accounts; further access to the 

platform is arranged via the JIRA ticketing system and access is revoked when an 

employee leaves the organisation. 

The Audit Team reviewed the password policy and the active directory setting for 

password lockout which was set to zero.  This setting was updated during the onsite 

visit and the auditee is to review the password lockout policy for the secure portal with 

the aggregator site. 

All computers on the network are expected to comply with the relevant MedeAnalytics 

policies, such as, virus protection and patch management. The patch management 

process requires all patches to be tested in the United States and applied to 

MedeAnalytics in the UK via the change management process. 

MedeAnalytics customers access HES data on the live platform via a web portal and 

HES data is limited to summary and dashboard views as there are no HES patient level 

records.  Customer accounts, controlled by MedeAnalytics, are configurable by the 

client.  The account supervisor within a customer organisation controls access for 

his/her organisation, access is job role based and requires authorisation from the 

organisation’s Caldicott Guardian. Customer accounts are reviewed monthly by 

MedeAnalytics for each customer organisation. 

The Audit Team viewed the HES data dashboard on the live platform, the contractually 

required HSCIC copyright statement was included on all pages. 

Conclusion: Access controls to the HES data is managed for MedeAnalytics and 

customer employees. 

2.2 Information Transfer 

HES data is downloaded from the HSCIC SEFT portal by a named individual directly 

onto a folder within the aggregator site and upon download the existing file is 

overwritten.  A standard work instruction is written for this process. 
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The HES data is then processed and held on an ETL framework database and on the 

live platform, both located in the aggregator site. Back up of files to a separate centre, 

owned by the same organisation, is managed by the aggregator site and is on a 28 day 

rotation. The aggregator site is certified to ISO 27001:2013.   

MedeAnalytics confirmed that all data is held within the aggregator site and its 

associated centre for data backup and is not held or transferred to any other location. It 

was noted at the onsite visit that the original data sharing application to the HSCIC lists 

the address for storage of data as the MedeAnalytics main office in London, although 

this is not stated in the signed Data Sharing Agreement this differs from the actual 

situation in that a data aggregator site is used. 

Conclusion: The extraction and processing of HES data is undertaken by the named 

individual and is held on a suitably protected data warehouse server. Only aggregated 

data is made available outside of the company. 

2.3 Disposal of Data 

Data disposal controls are maintained by the owner of the aggregator site; 

MedeAnalytics rely upon ISO 27001 audits as validation of data disposal processes 

from the data warehouse servers and associated backups.   

MedeAnalytics are responsible for the deletion of HES data source files held on the data 

aggregator site and written work instructions were viewed by the Audit Team.  The data 

wiping process currently utilised to overwrite free space on the server after source files 

have been deleted has no direct reporting output. The Audit Team suggested that 

should MedeAnalytics change to alternative wiping software that allows a report to be 

generated, then this report should be retained as evidence of the deletion process. 

A requirement of the HSCIC Data Sharing Agreement for HES data is that data should 

be held for no longer than three years; currently data is deleted by being overwritten on 

a monthly basis to maintain a three year period.  A change control ticket was viewed by 

the Audit Team on the configuration management database demonstrating this process 

and its associated controls. 

An information asset register is held which details HES data and asset owners. 

As a physical asset register is limited to MedeAnalytics owned equipment, the servers 

at the aggregator site are not recorded. 

Conclusion: MedeAnalytics are following their own process for the deletion of source 

files. The disposal of data from servers and associated backups are controlled by the 

aggregator site which is certified to ISO 27001. 

2.4 Risk and Treatments 

Risk management is owned by the MedeAnalytics Compliance Committee. The results 

of risk assessments are held on a risk register which is reviewed as a standard agenda 

item. 
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The risk register was viewed by the Audit Team. The Audit Team suggested that the 

audit trail could be improved by including additional columns to specify post mitigation 

likelihood and impact. 

External ISO 27001 audits have been undertaken and observations raised have been 

included on the risk management agenda. 

Conclusion: Management of risk is well defined and is controlled via an established 

Compliance Committee. 

2.5 Operational Planning and Control 

MedeAnalytics ISO 27001:2013 certificate was viewed and all relevant UK sites were 

included within the scope of the certificate and the BSI certification report for the UK site 

was reviewed by the Audit Team. The policies and procedures shown to the Audit 

Team, refer to both the USA and UK operations. 

Training for new and existing staff is recorded in a spreadsheet and is reviewed 

regularly.  All staff are required to undertake the HSCIC IG training toolkit annually and 

mandatory units are mapped to job role, including the Caldicott module for the named 

Caldicott Guardian.   

Incident reporting is completed against the MedeAnalytics Incident Response Policy 

and incidents are reviewed monthly.  A process is in place in relation to breach 

notification and the process states breaches would be formally investigated and root 

cause analysis and corrective action taken. 

The UK utilises the same IT platform as the US, monthly vulnerability testing is 

undertaken against the US platform and lessons learned are fed into the change 

process for the UK site.  It is planned to perform vulnerability testing on the UK site in 

the near future.   

The Audit Team viewed an external IT security vulnerability report dated November 

2015 and a third party penetration test report dated October 2015. Risks highlighted in 

these reports have been raised as tickets on JIRA. 

Internal audits are undertaken primarily against the IG toolkit requirements. An 

observation to improve the formal internal audit plan was raised as a result of the ISO 

27001 certification audit and all issues/resulting actions arising from the audits are 

captured in JIRA and reported monthly to the Compliance Committee.     

Conclusion: MedeAnalytics are operating against well-defined information security 

policies and procedures. 
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3 Conclusions 

Table 1 identifies the minor nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1 The active directory and secure portal settings for password lockout to be reviewed. 2.1 Observation 

2 Should MedeAnalytics change to alternative wiping software that allows a report to be generated, then this report should be 

retained as evidence of the deletion process. 

2.3 Observation 

3 The risk register to include additional columns to specify post mitigation likelihood and impact 2.4 Observation 

Table 1: Nonconformities and Observations 



Data Sharing Agreements Audit: MedeAnalytics International Limited v1.0 Approved 05/02/2016 

 

 

Page 11 of 11 Copyright ©2016 Health and Social Care Information Centre 

3.1 Next Steps 

MedeAnalytics is required to review and respond to this report, providing corrective 

action plans and details of the parties responsible for each action and the timeline 

(based on priority and practicalities for incorporation into existing workload). As per 

agreement, review of the management response may be discussed by the Audit Team 

and validated at a follow-up meeting with MedeAnalytics. This follow-up will confirm 

whether the proposed actions will satisfactorily address the nonconformities and 

observations raised. 

 


