
 

 

  

  

 

 Copyright ©2016 Health and Social Care Information Centre 

HSCIC Audit of Data  

Sharing Activities: 

 

University of Sheffield 

 

  

Directorate / Programme Data Dissemination Services Project Data Sharing Audits 

  Status Approved 

Director Terry Hill Version 1.0 

Owner Rob Shaw Version issue date 10/02/2016 

 

 

 

 

 

 

 

 

 

 

 

 



Data Sharing Agreements Audit: University of Sheffield v1.0 Approved 10/02/2016 

 

 

 

Page 2 of 14 Copyright ©2016 Health and Social Care Information Centre 

Contents 

Executive Summary 3 

1 About this Document 5 

1.1 Introduction 5 

1.2 Background 5 

1.3 Purpose 6 

1.4 Nonconformities and Observations 6 

1.5 Audience 7 

1.6 Scope 7 

1.7 Audit Team 7 

2 Audit Findings 8 

2.1 Access Controls 8 

2.2 Information Transfer 9 

2.3 Disposal of Data 9 

2.4 Risk Assessment and Treatments 10 

2.5 Operational Planning and Control 10 

3 Conclusions 12 

3.1 Next Steps 14 



Data Sharing Agreements Audit: University of Sheffield v1.0 Approved 10/02/2016 

 

 

 

Page 3 of 14 Copyright ©2016 Health and Social Care Information Centre 

Executive Summary 

This document records the key findings of a data sharing audit1 of the School of Health and 

Related Research (ScHARR) at the University of Sheffield on 8th to 9th October 2015 against 

the requirements of the Health and Social Care Information Centre (HSCIC) data sharing 

agreement NIC-311784-G0N4B covering the supply of HES pseudonymised data. 

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by HSCIC.  

In total, 4 minor non-conformities and 10 observations were raised2: 

 The approach to vulnerability / risk assessments with respect to information assets 

requires further development, including the definition of controls for unacceptable risks. 

The current assessment for HSCIC data needs to be completed (minor). 

 ScHARR management computer facilities that are used to access/manipulate HSCIC data 

require additional security controls. Such controls, and whether these are applied at a 

University level or at a school level, should be derived from the completed vulnerability / 

risk assessment(s) (minor). 

 The incident management procedure does not align with current HSCIC guidance and 

therefore a class of incidents could be incorrectly reported (minor). 

 Entries within the asset register do not link to specific 3rd party destruction certificates. 

There has not been a recent audit of the equipment recorded in the asset register and 

therefore there is a question as to the accuracy of the register (minor). 

 There is a need to ensure that final products meet specific contract requirements, for 

example small number suppression, for which a checklist may prove useful (observation). 

 Use expertise available elsewhere in the University / facility to provide independent 

assessment of the Information Governance Toolkit (IGT) submission if this is not available 

within the Information Governance Committee (observation). 

 There is a need to update the evolving IG policies to reflect discussions held during the 

audit, issues arising from the latest IGT submission and points arising through the 

Information Governance Committee (observation). 

 Consider independent penetration testing to ensure that networks are suitably protected 

(observation). 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and 

evaluating it objectively to determine the extent to which the audit criteria are fulfilled 

2
 Definitions found in Section 1.4 
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 Project leads to keep on top of changes to staff and their need to access certain folders 

(observation). 

 Ensure there is adequate communication related to IT risk management between the 

University and the school (observation). 

 Consider the instigation of events / access logs (observation). 

 Determine whether there is a need for additional policies at University level which can be 

used by schools (observation). 

 Consider the supply of evidence to support a HSCIC data destruction certificate if this can 

be generate by any tool used for data deletion (observation). 

 Ensure that changes to the legislative and regulatory documentation listed in the contract 

are identified and assessed in terms of impact to the organisation (observation). 

Areas of Good Practice 

 The new compliance webpage is a good mechanism for personnel to be kept abreast of 

relevant IG policies and for them to acknowledge that they have read and understood the 

policies. 

 A new IG training package is being developed which can be tailored to the needs of 

different schools. This means that requirements with respect to the control of HSCIC data 

can be included before access to the data is given within ScHARR. 

 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is low risk of inappropriate exposure and / or access to data 

provided by HSCIC against the specific data sharing agreement. The Audit Team did, 

however, consider that certain security controls applied by the ScHARR and the University 

needed strengthening. However, given some additional controls that had been applied 

recently to local equipment used on this project and that the project team is very small and 

well versed with respect to the need for appropriate security/governance, a minor 

nonconformity was raised rather than a major. Staff at the University recognise that controls 

need to be enhanced as a result of the audit and are considering solutions that fit in with the 

University ethos of openness. 

It is recommended by the Audit Team that a full review of the changes to security controls 

within the ScHARR/University is undertaken by the HSCIC in the near future. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing contract and agreements signed by 

the relevant contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

HES data has been provided to the School of Health and Related Research (ScHARR) 

within the University of Sheffield to facilitate a research study. The purpose of the study 

is to analyse HES Accident and Emergency and HES in-patient data for Yorkshire and 

the Humber in order to identify patient groups with long term conditions and the way 

they access and use services in order to reduce emergency attendances and avoidance 

admissions.  

ScHARR is currently the largest department in the University with 50 academics, 150+ 

researchers and 100 support staff. The department completed the Information 

Governance Toolkit (IGT) last year and is currently preparing its next submission. 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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1.3 Purpose  

This report provides an evaluation of how the ScHARR at the University of Sheffield 

conforms to the requirements of the data sharing agreement NIC-311784-G0N4B 

covering the supply of HES pseudonymised data, and the associated data sharing 

framework contract.  

It also considers whether the ScHARR / University of Sheffield conform to its own 

policies and procedures. This report provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure; 

 the total breakdown of the implementation of a process or procedure; 

 the execution of an activity which could lead to an undesirable situation; 

 significant loss of management control; or 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk; 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk; or 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 
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1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

the ScHARR along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 the ScHARR is adhering to the standards and principles of the data sharing 

agreements and audit criteria; and 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

University ICT staff from the Corporate Information and Computing Services (CiCS) are 

responsible for the overall network and the provision of access onto the network. 

Password policies are in place for users, department IT administrators and CiCS 

System administrators.  

CiCS is also responsible for the provision of managed PCs though not all departments 

make use of this function. Indeed ScHARR desktops and laptops are purchased, 

configured and managed by the ScHARR ICT team.   

HSCIC data is stored in a designated ScHARR project folder on the University network 

drive. Access to this folder is limited to the four ScHARR persons identified in the data 

sharing agreement. Access to this and associated folders is raised by the research 

project manager through Support Works, the University service management tool. 

ScHARR system administrators are responsible for implementing such request. Only 

persons recognised by the University network can be allocated to a local folder. 

A copy of an induction sheet for new staff was presented to the Audit Team, which 

states that network access will only be granted after the online Information Governance 

(IG) training has been completed. 

A new IG training package is being developed which can be tailored for different 

schools. The ScHARR has also developed a compliance website by which personnel 

are informed of the department’s policies and asked to confirm that they have been 

read. Personnel are informed that failure to adhere to these polices could result in 

disciplinary proceedings. A register is kept annually of those acknowledging they have 

read the policies. Personnel who do not provide acknowledgement are identified and 

chased. Failure to comply may result in access being withdrawn. 

Access to ScHARR folders is immediately revoked when a person leaves the 

department, though the person may still have access to certain University systems.  

Removal of access is managed by the ScHARR ICT team after being initiated by the 

HR team.  

It is incumbent on project leads to ensure that access to restricted folders is maintained 

in light of any project requirements and staff changes. To aid this review, a staff report is 

produced monthly from which any anomalies can be identified. 

Local ScHARR equipment is not generally locked down, that is, a user has full 

administration rights. Users are therefore able to install any software and if so inclined, 

amend the windows update regime. In recognising that the statistical application 

currently being used may save files local to the PC, the hard disc on the desktops for 

the research team have been encrypted. Laptops are encrypted by default.  
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Conclusion: There is a variation of controls applied by the school / University and 

some of the general practices were considered weak. Staff at the University recognise 

that controls need to be enhanced as a result of the audit and are considering solutions 

which fit in with the University ethos of openness. 

2.2 Information Transfer 

Data is obtained from the HSCIC via SEFT and the downloaded text files are saved in a 

designated folder on a University network drive. Whilst this folder will hold the source 

data, other folders will hold analysed data. All sensitive data is to remain on the secure 

drive in accordance with the ScHARR IG policy. Only aggregated data or that used to 

present the research findings may be moved to an encrypted USB stick. Data is not to 

be provided to another party. 

Google drive is available but the ScHARR information security policy states that HES 

data is not to be stored here. Remote access to the network drive is via Virtual Private 

Network (VPN). There are no physical restrictions as to where data can be saved, 

instead responsibility for the safe retention of the data is left to users. 

The findings of the study are expected to be published to NHS Commissioners and 

Trusts in mid-2016 and presented at conferences and in health related journals in late-

2016. 

Conclusion: As no sensitive project data should be located outside of the secure 

network then there is minimal risk of inappropriate access to data. 

2.3 Disposal of Data 

Equipment purchased by the ScHARR or centrally by the University will be disposed 

according to the University’s confidential waste policy. An exception is where failed 

equipment supplied under contract is returned to the supplier for replacement. The 

supplier is then required to dispose of the equipment in a suitable manner. 

An equipment asset register is maintained by the University and local ICT teams. As the 

register is for items “that have a plug”, USB sticks etc. are not recorded. It was 

acknowledged that an audit of equipment, certainly at the ScHARR level, was required. 

The 3rd party destruction certificate for disposed equipment is not linked back to the 

equipment record on the asset register. 

The network folders are backed up to disc (snapshots) and retained for 12 months.  

Whilst tape is still used for some servers, University personnel stated that these servers 

are not associated with HSCIC files. 

School representatives also reported that data may be deleted off local drives. The 

Audit Team stated the evidence generated by any deletion tool should be kept as an 

auditable trail. 

Conclusion: Data assets are securely disposed through a suitable third party or by the 

supplier owning the asset. 
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2.4 Risk Assessment and Treatments 

The ScHARR has started to develop an approach to vulnerability / risk assessment and 

has undertaken an initial analysis based on the guidance presented in the IGT.  

A redacted version of the CiCS risk register was provided to the Audit Team. There is, 

however, no documented risk assessment at the CiCS level of the file storage. As a 

result there could be risks related to the storage that the ScHARR is unaware of and 

should be included in the ScHARR risk register. CiCS reported that an internal audit 

primarily concerning local IT services provision had been conducted though this did not 

include the ScHARR and was not relevant to the security of HES data. 

A full vulnerability / risk assessment is required in order to identify suitable controls to 

enhance security with respect to the handling of HES data.  It is then for appropriate 

staff to determine whether a particular control should be applied at a University level or 

at the department level. While CiCS monitors the network for unusual activity, no event 

logs or access logs are produced either locally or for the network. 

Management risk registers are managed by the Executive team. 

Conclusion: The vulnerability / risk assessment draft approach and the initial 

assessment presented during the audit are to be completed and finalised. 

2.5 Operational Planning and Control 

Various tests are undertaken internally and a scoping exercise has been carried out by 

a third party to evaluate the security of the network. The Audit Team suggested the 

University considered penetration testing of the network, conducted by an independent 

company. 

CiCS are about to start a scoping study with respect to Cyber Security Essential. 

Depending on the outcome of this work, the team may look to see whether ISO 27001 

would be applicable. In undertaking this work the University staff recognised that 

additional documentation may be required, which could include a specific HSCIC 

operating procedure. 

A ScHARR IG Policy has been produced to ensure that the department meets its 

responsibilities in the management of research data. As a result, the department has 

started to produce an information asset register. 

A ScHARR Information Governance Committee was established earlier this year with 

the responsibility to ensure the application of appropriate information governance to all 

research projects conducted in the department especially as an increasing number of 

studies have been identified which require the use of HES data. Terms of reference for 

the Committee were provided. 

The Committee, which meets monthly, includes representations from the wider 

University ICT team. This level of joint involvement is important to ensure that relevant 

University and local risks are identified and each party is aware so that suitable controls 

can be implemented at an appropriate level. 



Data Sharing Agreements Audit: University of Sheffield v1.0 Approved 10/02/2016 

 

 

 

Page 11 of 14 Copyright ©2016 Health and Social Care Information Centre 

The department is currently renewing its IGT submission. It was mentioned during the 

audit that other areas within the University had also completed the IGT. The Audit Team 

therefore suggested that this expertise could be used to provide an independent 

assessment of the IGT submission if this is not available within the ScHARR Information 

Governance Committee. 

The ScHARR procedure within the IG Policy concerning the handling of serious 

incidents makes reference to the Department of Health 2010 guidelines. As the tables in 

the guidelines have changed in the latest version, there is a class of incidents that could 

be incorrectly reported. 

Linked to this latter finding, there is a wider consideration that the University/ScHARR 

maintains a regular review of the legislative and regulatory documentation listed in the 

contract along with any other relevant documents. Any changes to such documentation 

will need to be identified and assessed in terms of impact to the organisation. The 

department was also reminded of other contractual requirements, such as small number 

suppression. The Audit Team suggested that a checklist may be helpful for ensuring 

conformance to such requirements at the point of publishing the results of the research. 

The department has also started to develop an improvement plan. It is important that 

the evolving IG policies and current IT practices are updated to reflect discussions held 

during the audit, issues arising from the latest IGT submission and points arising 

through the Information Governance Committee. 

Conclusion: The ScHARR has started to implement a number of initiatives to manage 

information governance. Enhancements to these initiatives will be required in line with 

the findings of this audit. 
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3 Conclusions 

Table 1 identifies the minor nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1 ScHARR management computer facilities that are used to access/manipulate HSCIC data require additional security controls. 

Such controls, and whether these are applied at a university level or at a school level, should be derived from the completed 

vulnerability / risk assessment(s)  

2.1, 2.3, 2.5 Minor 

2 Entries within the asset register do not link to specific 3
rd

 party destruction certificates. There has not been a recent audit of 

the equipment recorded in the asset register and therefore there is a question as to the accuracy of the register  

2.3 Minor 

3 The approach to vulnerability/risk assessments with respect to information assets requires further development (including the 

definition of controls for unacceptable risks). The current assessment for HSCIC data needs to be completed  

2.4 Minor 

4 The incident management procedure does not align with the current HSCIC guidance and therefore a class of incidents could 

be incorrectly reported  

2.5 Minor 

5 Project leads to keep on top of changes to staff and their need to access certain folders  2.1 Observation 

6 To consider the supply of evidence to support a HSCIC data destruction certificate if this can be generate by any tool used for 

data deletion  

2.3 

 

Observation 

7 To consider the instigation of events / access logs  2.4 Observation 

8 There is a need to ensure that final products meet specific contract requirements, for example small number suppression, for 

which a checklist may prove useful  

2.5 Observation 

9 Use expertise available elsewhere in the University / Facility to provide independent assessment of the IGT submission if this 

is not available within the Information Governance Committee 

2.5 Observation 

10 There is a need to update the evolving IG policies to reflect discussions held during the audit, issues arising from the latest 

IGT submission and points arising through the Information Governance Committee 

2.5 Observation 

11 Consider independent penetration testing to ensure that networks are suitably protected  2.5 Observation 

12 Ensure there is adequate communication related to IT risk management between the University and the School  2.5 Observation 
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Ref Comments Section in 

this Report 

Designation 

13 Determine whether there is a need for additional policies at a University level which can be used by schools  2.5 Observation 

14 Need to ensure that changes to the legislative and regulatory documentation listed in the contract are identified and assessed 

in terms of impact to the organisation 

2.5 Observation 

 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

The ScHARR is required to review and respond to this report, providing corrective 

action plans and details of the parties responsible for each action and the timeline 

(based on priority and practicalities for incorporation into existing workload). As per 

agreement, review of the management response will be discussed by the Audit Team 

and validated at a follow-up meeting with the University of Sheffield/ScHARR. This 

follow-up will confirm whether the proposed actions will satisfactorily address the 

nonconformities and observations raised. 

 


