
 
 

DARS Online Application Guidance 
V2.4 

 

1. Introduction 

This guidance has been produced to help customers applying for data from the Health and Social 
Care Information Centre (HSCIC).  It will be updated over time, and exemplars added to the 
document. 
 
It provides advice on completing each field of the Data Access request Service (DARS) Online 
Application and should ensure that applicants provide the necessary information when submitting an 
application.  
 
Further advice on completing an application is available from the HSCIC on Tel: 0300 303 5678 or 
by emailing: enquiries@hscic.gov.uk. Please quote DARS application in the subject field of your 
email when submitting an enquiry. If you are referring to an existing or previous application then 
please also quote your existing reference number (it may look something like: NIC-999999-AAAAA 
or DARS-NIC-999999-AAAAA).    
 
Some general tips apply across all areas of your application :- 

Be transparent 
Write your application so that it may be easily understood and covers all the uses of the data.    Be 

specific, clear, and unambiguous.  Ensure that your application is consistent – for example, if you 

highlight that University X is part of a research collaboration, ensure that University X is listed as a 

data processor or controller (or explain why not).  Equally if your purpose is commercial, make sure 

you are clear about all your products and services, and be clear as to your customer base. 

Be precise 
If a purpose is not listed, it is not permitted, so please be ensure you cover all specific uses.  Equally if 

others are using your product, or accessing the outputs of your work, make clear exactly what nature 

of data they are accessing (eg: record level, aggregate).  Remember that your application may be 

published, so ensure that it is written so that it can be easily understood – explain acronyms, and 

assume that the application will be read in isolation from other documents. 

Ensure you have a legal basis 
A legal basis must be in place to allow the HSCIC to receive, process, and disseminate the data.  It is 

your responsibility to ensure that the legal basis is in place, so if you require external approvals 

please ensure you have these before submitting an application.  The HSCIC is happy to discuss 

these in advance of an application, and welcomes early sight of consent materials before starting 

research so that feedback can be taken into account before recruitment of a cohort starts. 

Learn from others 
The HSCIC publishes a data release register which includes approved purposes for previous data 

releases.  Check against that register (www.hscic.gov.uk/dataregister) to see what information others 

have provided, and where appropriate use similar wording. 
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Check you have all relevant documentation 

Elements of your application may require supporting documentation.  For example, if you are using 

s251 as a legal basis for identifiable data, you will need to ensure that you have the latest approval 

letter and application.  If you are using patient consent as the legal basis, you will need to provide all 

relevant consent forms and information leaflets.  If this evidence is not provided when submitting your 

application, it may not be accepted.   

And finally 
Please check that you have justified any identifiable or sensitive data requested, and that you have 

sought to minimise the amount of data required.  Your purpose should explain why you need the data 

(objective), and how you will turn the data (processing) into the products (outputs) that generate 

benefits to the health and social care system. 

2. The Application 

The Application is split into sections that align with the DARS On-line system :- 
 

 Title 

 Linkage 

 Product List 

 Product Data 

 Purpose 

 Funding Source 

 Data Controller 

 Data Processor 

 Processing Location 

 Storage 

 Territories 

 Retention  

 Summary 
 
Each screen can be saved as you go allowing you to return to the application to amend and complete 
before submitting, however please note that the application screens must be tackled in turn. 
 

2.1. Title 

Question/Field Guidance 

Application Title  A concise, one-line description of the project/purpose of this 
request.  This title will be referenced throughout DARS on-line, and 
should be something that helps you identify the application.  Please 
remember that the title (as well as the detail of your application) may 
be published. 

Will you be signing the Data 
Sharing Agreement? 

Any access to data will be subject to a Data Sharing Agreement 
(DSA), which is agreed by HSCIC and your organisation.  
 
If you are responsible for signing the Data Sharing Agreement then 
please select “yes”.  If you are not the person responsible, you will 



 
need to enter the appropriate contact details of the approver. 
 
The DSA is a legal document between the HSCIC and the 
organisation with legal responsibility for the data – the Data 
Controller. So please ensure that you are legally permitted to 
approve the agreement.  

2.2. Linkage 

Question/Field Guidance 

Are you providing any data to 
HSCIC for this application? 

If you are simply seeking data from the HSCIC and are not providing 
any data to the HSCIC (for example a research cohort), selecting 
“No” will skip this section. 
 
Otherwise, answering “Yes” will mean that you will be asked details 
about any data that you are providing to the HSCIC for linkage 
purposes.  This might be a cohort that you have recruited, or an 
identifiable dataset from another organisation that you have collected 
and require to be linked to an HSCIC dataset. 
 

 

If you answer yes to the above question, then the following questions must be answered.  

What is the legal basis for 
sending your data to the 
HSCIC?  

 Informed Patient consent 

 Health and Social care 
Act 2012 

 Section 251 

 Section 42(4) 

 Approved Researcher  

 Other 

 
The HSCIC requires a legal basis for any identifiable data to be 
received by the HSCIC.  Typically you would select one of the legal 
bases listed (most commonly Consent or S251).  Remember which 
ever legal basis you select, you must provide full supporting 
evidence. 

Do you need your data 
linking to other HSCIC 
Datasets (i.e. HES)? 
 
If Yes – Additional 
information on the 
linkage/cleanse – including 
the list of fields in the cohort 
and the size of the cohort 

 
If providing data to HSCIC, you may be looking to link that data to 
HSCIC held data.  For example, you may only be looking for hospital 
episodes that relate to people within your research cohort.  
Alternatively you may be providing identifiable data for the HSCIC to 
confirm whether the people listed are still alive and registered with 
the NHS.   Within this section you should detail how you want that 
linkage to occur.  For example, if providing the NHS Number, you 
might want that data linked purely to hospital episodes and extract all 
episodes for the people listed.  However, you may also want to 
receive back the NHS Numbers of those people that did not match. 
 
Equally you might want to use a specific linkage algorithm since you 
do not have full identifiers.  
 
Please provide as much detail as you can regarding the linkage 
required.  This will be discussed further as your application 
progresses. 
 



 
Please indicate below if you 
require any of the following 
services 

 List cleaning  

 Patient tracking 

 Patient status 

 
Certain standard services may be applied to your cohort.  We may 
provide updated address/death details for your cohort; additional 
detail on whether a patient has left the NHS; or on a regular basis 
provide you with information as to whether a major life event has 
happened to any members of your cohort.   
 
This will be discussed further as your application progresses. 
 

2.3. Product List 

Question/Field Guidance 

Select data product  This button allows you to add a data product to this application.  
Once a product is selected, you will be asked to provide more 
details.  Once all the questions have been answered for the first data 
product, you will have the opportunity to select further products.  

2.4. Product Data 

Question/Field Guidance 

Select data product Drop down list of all products available as standard via DARS 
Online.  
 
Further information about each of the data products available can be 
found on the DARS webpages 

Do you want aggregate or 
record level data? 

Record level data typically relates to a single individual.  There may 
be one or many records per individual.  Such data would usually 
carry a risk of re-identifiability, and use of such data would be subject 
to strict controls.  Unless agreed within the application, you should 
not onwardly share record level data. 
 
Aggregate data would typically be “counts” of an event – for example 
how many people had a particular operation over a specific time 
period.  Aggregate data is not always anonymous data, and 
therefore may also be subject to specific controls. 
 

Do you require suppression 
as in accordance with the 
HES Analysis Guide? 

This question will only be asked if you have requested aggregate 
data.   
 
Suppression is a statistical approach which, if applied in line with the 
HES Analysis Guide, means that the data would be anonymous.  
Anonymous data would typically have small numbers hidden, and is 
often seen in statistical publications or research papers.  Anonymous 
data from the HSCIC may be freely shared (in line with the Open 
Government Licence), and the HSCIC would publish such 
anonymous data once released to you. 
 
Data that is not suppressed in line with the HES Analysis Guide still 
carries a risk of reidentification, and would be subject to appropriate 
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controls.  These would include a data sharing agreement. 
 

Data product periods  
Please select the periods for which you wish to receive data.  Note 
that you will need to justify the volume of data required, and selecting 
more than can be justified may mean that your application is delayed 
or rejected. 
 

Data product fields Further information about each of the data products available can be 
found on the DARS webpages 
 
Please select all the fields for the products that you have selected.  
Note that you will need to justify (in particular) any identifiable or 
sensitive fields that you choose, and selecting more than can be 
justified may mean that your application is delayed or rejected. 
 
You can unselect any fields, periods, or data products before your 
application is submitted for approval.  However, changing any detail 
once approved would require a further approval, which would incur a 
charge. 
 

How are you looking to 
minimise the data requested 
(for example using filters)? 

 
Under the Data Protection Act 1998, organisations are required to 
use the lowest classification and minimal amount of information 
required to carry out a particular task, eg identifiable data should not 
be requested if pseudonymised data can be used. 
 
Please demonstrate how you have selected the smallest amount of 
data required.  For example, if you are carrying out a study into 
childbirth, you may wish to apply a filter that only selects women of a 
particular age range.  Equally if you are looking to provide a product 
to the NHS in one part of the country, is regional rather than national 
data sufficient. 
 

How often would you the 
data to be sent to you? 

 
You may wish to receive updated data on a regular basis rather than 
just as a one-off.  Equally you may be looking to receive updates on 
your cohort on a more regular basis. 
 

Choose the legal bases that 
covers the flows and 
processing of the data 
product you have requested:- 

 Informed Patient consent 
to permit the receipt, 
processing and release 
of data by the HSCIC  

 Health and Social Care 
Act 2012 - s261 - 'Other 
dissemination of 
information'  

 National Health Service 

 
Ensuring that there is a legal basis for the HSCIC to provide the data 
is essential. 
 
If the data you wish to receive is pseudonymised, anonymised or 
anonymous (and no identifiable data is flowing to enable that 
release), then the legal basis is typically the Health and Social Care 
Act 2012. 
 
If however you wish to receive identifiable data, or identifiable data 
has flowed to enable the release of data (for example you may have 
provided a cohort) then the legal basis is typically s251 or consent. 
 
If ONS registry data is required (e.g. mortality data) then you may 
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Act 2006 - s251 - 'Control 
of patient information'.   

 Section 42(4) of the 
Statistics and 
Registration Service Act 
(2007) as amended by 
section 287 of the Health 
and Social Care Act 
(2012)  

 Approved researcher 
accreditation under 
section 39(4)(i) and 39(5) 
of the Statistical 
Registration Service Act 
2007   

 Other 

need s251 approval for the data flow, or have patient consent, or 
have secured approved research status with ONS (approved 
researcher).  Approved researcher status, determines that the 
researcher is ‘fit and proper’ and the research project is suitable; an 
application is required, and assessment should take 3 weeks. More 
detail can be found on the ONS website  
 
If you are relying on consent from research participants to access 
data from the HSCIC, the HSCIC requires such consent to be explicit 
and the information contained within the information sheets must be 
aligned with the consent forms. 
 
If providing HSCIC with a cohort of patients, within the processing 
section of your application, you should indicate whether recruitment 
to the cohort has started/finished, and its approximate size. 
 
Further details on consent are available at 
http://www.hscic.gov.uk/article/2194/The-DAAG-approval-process  This 

is a complex area, and the HSCIC encourages you to contact 
enquiries@hscic.gov.uk  prior to recruiting a cohort.  . 
 
In rare circumstances there may be an alternative legal basis that 
applies.  If you think this is the case with your request, please just 
select “other” and provide full details of the legal basis. 
 
 

2.5. Product Data - Fair Processing 

Question/Field Guidance 

How do you address fair 
processing requirements in 
relation to the data in your 
application? 
 
If you think fair processing 
requirements do not apply to 
your application please enter 
details below. 
 
 

 
Where your application involves personal data (identifiable data in 
the context of DARS On-line), then it is a legal requirement under the 
Data Protection Act for you to process such data fairly.  Further 
details in relation to Fair Processing are available from the 
Information Commissioner’s Office (ICO), and the detail below is 
purely as a guide to HSCIC requirements, and does not replace ICO 
guidance. DAAG guidance on Fair Processing as available here: 
http://www.hscic.gov.uk/article/2194/The-DAAG-approval-process 
 
When HSCIC considers Fair Processing, we look to see how the 
data controller is keeping people informed as to what is happening 
with data about them.  Typically this may be through a website, a 
regular newsletter, ad hoc communication or direct contact (such as 
face-to-face meetings). 
 
Where specific material is being communicated, then you should 
indicate when they were last updated, and include the detail within 
your application. 
 
The HSCIC is itself a significant collector, holder and distributor of 
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sensitive personal data, and is therefore also required to conform to 
the fair processing requirements of the DPA. HSCIC have recently 
launched a web portal to provide fair-processing information.  This 
will be very important in informing the general public about how 
HSCIC uses their health and social care data.  The publication of 
details in relation to your application (at 
www.hscic.gov.uk/dataregister) is part of the HSCIC’s approach to 
transparency. 
 

2.6. Approvals Evidence 

2.7. Purpose 

You may only use any data provided solely for the purposes explicitly stated within this section. 
It needs to be long enough to be clear about the specific purposes, but please avoid the 
temptation to include lots of background that does not add to the justification. 

 
Please be aware that we expect to publish the information in this section, along with the 
decision to approve or not, in a similar way to the way we have published registers of data 
releases (www.hscic.gov.uk/dataregister). 

 
Since we look for this section to be clear and specific, avoid vague terminology such as: “uses 
will include”; “may”; “can”; “might”; “expected to include”. Please do: 

-    Be specific 
-    Use “only” (e.g. “this data will only be used to produce…”) 
- Where appropriate, state what the data will not be used for (eg: not used for commercial 

purposes, not provided in record level form to any third party, not used for direct marketing) 
-    Write assuming it will be in the public domain 
-    Be specific about size of any customer base, and if you have both NHS and commercial 
sector customers, ensure that you state the relative split between those customer segments. 

 
This section must make it clear: 

-    What the specific purpose is; 
-    Who will be using the data (organisations rather than individual names); 
-    What will happen to the data (the outputs); 
-    Whether the outputs are in record level form; 
- The benefits to the health and social care system, and when they will be achieved; 
-    Whether the application is in any way commercial (and if so, how).  Note that applications 
(with the exception of anonymised tabulations) which are for solely commercial purposes and do 
not demonstrate benefit to the Health and Social Care system will not be approved. 

 

Question/Field Guidance 

Objective for processing  Does it clearly explain the purpose of the 
project/programme/request/research? 

 Does it provide background to the request?  E.g. Is it a long 
standing research trial or a government backed programme 
established in X year?  
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 Does it list the type of organisations involved (eg: CCGs, Local 

Authorities) ?  

 Does it make clear whether the outputs from the HSCIC will feed 
into a bigger programme?  

 Does it tell us how the data requested from the HSCIC will 
enhance the work?  

 If there are any elements of the work taking place outside the UK, 
does it describe them here? 

 
If an objective is to make data available to third parties, for example 
by sharing analysis or tools, please state explicitly what data will be 
shared, whether it will be in identifiable form, etc. 
 
What is the actual purpose for receiving the data?  This is different 
from how the data is being handled. 
Some examples that are not valid objectives: 
-    To load into MyHealthDataTool 
-    For internal business purposes 
-    To provide analysis to the NHS 
 

Processing activities  Are all data flows detailed (i.e. what organisation will transfer 
data to what other organisations)?  

 Is the level of data involved in each data flow clarified (i.e. 
identifiable, pseudonymised, aggregated)?  

 Note: If any pseudonymous data or data being described by the 
applicant as ‘anonymous’ will be shared with third parties, the 
fields to be shared should be clarified.  

 Is it clear (in cross-check with section 3) what legal basis relates 
to what data flows?  For complex applications, it is worth just 
matching on a diagram the legal basis against each data flow 

 Has a legal basis been evidenced for all data flows?  

 If data will be accessed outside the UK, are the details (incl. how 
data will be transferred) explained?  

 If anyone who is not a direct employee of the organisation 
requesting data (e.g. users working on honorary contracts, 
charity staff helping with analysis, etc.) will be accessing data, 
are details given? 

 Note: If the data flows are complicated, it may help to include a 
data flow diagram showing what data flows where and under 
what legal basis  

 Does it explain what will be done with the data HSCIC supplies?  
E.g. Will there be trend analysis?  Will the data be linked or 
compared (matched) with other data sets (if so, at what level and 
what will be used to link them)?  Will there be benchmarking 
against peer groups?  

 If sensitive data, national data or data over a long period is 
requested, does it justify why that data is needed?  Is that 
justification proportionate to the risk of releasing this data?  

 Is there a clear and logical link between the above and the 
specific outputs mentioned?  

 Are any organisation names or locations mentioned in this 
section consistent (a) throughout this section, (b) with the data 



 
flow diagram, (c) with the names/addresses used elsewhere in 
this form including sections 1 and 7?  

 Handy phrases (if applicable):  
o "No data will be linked to record patient level data."  

 
What are you going to be doing to the data, when turning it from the 
supplied data to the output(s)? You need to mention if there will be 
any linkage with other datasets, or if there are any hypotheses that 
will be tested. 
 
If the data is being published, detailing which type of journal (who is 
the audience, what data is being presented) may help demonstrate 
benefits to the NHS and Social Care system. 
 
If data will be stored, processed or in any other way accessible by a 
third party organisation or across multiple locations within the same 
organisation, please provide details and explain why this is 
necessary.  Note: we will require security assurance for each 
location and organisation involved in data processing. 
 

Please upload your dataflow 
diagram and ensure your 
approval or legal bases are 
clearly marked on each data 
flow 

Ensure that if there is any complex data processing (for example 
data is provided to HSCIC by a third party), document clearly each of 
the data flows highlighting what data is transferred at each point, in 
what form, and who is sending/receiving the data (eg: identifiable 
into HSCIC, pseudonymised linked data to the customer). 
 
As a general rule – within the purpose section, follow the data and 
explain what happens to the data at each stage. 
 

Some generic 
dataflows.pdf

 
 

Specific outputs expected, 
including target date 

This section seeks to describe what results from the data release 
from the HSCIC.   

 Does it describe clear outputs (e.g. reports, submissions to peer-
reviewed journals, presentations, dashboards, etc.)?   

 If peer-reviewed journals or presentations are mentioned, does it 
state the journals/events in which these will feature?)  

 Is it clear what level of data will be present in the outputs?  If the 
output is a dashboard or tool, is it clear how small numbers will 
be suppressed?  

 Is it clear who the outputs are for and who can access them?  

 Is it clear whether outputs will be available for free or if users will 
be charged for access?  

 Are target dates given for each output?  

 If the data are to be used across multiple projects, are 
outputs/delivery milestones and target dates given for each?  

 If a renewal/extension for a project that has had data previously, 
does it describe any outputs already produced?  



 
 Handy phrases (where applicable):  

 "Outputs will contain only aggregate level data with small 
numbers suppressed in line with HES analysis guide." 

 “Data will not be used for sales and marketing purposes.” (if 
applying organisation is commercial company)  

 
The form of output (eg: aggregate data with small numbers 
suppressed in line with HES analysis guide) is highly relevant.  If 
outputs are intended to be at record level (or aggregated and not 
suppressed in line with the HES Analysis Guide), be explicit about 
who will see what data, and the controls placed around that 
arrangement.  It may well be in such circumstances that a sub-
licence arrangement is required, and the need is likely to be subject 
to robust challenge. 
 
When the processing is complete, what will have been created? 
When will this be achieved? Please state who may have access to 
the outputs (customers, clinicians, public, academics, etc.), and in 
particular: 
• Include all types of outputs and state the form of each eg: an on-
line database / research reports / analytical outputs / data analysis 
tool 
• Be clear what nature of data is included in each output eg: 
aggregate data with small numbers suppressed in line with HES 
analysis guide 
• For each customer group / product, be clear as to the outputs that 
apply to them 
 

Expected measurable 
benefits to health and/or 
social care including target 
date 

Non-anonymous data may only be released where it is for direct 
care, or where there will be benefits to the health and social care 
system.  You will therefore need to demonstrate the benefits that will 
result from the release of data, and so :- 

 Be realistic, as non-achievement may affect any extension / 
renewals.  

 Link the benefits directly to the Health and Social Care sector. 

 Any benefits already completely achieved cannot be considered 
as justification for future data sharing. 

 Any benefits which are on-going as part of a current data sharing 
arrangement which may be lost if the data sharing ceases, are 
relevant. 

 If this is an extension/renewal/amendment, the achievement (or 
otherwise) of previously- stated benefits may be taken into 
consideration. 

 Be clear about what they are, and when they will be achieved, for 
each customer group / product 

 If it’s a renewal / extension, state the benefits already achieved 

 Case Studies are helpful for HSCIC in promoting the benefits of 
data dissemination 

 Does it describe benefits in terms of what action, change or 
decision happens as a result of the outputs?  

 Are there logical links between the outputs described and the 
stated benefits?  Is it obvious which outputs contribute to which 



 
benefit? 

 Do the benefits convey the magnitude of the impact?  E.g. How 
many patients suffer from a particular condition?  How much 
money is spent treating a certain disease?  Etc.  

 Is it clear who will achieve the benefits (i.e. will the project team 
achieve the benefits or will their outputs be given to a third party 
(e.g. policy/decision-makers) who will use them to achieve the 
benefits)?  

 For PhD/research projects, typically delivering dissertations 
and/or peer reviewed journal publications, see DAAG’s guidance: 
http://www.hscic.gov.uk/media/16692/Data-Access-Advisory-
Group-advice-on-PhD-and-other-research-
projects/pdf/DAAG_advice_phd_research_FINAL_20150323.pdf 

Is the application for 
commercial purposes 
 
If Yes, please explain.  

 
Will you charge for any products/tools/analyses produced with this 
data? Will it be used for marketing purposes (in which case it is 
unlikely that any data would be released) ? Is the project funded by a 
commercial body? 
 

2.8. Funding Source 

Question/Field Guidance 

Funding source type 
Drop down:- 

 Public 

 Private 

 EU/International 
 
Please upload evidence of 
funding 

The funding source may be relevant as :- 
- If publicly funded, it may be that the funding body enables a 

legal basis to exist for the release of ONS data 
- If privately funded, the application will need to address any 

risk of the application being for commercial purposes 
- If EU funded, typically commercialisation of the research is 

part of the requirements of funding, and the application will 
need to demonstrate how such commercialisation is being 
addressed. 

-  

Funding awarding Institution Please state any EU or international institutions that have provided 

funding. 

EU/International Programme Please state any EU or international programmes relating to this 

application. 

Reference and Title of 
Project and activity 

Please state the reference 
and title of any project/activity relating to this application 

Year of submission/award Select date from calendar 

Applicant or partner 
Drop down:- 

 Applicant 

 Partner 

Please state whether you are an applicant or a partner for this 
funding. 

2.9. Patient Objections 

Question/Field Guidance 

If you think patient objections 
should not be upheld in 

Please ignore this section at present, until such time as the Patient 
Objections service from HSCIC becomes live 
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relation to this application 
please explain why 

 

2.10. Data Controller 

 

Question/Field Guidance 
What is your organisation's 
role regarding the data 
controllership for this 

application:- 

 Sole data controller  

 Joint data controller  

 Data controller in 
common 

 Not the data controller 

The applicant need not be the data controller (you can apply on 
behalf of a customer).  However, the data controller must be a legal 
entity and must hold a current HSCIC Data Sharing Framework 
Contract.  Note also that the resultant agreement is with the data 
controller and they will need to approve the agreement. 
 
Include full contact details and address, and know who you are 
(often commercial companies may be part of a wider group or have 
multiple relationships – the data controller needs to be very clear in 
such circumstances). 
 
The data controller is the organisation which (either alone or jointly or 
in common with other persons) determines the purposes for which 
and the manner in which any personal data are, or are to be 
processed. 
 
See https://ico.org.uk/media/for-organisations/documents/1546/data-
controllers-and-data-processors-dp-guidance.pdf for more 
information. 
 
Once you have completed the data controller information you must 
press the “Add Data Controller to application” button in order to apply 
the details to your application. 
 

Organisation Name If an organisation is not listed you can type free text in the box 

Security Assurances for the 
Data Controller:- 

 Information Governance 
Toolkit  

 ISO  

 Other 

If you select Information Governance Toolkit, you will be asked for a 
version (i.e. v13 for 2016-17), the date that your organisation’s score 
was reviewed, any comments, and the score.  If your IGT has not yet 
been reviewed then you will need to contact the HSCIC general 
enquires team and request that your toolkit be reviewed 
enquiries@hscic.gov.uk  
If you select ISO, you will be asked to upload a copy of your 
ISO27001 certificate, to confirm which version of ISO27001 this is 
(2013 is current), the date this was reviewed, and any notes. 
 
 If providing ‘Other’ assurance, please supply a System Level 
Security Policy.  
 

Guidance Notes on 
Security V3 6.pdf

 

https://ico.org.uk/media/for-organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf
https://ico.org.uk/media/for-organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf


 
 
The Information Governance Toolkit is an online system which 
allows organisations to be self-assessed against NHS Information 
Governance standards, i.e. that the organisation can be trusted to 
maintain confidentiality and security of personal information. The 
HSCIC has been commissioned to develop and maintain this Toolkit. 
 
Your organisation may have already completed the IG Toolkit, talk to 
your local Information Governance or IT security experts to find out. 
It is possible for your organisation to have more than one toolkit 
return recognising that arrangements may differ between 
departments /faculties /studies.   
 
All organisations have to assess themselves against requirements 
for: 

 Management structures and responsibilities e.g. assigning 
responsibility for carrying out the IG assessment, providing 
staff training 

 Confidentiality and data protection 

 Information security 
 
The exact list of requirements will depend on the Type of 
Organisation, e.g. an HEI will probably be classed as either a Hosted 
Secondary Use Team/Project (for individuals, teams and their 
projects that process NHS patient information for the purposes of 
non-direct care e.g. clinical research activities and other related 
patient data analysis (public health planning)); or a Secondary Use 
Organisation (an organisation that processes patient information for 
secondary purposes, and not direct patient care).  
 
The terminology within the IG Toolkit may not be familiar to the non-
NHS-initiated within the research sector, e.g. your organisation may 
not have a Caldicott Guardian. To aid mutual sector understanding, 
an NHS-Higher Education Information Governance Working 
Group has been liaising with the relevant department of HSCIC. A 
list of members of the group and those HEIs that have achieved the 
IG Toolkit standards (listed by Type of Organisation) can be found on 
the working group’s web pages.  
 

DPA registered Organisation 
Code 

The organisation will be registered with the ICO.  Details can be 
found via the ICO website: https://ico.org.uk/esdwebpages/search 
 

Organisation name as 
registered 

 

DPA registration expiry date Select date from calendar. Ensure that the DPA registration is in date 
(or if about to run out, please renew it) 

Activity recorded  

2.11. Data Processor 

 

https://www.igt.hscic.gov.uk/
https://www.igt.hscic.gov.uk/RequirementsList.aspx?tk=422526887933380&lnv=2&cb=8674bf66-8fe2-464b-af5c-a901519606cc&sViewOrgType=22&sDesc=Hosted%20Secondary%20Use%20Team/Project
https://www.igt.hscic.gov.uk/RequirementsList.aspx?tk=422526887933380&lnv=2&cb=8674bf66-8fe2-464b-af5c-a901519606cc&sViewOrgType=22&sDesc=Hosted%20Secondary%20Use%20Team/Project
https://www.igt.hscic.gov.uk/RequirementsList.aspx?tk=422526887933380&lnv=2&cb=0e82b491-f7f0-4cbe-9de0-8ba5ec287302&sViewOrgType=19&sDesc=Secondary%20Use%20Organisation
https://www.igt.hscic.gov.uk/RequirementsList.aspx?tk=422526887933380&lnv=2&cb=0e82b491-f7f0-4cbe-9de0-8ba5ec287302&sViewOrgType=19&sDesc=Secondary%20Use%20Organisation
https://community.jisc.ac.uk/groups/nhs-he-forum-connectivity-project/article/nhs-he-information-governance-working-group
https://ico.org.uk/esdwebpages/search


 
Question/Field Guidance 

Data Processor:- 

 Sole data processor  

 Joint data processor  

 Data controller in 
common 

 Not the data processor 

This means any organisation (other than an employee of the data 
controller) that processes the data on behalf of the data controller. 
 
See https://ico.org.uk/media/for-organisations/documents/1546/data-
controllers-and-data-processors-dp-guidance.pdf for more 
information 

Please confirm the Data 
Processors location:- 

 England/Wales  

 UK  

 EEA  

 Other location 

 
The region for data processing considers only the record level data 
and outputs, and any data not suppressed in line with the HES 
Analysis Guide.  For example, using record level data derived from 
the data provided by the HSCIC in Ireland would mean that the EEA 
should be selected.   
 
The use of anonymous data (for example in a research journal) does 
not need to be stated as a territory of use. 
 
If data is intended to be processed or stored outside the EEA, please 
contact the HSCIC at an early stage. 
 
Once you have completed the data processor information you must  
press the “Add Data Processor to application” button in order to 
apply the details to your application. 

Please confirm the Data 
Processor's name and 
address 

 

Security Assurance Type:- 

 Information Governance 
Toolkit  

 ISO  

 Other 

If you select Information Governance Toolkit, you will be asked for a 
version (i.e. v13 for 2016-17), the date that your organisation’s score 
was reviewed, any comments, and the score. If your IGT has not yet 
been reviewed then you will need to contact the HSCIC general 
enquires team and request that your toolkit be reviewed 
enquiries@hscic.gov.uk. 
 
If you select ISO, you will be asked to upload a copy of your 
ISO27001 certificate, to confirm which version of ISO27001 this is 
(2013 is current), the date this was reviewed, and any notes. 
 
If providing ‘Other’ assurance, please supply a System Level 
Security Policy.  
 

Guidance Notes on 
Security V3 6.pdf

 
 
The Information Governance Toolkit is an online system which 
allows organisations to be self-assessed against NHS Information 
Governance standards, i.e. that the organisation can be trusted to 
maintain confidentiality and security of personal information. The 
HSCIC has been commissioned to develop and maintain this Toolkit. 
 
Your organisation may have already completed the IG Toolkit, talk to 

https://ico.org.uk/media/for-organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf
https://ico.org.uk/media/for-organisations/documents/1546/data-controllers-and-data-processors-dp-guidance.pdf
https://www.igt.hscic.gov.uk/


 
your local Information Governance or IT security experts to find out. 
It is possible for your organisation to have more than one toolkit 
return recognising that arrangements may differ between 
departments /faculties /studies.   
 
All organisations have to assess themselves against requirements 
for: 

 Management structures and responsibilities e.g. assigning 
responsibility for carrying out the IG assessment, providing 
staff training 

 Confidentiality and data protection 

 Information security 
 
The exact list of requirements will depend on the Type of 
Organisation, e.g. an HEI will probably be classed as either a Hosted 
Secondary Use Team/Project (for individuals, teams and their 
projects that process NHS patient information for the purposes of 
non-direct care e.g. clinical research activities and other related 
patient data analysis (public health planning)); or a Secondary Use 
Organisation (an organisation that processes patient information for 
secondary purposes, and not direct patient care).  
 
The terminology within the IG Toolkit may not be familiar to the non-
NHS-initiated within the research sector, e.g. your organisation may 
not have a Caldicott Guardian. To aid mutual sector understanding, 
an NHS-Higher Education Information Governance Working 
Group has been liaising with the relevant department of HSCIC. A 
list of members of the group and those HEIs that have achieved the 
IG Toolkit standards (listed by Type of Organisation) can be found on 
the working group’s web pages.  
 

DPA registered Organisation 
Code 

The organisation will be registered with the ICO.  Details can be 
found via the ICO website: https://ico.org.uk/esdwebpages/search 

Organisation name as 
registered 

 

DPA registration expiry date Select date from calendar. Ensure that the DPA registration is in date 
(or if about to run out, please renew it) 

Activity recorded  

2.12. Processing Location 

Question/Field Guidance 

Is the location of the data 
processing different from the 
data processor address? 
 
If Yes please provide 
organisation name and 
address 

Each address must be added by using the “Add location to 
application” button.   
 
Please ensure that the full details on any organisation processing the 
data are provided.  You need to consider any disaster recovery 
arrangements that you may have in place, or any third party 
arrangements for hosting.  Failure to provide full details, or notify and 
have approved any change in such details, is likely to result in a 
breach of your agreement. 

https://www.igt.hscic.gov.uk/RequirementsList.aspx?tk=422526887933380&lnv=2&cb=8674bf66-8fe2-464b-af5c-a901519606cc&sViewOrgType=22&sDesc=Hosted%20Secondary%20Use%20Team/Project
https://www.igt.hscic.gov.uk/RequirementsList.aspx?tk=422526887933380&lnv=2&cb=8674bf66-8fe2-464b-af5c-a901519606cc&sViewOrgType=22&sDesc=Hosted%20Secondary%20Use%20Team/Project
https://www.igt.hscic.gov.uk/RequirementsList.aspx?tk=422526887933380&lnv=2&cb=0e82b491-f7f0-4cbe-9de0-8ba5ec287302&sViewOrgType=19&sDesc=Secondary%20Use%20Organisation
https://www.igt.hscic.gov.uk/RequirementsList.aspx?tk=422526887933380&lnv=2&cb=0e82b491-f7f0-4cbe-9de0-8ba5ec287302&sViewOrgType=19&sDesc=Secondary%20Use%20Organisation
https://community.jisc.ac.uk/groups/nhs-he-forum-connectivity-project/article/nhs-he-information-governance-working-group
https://ico.org.uk/esdwebpages/search


 
 
If data is intended to be processed or stored outside the EEA, please 
contact the HSCIC at an early stage. 
 

2.13. Storage 

 

 

Region for data storage 
locations:- 

 England/Wales 

 UK 

 EEA 

 Other 

 
 
Please ensure that the full details on any organisation storing the 
data are provided.  You need to consider any disaster recovery 
arrangements that you may have in place, or any third party 
arrangements for hosting.  Failure to provide full details, or notify and 
have approved any change in such details, is likely to result in a 
breach of your agreement. 
 
If data is intended to be processed or stored outside the EEA, please 
contact the HSCIC at an early stage. 
 
Each address must be added by using the “Add location to 
application” button.   
 
 

Organisation name and 
address 

 

2.14. Territories 

Question/Field Guidance 

Please confirm where any 
record level outputs will be 
used and cover this 
information explicitly within 
the processing section of 
your application. 

 England/Wales 

 UK 

 EEA 

 Other Location 

 
The territory of use considers only the record level data and outputs, 
and any data not suppressed in line with the HES Analysis Guide.  
For example, using record level data derived from the data provided 
by the HSCIC in Ireland would mean that the EEA should be 
selected.   
 
The use of anonymous data (for example in a research journal) does 
not need to be stated as a territory of use. 
 
If data is intended to be processed or stored outside the EEA, please 
contact the HSCIC at an early stage. 
 

2.15. Retention 

Question/Field Guidance 

Until what date do you plan  



 
to retain the data? In considering your application, it may be that you would like to keep 

data for 10 years (perhaps to allow for challenge to research 
findings).  This longer period should be stated here – it is for 
information only in considering the application. 

Please explain why  
The justification for the period above should be provided here. 
 

What is your proposed 
agreement end date? 

 
Whilst you may wish to retain data for 10 years, the agreement will 
be for a shorter period.  Typically :- 

- Up to 1 year for an application from a commercial 
organisation 

- Up to 3 years for research from an academic body 
- Up to 5 years for research from an academic body, where 

that research has completed and data needs to be archived  

2.16. Summary 

Question/Field Guidance 

Terms and Conditions 
Agreement 

 
Please click to confirm that the information supplied is true and 
correct before submitting your application. This page also displays a 
summary of the information you have entered into the application 
which you can view before submitting the application.  

 


