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Executive Summary 

This document records the key findings of a Data Sharing Audit1 at the Public Health 

Intelligence Team (PHIT), Leeds City Council on 8th and 9th March 2016 against the 

requirements of the Health and Social Care Information Centre (HSCIC) data sharing 

agreement NIC-371831-L7M1N covering the supply of Hospital Episode Statistics (HES) data 

and associated data sharing framework contract. 

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by HSCIC.  

In total, two observations were raised2:  

 A number of Leeds City Council policies and procedures have incomplete review, 

approvals and revision histories and have not been reviewed within set timescales.  In 

particular the Leeds City Council Password Management Policy and Standard requires 

updating to reflect current password lockout controls. (Observation) 

 Certificates of disposal are currently cross referenced to the disposals log and could also 

be cross referenced to the equipment asset register in order to close the audit 

trail.  (observation) 

  

Areas of Good Practice 

 The PHIT have undertaken a self-assessment against the Data Sharing Framework 

Contract and Data Sharing Agreement. 

 Care is being taken to develop a Business Intelligence Solution which minimises access 

and prevent inappropriate linkage of data. 

 A comprehensive Information Governance training package is in place for PHIT 

employees. 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

HES data provided by the HSCIC to the PHIT under the terms and conditions of data sharing 

agreement NIC-371831-L7M1N signed by both parties. 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and evaluating it 

objectively to determine the extent to which the audit criteria  are fulfilled 

2
 Definitions found in Section 1.4 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing agreements signed by the relevant 

contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

The Public Health Information Management Team (PHIT) at Leeds City Council is one 

of the first public health functions of a Local Authority to receive a standard HES data 

extract based upon the data sharing application standard Hospital Episode Statistics 

(HES) template.  Data is received to support and improve local public health 

commissioned services, wellbeing strategies in collaboration with the NHS and the 

voluntary sector, health impact assessment and allow comparative longitudinal analysis 

of various public health risk factors, treatment and disease prevalence. 

The PHIT is currently holding data in a secure folder until the design and set up of its 

Business Intelligence solution is finalised in April 2016.  The design takes into account 

the need to minimise access and prevent linkage of data. 

 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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1.3 Purpose  

This report provides an evaluation of how the PHIT conforms to the requirements of 

data sharing agreement NIC-371831-L7M1N with respect to the provision of HES data 

and the associated data sharing framework contract.  

The report also considers whether the PHIT conforms to its own policies and 

procedures. This report provides a summary of the key findings. 

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure 

 the total breakdown of the implementation of a process or procedure 

 the execution of an activity which could lead to an undesirable situation 

 significant loss of management control 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 
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1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

the PHIT along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 the PHIT is adhering to the standards and principles of the data sharing agreements 

and audit criteria 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

There is an established starters and leavers process.  IT accounts are centrally 

managed and linked to the HR system which automatically generates IT service desk 

requests to establish or remove generic Active Directory (AD) access as required.  

Authorised system owners establish access to restricted folders and systems via an IT 

Service Desk request.  However, the Audit Team were unable to view a starters and 

leavers written policy as this can only be accessed via the online Managers Self Service 

portal whilst a live input of a starter or leaver is being undertaken. 

Operating within the overall council network, the PHIT network area is securely located 

behind the council firewall.  All computers on the network are expected to comply with 

the relevant council policies, such as, virus protection and patch management.  HES 

data is accessed via corporate laptops linked to the corporate network and there is a 

local policy in place that HES data will not be accessed from outside of the council 

premises.   

HES data is stored in a restricted folder for the PHIT with access controlled via AD 

groups. Only a small number of employees have access to the raw data and the 

associated SQL database.   

Conclusion: Access to data is generally well managed.   

2.2 Information Transfer 

HES data is downloaded from the HSCIC SEFT portal onto a dedicated network file 

share location as a zipped file, this location is utilised purely as a staging post. The file 

is then unzipped and the individual files transferred to a secure file share location.  Both 

the staging post and secure file location are held within a secure area of the Leeds City 

Council local area network.  The council network is subject to independent penetration 

testing and a copy of a recent report was shown to the Audit Team. 

The HES files are then manually transferred to the PH SQL Server HES database 

import table held on an SQL server platform.  This process is undertaken by a named 

person within the PHIT. 

HES data is currently being held on the server platform while a Business Intelligence 

solution is developed to host and analyse HES data.  Care is being taken to ensure that 

access is limited and to prevent inappropriate data linkage.  Software packages which 

will enable analysis against aggregated datasets are also being evaluated.  

HES data is backed up to disc and tape at data centres located within Leeds City 

Council premises.  Monthly back-ups are retained for 6 months. Back-up policies were 

reviewed by the Audit Team. 
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Conclusion: The extraction and processing of HES data is undertaken by a named 

individual and held on suitably protected equipment.  

2.3 Disposal of Data 

Hardware is disposed of via a contracted 3rd party disposal company.  The disposal 

company is responsible for the collection, wiping, recycling and disposal of all hardware. 

The central IT department have audited the disposal cycle and have visited the 3rd party 

disposal company’s premises and viewed hardware destruction.  

The PHIT maintains an asset register of all IT equipment, this is updated as employees 

leave and return equipment or move out of the department.  The employee’s line 

manager is responsible for ensuring equipment is returned and the asset register 

updated as part of the leavers process. 

When equipment is damaged or to be destroyed an IT Service Desk request is created 

and arrangements are made for the 3rd party contractor to collect equipment by the 

central IT Department.   

Hardware is asset tagged and barcoded and the Central IT team maintain an asset 

register of active assets on the Technical Services Portal.  The central IT department 

also maintain a disposals log, certificates of destruction returned from the 3rd party 

disposals company are cross checked against this log but are not cross referenced 

against the equipment asset register. 

The PHIT also maintains a local data retention and disposal schedule, which feeds into 

the Council’s Records Management schedule.  The local schedule also includes 

additional information to adhere to NHS data retention and disposal requirements, 

including those of the HSCIC.   

Conclusion: Assets which could contain sensitive data are disposed of securely. 

2.4 Risk Assessment and Treatments 

The PHIT adheres to the Leeds City Council Corporate Risk Management framework 

and associated methodology and has an established risk owner. 

Employees are required to attend mandatory risk management training, with Senior 

Managers required to attend additional training. 

The Public Health Information Governance Group monitor risk at directorate level, risks 

are escalated to and centrally managed by the Corporate Governance team via risk 

reporting tools.  Risks are also discussed at the PHIT Resilience Group and updates are 

supplied to the Public Health Information Governance Group.  A corporate risk register 

is held for active risks, with treated risks removed and a local summary risk register is 

supplied to the PHIT monthly for review.   

A Privacy Impact Assessment was undertaken on 16th February 2016 for HES data and 

the systems associated with storing that data.  Actions were identified and treated and 

no risks were escalated to the corporate risk register.   
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Conclusion: Risks are assessed and managed through the implementation of 

additional controls. 

2.5 Operational Planning and Control 

All PHIT employees are required to undertake Information Governance (IG) training to 

Level 1. IG training is refreshed annually and is monitored for each employee via annual 

appraisals and the corporate online monitoring system.  Depending upon job role, 

employees may be required to undertake additional IG training.  The Head of 

Intelligence Public Health has delegated responsibility for the Caldicott Guardian for 

Public Health and has attended additional training in relation to this role. 

Information assets are recorded on the PHIT Information Asset Register. Leeds City 

Council has recently introduced a corporate asset register and PHIT are currently 

involved in the corporate pilot.   

The PHIT adhere to the corporate Incident Management framework, incidents are 

managed via a corporate Incident Dashboard and at a Directorate level within the Public 

Health Information Governance Group. 

Leeds City Council is currently reviewing its information security policies and 

procedures.  The Audit Team noted that a number of Leeds City Council policies and 

procedures have incomplete review, approvals and revision histories and have not been 

reviewed within set timescales.  In particular the Leeds City Council Password 

Management Policy and Standard requires updating to reflect current password lockout 

controls. 

Established systems and policies are in place for system security, including virus 

protection, patch management and internal/external penetration testing.  Updates are 

tested in pre-production and have staged roll-out.   

The PHIT had undertaken a self-assessment against the Data Sharing Framework 

Contract and Data Sharing Agreement and employees have been made aware of their 

responsibilities in relation to HSCIC data.  The PHIT has also updated its privacy notice 

to include a statement that health and other data is being processed in support of its 

public health function as required by the Data Sharing Agreement. 

The PHIT undertakes an annual self-assessment as part its IG Toolkit submission.  

There is also an established Leeds City Council internal audit plan which includes 

reviews of business applications, Information Security and Information Governance.  

Additional audits and self-assessments are also undertaken as part of ongoing 

governance of various external projects the PHIT is involved in. 

Conclusion:  The PHIT has an established information security management system 

that is audited by various routes.  
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3 Conclusions 

Table 1 identifies the observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1.  Certificates of disposal are currently cross referenced to the disposals log and could also be cross referenced to the 

equipment asset register in order to close the audit trail.   

2.4 Observation 

2.  A number of Leeds City Council policies and procedures have incomplete review, approvals and revision histories and have 

not been reviewed within set timescales.  In particular the Leeds City Council Password Management Policy and Standard 

requires updating to reflect current password lockout controls. 

2.5 Observation 

Table 1: Observations 
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3.1 Next Steps 

The PHIT is required to review and respond to this report, providing corrective action 

plans and details of the parties responsible for each action and the timeline (based on 

priority and practicalities for incorporation into existing workload). As per agreement, 

review of the management response may be discussed by the Audit Team and 

validated at any follow-up meeting with the company.  

 


