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Executive Summary 

This document records the key findings of a Data Sharing Audit1 at the School of 

Management Business at King’s College, London on 8th and 9th December 2015 against the 

requirements of the Health and Social Care Information Centre (HSCIC) in relation to data 

sharing agreement NIC-236594-T3Q6Q covering the supply of bespoke Hospital Episode 

Statistics (HES) data.  

This audit used an approved and mature methodology based on ISO standard 19011: 2011 

(Guidelines for auditing management systems) and follows the same format for all audits of 

Data Sharing Agreements conducted by HSCIC.   

In total, two minor nonconformities and seven observations were raised2: 

 The College’s data loss assessment and reporting procedure does not align with current 

HSCIC guidance and therefore a class of incidents could be incorrectly reported (Minor); 

 An issue was identified with a particular control could lead to a security vulnerability 

(Minor); 

 The process to communicate updates to policies/procedures to staff is not formalised 

(Observation); 

 The IT asset register does not have a unique identifier (for example, asset tag or serial 

number) for each asset, which would help to identify an asset and allow traceability to any 

destruction certificate (Observation);  

 Although there is a risk register within the Faculty, it was acknowledged that the risk 

assessment process needs to be developed further with a clear escalation route 

(Observation); 

 The standard PC build includes access to a cloud based storage solution (One Drive), 

which is based outside of the UK. An accidental transfer to this storage would result in a 

breach of the contract.  Whilst this link on the HES PC was removed after the Audit Team 

raised this risk, controls need to be put in place to ensure that this link is not added in 

future updates to this PC (Observation);    

 The process for not returning a hard disc that is under warranty is not formally 

documented  (Observation); 

 An Information Asset Register needs to be developed which includes: detail of data 

owner, link to data sharing agreement and details of the risk assessment and controls in 

place (Observation);  

                                            

 

1 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and evaluating it 

objectively to determine the extent to which the audit criteria  are fulfilled 

2
 Definitions found in Section 1.4 
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 The College has an agreement with an IT hardware disposal company. A list of assets 

provided to the disposal company is maintained by the College and a certificate of 

destruction is provided by the disposal company. However there is no reconciliation of the 

internal list and certificate of destruction (Observation). 

Areas of Good Practice 

 Desktop PC used to access HSCIC data is encrypted. 

 A secure backup storage solution with 256 bit encryption is used with appropriate 

management controls.  

 There are a number of physical controls in place to prevent unauthorised access to 

HSCIC data.   

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented on the day, there is minimal risk of inappropriate exposure and / or access to data 

provided by HSCIC to King’s College, London under the terms and conditions of data sharing 

agreement NIC-236594-T3Q6Q signed by both parties. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing agreements signed by the relevant 

contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

London Heathrow airport has reached full capacity since 2011. One implication of this 

situation is that the UK government has to make a decision over its expansion. 

Understanding the full impact of airport expansion is critical to any cost-benefit analysis 

that will be used in decision-making. A significant gap exists in knowledge of the health 

and economic effects of airports on the local population, mainly from air and noise 

pollution.  

The School of Management Business at King’s College, London is investigating how 

both air pollutants and noise correlate with health outcomes. They are comparing the 

backgrounds situation at Heathrow airport with other major airports to account for 

potential confounders in the relation between airports activity and health conditions. 

They receive a pseudonymised extract of HES data to carry out this research. It should 

be noted, that there had been no outputs at the time of this audit.  

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop


Data Sharing Agreements Audit: King’s College, London v1.0 Approved 20/04/2016 

 

 

 

Page 6 of 12 Copyright ©2016 Health and Social Care Information Centre 

1.3 Purpose  

This report provides an evaluation of how King’s College conforms to the requirements 

of the data sharing agreement NIC-236594-T3Q6Q, covering the supply of 

pseudonymous and non-sensitive dataset, and the associated data sharing contract 

framework.  

It also considers whether King’s College conforms to its own and the policies and 

procedures. This report provides a summary of the key findings. 

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure 

 the total breakdown of the implementation of a process or procedure 

 the execution of an activity which could lead to an undesirable situation 

 significant loss of management control 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 
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1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

King’s College along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 King’s College is adhering to the standards and principles of the data sharing 

agreements and audit criteria 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

The single desktop PC used to access and process HSCIC data is encrypted and 

secured with a Kensington lock. The PC is connected to the network and the Audit 

Team was able to confirm that the PC had the latest Windows operating system and 

anti-virus signature updates. HSCIC data is stored in a folder and technical controls 

through active directory restrict access to a specific PC to three named users.  

Access to the building where the PC is located, requires a King’s College ID card and 

the room is kept locked when not in use. Only a small number of named staff have 

access to the key for the room.  

A backup copy of the data is kept on a password controlled encrypted external backup 

drive and stored in a secure location in another building. Access to the location and 

locked cabinet is restricted and controlled.  

IT Services is responsible for procuring, configuring and maintaining the IT 

infrastructure for the College. There is a process in place for granting access onto the 

network and revoking access when a person leaves.  

The Audit Team carried out checks on the desktop PC and found that the build included 

access to a cloud based storage solution (Microsoft’s One Drive), which is based 

outside of the UK. An accidental transfer to this cloud based storage would result in a 

breach of the data sharing framework contract. As a result of the Audit Team identifying 

this possibility, the link on the desktop PC was removed. Controls, however, need to be 

put in place, to ensure that this link is not added in future updates to this PC or is 

available on any PC used to store HSCIC data in the future. 

There are a number of policies and procedures supporting access management 

including Acceptable Use policy, Network policy and Information Security policy.  

An issue was identified with a particular control would could lead to a security 

vulnerability. King’s College confirmed that they had recently changed the nature of the 

control, but in light of the audit would re-consider the change. 

Conclusion: On the whole, the process used to manage access to secure data seems 

suitably managed; however there are certain controls that can be strengthen. 

2.2 Information Transfer 

Data is obtained from the secure HSCIC portal as zipped files and saved on the desktop 

PC. HSCIC data stored on the desktop PC is transferred onto an external encrypted 

drive for backup purposes.  

The PC is connected to the Local Area Network (LAN), however it was confirmed by the 

College that no HSCIC data is transferred on the LAN. The PC is only used for storing 

and process HSCIC data.  
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At the time of the audit, there were no outputs of realised benefits as the project was still 

at an early stage.  

Conclusion: HSCIC data is limited to a single desktop PC and an encrypted backup 

drive. The PC is connected to the network; however no data is transferred over the 

LAN.    

2.3 Disposal of Data 

A third party disposal company has been engaged to safely dispose of all computer 

assets.  

Prior to forwarding to the disposal company, hard disc drives containing sensitive data 

are securely erased using University approved deletion software. A list of assets 

provided to the disposal company is maintained by the College and a certificate of 

destruction is provided by the disposal company. However there is no reconciliation of 

the internal list and certificate of destruction. 

It was clearly stated that hardware used to store and process HSCIC data would not be 

sent back to the manufacturer, including items under warranty, if it were to fail. Instead, 

the hardware would be disposed of securely. However, this process has not been 

documented and there is a risk that other members of staff may not follow the correct 

process.  

Conclusion: Data assets appear to be securely disposed through a suitable third party 

contractor, however, there are areas of the process that need to be documented. 

Reconciliation should to be carried out between the certificate of destruction and the 

internal list to account for assets.  

2.4 Risk Assessment and Treatments 

Risk are identified and assessed initially by the project owner and research lead and 

recorded in the project risk register. The Audit Team reviewed the risk register which 

included a number of IG and IT risks, and there was evidence of regular reviews. It was 

acknowledged by management that there are weaknesses in the risk management 

process which need to be addressed including breakdown of the risk score after 

controls have been implemented and a clear escalation route.  

The Audit Team noted that the Information Asset Register needs to be developed 

further which includes detail of data owner, link to HSCIC data sharing agreements and 

details of the risk assessment and controls in place. 

Conclusions: The risks in the risk register did take into account IG and IT risk related 

to HSCIC data and there was evidence of regular review, however further work is 

required to address weaknesses in the risk management process. 
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2.5 Operational Planning and Control 

The College’s data loss assessment and reporting procedure sets out the steps to be 

followed to assess and handle a serious incident and makes reference to Department of 

Health 2010 guidelines. As the tables in the guidelines have changed in the latest 

version of the guidance (published 29th May 2015), a class of incidents could be 

incorrectly reported.  

Staff are required to undertake data protection training, which is mandatory and in line 

with good practice. Adherence on training is monitored and reported. The material was 

reviewed by the Audit Team and found it covered all the Data Protection Act principles 

with practical examples. Staffs are required to achieve a minimum score in a test at the 

end of the training in order to pass.  

The Faculty has an IT asset register, however, it does not have a unique identifier (for 

example, asset tag or serial number) for each asset, which would help to identify an 

asset and allow traceability to any destruction certificate. 

Policies and procedures are accessible through the College’s Internet site.  There are a 

number of policies supporting its Information Governance framework including the 

Records and Information Management policy, Data Protection policy and Information 

Security policy. Version control has been implemented, however, the process to 

communicate updates to these documents has not been formalised.  

The Audit Team reviewed a local project protocol which outlined checks that would be 

carried out to ensure HSCIC copyright statement was included in any outputs as stated 

in the data sharing framework contract.   

Conclusions:  A number of good practices have been implemented however there are 

number of areas that can be strengthened including updating the guidance on incident 

reporting, clear communication plan for new and updated policies and procedures and a 

unique identifier in the IT asset register to allow traceability. 

   



Data Sharing Agreements Audit: King’s College, London v1.0 Approved 20/04/2016 

 

 

 

Page 11 of 12 Copyright ©2016 Health and Social Care Information Centre 

3 Conclusions 

Table 1 identifies the minor nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1.  The College’s data loss assessment and reporting procedure does not align with current HSCIC guidance and therefore a 

class of incidents could be incorrectly reported 

2.5 Minor 

2.  An issue was identified with a particular control could lead to a security vulnerability. 2.1 Minor 

3.  The process to communicate updates to policies/procedures to staff is not formalised. 2.5 Observation 

4.  The IT asset register does not have a unique identifier (for example, asset tag or serial number) for each asset, which would 

help to identify an asset and allow traceability to any destruction certificate. 

2.5 Observation 

5.  Although there is a risk register within the Faculty, it was acknowledged that the risk assessment process needs to be 

developed further with a clear escalation route 

2.4 Observation 

6.  The standard PC build includes access to a cloud based storage solution (One Drive), which is based outside of the UK. An 

accidental transfer to this storage would result in a breach of the contract.  Whilst this link on the HES PC was removed 

after the Audit Team raised this risk, controls need to be put in place to ensure that this link is not added in future updates to 

this PC. 

2.1 Observation 

7.  The process for not returning a hard disc that is under warranty is not formally documented.   2.3 Observation 

8.  An Information Asset Register needs to be developed which includes: detail of data owner, link to data sharing agreement 

and details of the risk assessment and controls in place. 

2.4 Observation 

9.  The College has an agreement with an IT hardware disposal company. A list of assets provided to the disposal company is 

maintained by the College and a certificate of destruction is provided by the disposal company. However there is no 

reconciliation of the internal list and certificate of destruction.   

2.3 Observation 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

King’s College is required to review and respond to this report, providing corrective 

action plans and details of the parties responsible for each action and the timeline 

(based on priority and practicalities for incorporation into existing workload). As per 

agreement, review of the management response will be discussed by the Audit Team 

and validated at a follow-up meeting with King’s College. This follow-up will confirm 

whether the proposed actions will satisfactorily address the nonconformities and 

observations raised. 

 


