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Executive Summary 

This document records the key findings of a data sharing audit1 of Cegedim Strategic Medical 

Research Limited (Cegedim) (now trading as IMS Information Solutions Medical Research 

Ltd) on 23rd and 24th November 2015 against the requirements of the Health and Social Care 

Information Centre (HSCIC) data sharing agreement NIC-154130-Y14KX (expired) and 

associated Data Sharing Framework Contract covering the supply of Hospital Episodes 

Statistics (HES) data. 

Although Cegedim Strategic Data Medical Research Limited was taken over by IMS Health in 

April 2015, the HSCIC was not informed of the change until September 2015 when the 

company moved location.   

The audit was therefore initiated against Cegedim Strategic Medical Research Ltd as the 

current contract and data sharing agreement were held under that organisational name.  Also 

the transition of Cegedim Strategic Medical Research Limited into IMS Health started in 

September 2015. At this time, the majority of Cegedim’s existing policies and processes are 

still being operated while this transition takes place.     

Therefore Cegedim are the focus of the audit - not IMS Health which has a separate Data 

Sharing Framework Contract and Data Sharing Agreements.   

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by HSCIC.  

In total, 1 minor nonconformity and 4 observations were raised2: 

 Cegedim is not following its own Standard Operating Procedure for Testing THIN 

outputs, which states that testing sign off requires a “wet signature”.  (Minor) 

 The Data Sharing Framework Contract and Data Sharing Agreement require the 

auditee to inform the HSCIC of any change of data processor. Should data processing 

activities become integrated into the wider IMS Health framework during the transition 

from Cegedim to IMS Health the HSCIC should be informed of this change. 

(Observation) 

 The risk assessment worksheet could not be compared with the risk and issues log 

due to issues with the log.  (Observation) 

 A clearer statement is requested from sub-licensees as to what has been destroyed 

and the process by how it has been destroyed as part of the destruction certificate. 

(Observation) 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and 

evaluating it objectively to determine the extent to which the audit criteria are fulfilled 

2
 Definitions found in Section 1.4 
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 Cross referencing proof of delivery of THIN/HES data onto the sub-licensee data 

returns log would provide a complete audit trail. (Observation) 

Areas of Good Practice 

 Cegedim had prepared for the audit and copies of relevant documentation were on-

hand. 

 The process for extracts on sub-licencing agreements was well described and 

demonstrated. 

 Operating processes are being brought under the IMS Health UK Ltd Information 

Security Management system (ISMS) which is audited to the ISO 27001 standard. 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

data to be provided by HSCIC to Cegedim under the terms and conditions of the data sharing 

agreement and associated data sharing contract framework signed by both parties. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing contract and agreements signed by 

the relevant contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background 

Cegedim Strategic Medical Research Limited was purchased by IMS Health in April 

2015 and is now operating as IMS Medical Strategic Research Ltd. The transition of 

Cegedim Strategic Medical Research Limited into IMS Health started in September 

2015. At this time, the majority of Cegedim’s existing policies and processes are still 

being operated while this transition takes place.     

The current data sharing framework contract and data sharing agreement are in the 

name of Cegedim Strategic Data Medical Research Ltd therefore this was the focus of 

the audit, not IMS Health which has separate data sharing framework contract and data 

sharing agreements. 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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The purpose of data usage is to link HES data supplied by the HSCIC with GP Records 

Data (THIN data), in order to combine GP data and hospital episodes into a research 

database.  HES and GP data are stripped of any identifiers and given an encrypted 

THIN identifier prior to upload onto the database.  A separate Sub-Licencing Agreement 

is in place allowing worldwide distribution of this THIN/HES dataset for research 

purposes. 

1.3 Purpose  

This report provides an evaluation of how Cegedim Strategic Data Medical Research 

Limited (Cegedim) conforms to the requirements of the data sharing agreement NIC-

154130-Y14KX (expired), covering the supply of HES datasets, and the associated data 

sharing framework contract.  

It also considers whether Cegedim conforms to its own policies and procedures. This 

report provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure; 

 the total breakdown of the implementation of a process or procedure; 

 the execution of an activity which could lead to an undesirable situation; 

 significant loss of management control; or 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk; 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk; or 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 
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1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 

1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

Cegedim along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 Cegedim is adhering to the standards and principles of the data sharing agreements 

and audit criteria; and 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

Although Cegedim Strategic Data Medical Research Limited was taken over by IMS Health in 

April 2015, the HSCIC was not informed of the change until September 2015 when the 

company moved location.  As the company kept its Companies House registration, there was 

a name change but no change of legal entity and data processing activities currently remain 

the same as before the takeover.  In this respect, current ownership of the data processing 

facilities rests with IMS Information Solutions UK Ltd, previously known as Cegedim Strategic 

Data UK Ltd. 

The Audit Team stated that the HSCIC should have been informed sooner and Cegedim was 

reminded that should data processing activities become integrated into the wider IMS Health 

framework during the transition before a new Data Sharing Framework Contract / Data 

Sharing Agreement is signed this would be deemed as a change of data processor and they 

would be required to inform the HSCIC under the terms of the Data Sharing Framework 

Contract. 

2.1 Access Controls 

Access to THIN/HES data residing on the Cegedim server is limited to relevant 

personnel and managed via an access control register. This register is reviewed 

quarterly and was also reviewed as part of the transition from Cegedim to IMS Health.   

Responsibility for review sits within the THIN-HES team and this is monitored at IMS 

Health Information Security management meetings. A quarterly review of server access 

is undertaken specifically for HES data and the locations data is saved.   

All staff including those with access to THIN/HES data use encrypted laptops.  Cegedim 

reported that one employee based in Switzerland accesses the data on a remote 

desktop, locked in an environmentally controlled cabinet, via secure VPN.  No screen is 

attached to this remote desktop and the worker cannot download data onto his/her own 

laptop. 

The IMS Health process for new starters, movers and leavers has been in operation 

since April 2015 for Cegedim.  New starters are added to the JML system by the HR 

Department, this system controls access and automatically requests IT Services to set 

up generic access to the network.   

New starters are required to undertake security awareness training and sign a 

THIN/HES Confidentiality Agreement prior to being given access to HES data.  Access 

to THIN/HES data is monitored via the access control register. Completed training is 

logged on the register and an access request is made to the IT Service Desk for which 

Line Manager approval is required.   

At present, contractors and agency workers are set up manually as they are not 

inputted onto the JML system, it is intended that this will no longer be case from 

January 2016.  
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Password controls require passwords to be changed frequently and policy does not 

allow repeating passwords or use of patterns.  Password lock-out protocols are in place. 

Targeted penetration testing is undertaken and findings are translated onto the IMS 

Health Global improvement plans. 

Conclusion: Access controls are generally well governed. 

2.2 Information Transfer 

GP Records data (THIN data) is combined with HES data downloaded from the HSCIC 

SEFT portal by a trusted third party supplier (the third party supplier was not within the 

scope of this data sharing audit).   

Identifiers are stripped and a separate THIN ID is allocated to each record prior to 

upload onto Cegedim servers at IMS Information Solutions UK Ltd.  Neither the third 

party nor Cegedim hold any decryption key for both sets of data. 

As part of the transition from Cegedim to IMS Health, THIN/HES data was copied from 

existing Cegedim servers to new servers located at IMS Health.  Cegedim confirmed 

that the new servers contained only THIS/HES related material. The original Cegedim 

servers were then moved to IMS Information Solutions UK Ltd to supplement the 

existing back-up storage. 

One member of staff extracts a sub-set of data for patients that have been linked; 

Cegedim can only use the linked file that has had identifiers stripped.  That subset is 

transferred to Cegedim in London via an encrypted USB drive and loaded onto 

Cegedim's dedicated servers.  There is no standard operating procedure for this 

process. 

The servers at IMS Information Solutions UK Ltd are backed up to tape, weekly and 

monthly, which are kept off site. Monthly tapes are kept for 2 years. Data from Cegedim 

is sent overnight to IMS Information Solutions UK Ltd in order for this to be included on 

the backup tape. 

THIN/HES data distribution is controlled via HSCIC sub-licencing agreements allowing 

distribution of HES data on a worldwide basis for research purposes. 

A staged process is in place for approval to share THIN/HES data for research 

purposes.  All research project protocols require approval from a Scientific Review 

Committee (SRC).   

Cegedim issue a data re-use agreement (DRA) for THIN/HES data shared with 

research bodies and a requirement to reference HSCIC in any publications is included 

in the DRA.  The Audit Team reviewed an example of a research publication to confirm 

the HSCIC copyright statement was included. 

There is a standard operating procedure for transfer of data under sub-licencing 

agreements.  A log of DRA’s is kept including the purpose of use, type of HES data 

supplied and timescales for retention/deletion.  The log is reviewed quarterly and 

updates are sent to the HSCIC. 
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Data is transferred on password protected encrypted media, predominantly USB drives. 

When a drive is returned the password is reset and the data is removed.  Portable 

media utilised to transfer THIN/HES data is recorded on a hard drive log and the media 

is delivered by courier.  Although date of delivery, return of hard drives and data 

deletion certificates from research bodies is recorded on the log, proof of delivery is 

forwarded to a separate system by the courier for invoicing.  Cross referencing proof of 

delivery of THIN/HES data onto the sub licensee data returns log would provide a 

complete audit trail.  

The DRA agreement with a research body requires a signed notice of destruction as 

evidence that data has been destroyed, this is forwarded to the HSCIC by Cegedim.  A 

clearer statement requested from sub-licensees as to what has been destroyed and the 

process by how it has been destroyed as part of the destruction certificate would 

enhance this process. 

Whilst Standard Operating Procedures are in place for the development of data sets, 

including sign off points, Cegedim are not following their own Standard Operating 

Procedure for Testing THIN outputs which states that testing sign off requires a “wet 

signature”.   

Conclusion: Information transfer is generally well governed; an operating procedure is 

in place for sub-licencing of THIN/HES data.  Cegedim could take some actions to close 

the audit trail on delivery of data sets, evidence of deletion and to adhere with their own 

standard procedure for testing sign off.  

2.3 Disposal of Data 

The Data Disposal Standard details the data disposal policy and a current contract is 

held for media disposal with a third party ISO 27001 certified contractor.  The third party 

contractor collects and disposes of equipment off-site. To date, the third party contractor 

has not been visited by Cegedim to view disposal processes.     

An equipment asset inventory is held within each division, which includes a description 

of equipment and serial numbers. An email requesting destruction is sent to the IT 

global service desk to initiate the disposal process. 

Assets are kept in a locked cupboard until the contractor collects them. Accompanying 

receipt by the 3rd party is a collection notice with equipment shown by weight.  Following 

disposal, notification is received from the 3rd party which lists all of the destroyed 

equipment and their serial numbers. The local asset owner then cross references the 

supplied serial numbers against the divisional asset register.  

Cegedim’s equipment asset register was reviewed by the Audit Team. Servers utilised 

to store THIN/HES data were recorded on the asset register, including those transferred 

to the data centre to supplement existing backup servers.  The active servers, held 

within the locked cabinet at IMS Health, are included on the IMS Health configuration 

management database as configuration items.  Back-up tapes utilised for the back-up of 

data prior to the office move were listed on the asset register as requiring destruction. 

Conclusion: Media is being destroyed by a contracted 3rd party supplier. 
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2.4 Risk Assessment and Treatments 

Prior to the IMS Health take over, risks were discussed as part of the Cegedim’s 

monthly directors meetings. 

Currently, there is an ongoing risk assessment as part of the transition from Cegedim 

into IMS Health, and the timescale to complete this assessment is by January 2016.  

Significant, high level risks are reviewed monthly and the risk register is reviewed in 

detail annually prior to the annual ISO 270001 audit.    The risk assessment worksheet 

could not be compared with the risk and issues log due to issues with the log. 

Conclusion: The currently risk management is well defined and is undergoing further 

improvement as Cegedim’s operating procedures transition into IMS Health’s 

Information Security Management System.   

2.5 Operational Planning and Control 

IMS Health is certified to ISO 27001:2013. Work is ongoing to integrate Cegedim’s 

processes into IMS Health, with a view to achieving ISO 27001 certification for this area 

of the business by February 2016. 

Cegedim’s incident reporting is now included on IMS Health Continual Service 

Improvement Plan (CSIP). The CSIP includes incident logs, improvement logs and 

includes local incidents – high and medium incidents are escalated to the IMS Global 

Information Assurance team where appropriate. 

A defined audit process is in place and an audit of Cegedim’s processes was 

undertaken in April 2015 as part of the organisation takeover.  A transition action plan is 

in place and is regularly updated.  

In addition to the training required prior to obtaining THIN/HES access, IMS Health 

users are also required to undertake ISO and Global Data Security Training. All new 

users are required to undertake this training with existing Cegedim staff being mopped 

up in coming months.  Cegedim employees were also required to undertake ethics 

training via an e-learning package; this has not yet been imported into IMS Health from 

Cegedim Central Training Team. 

Cegedim also provide a one day training course in the processing of THIN/HES data for 

all sub-licensees, including use of the data tables, ethics and suppression of small 

numbers. 

Conclusion: Currently operational controls are well defined and are undergoing further 

improvement as Cegedim’s operating procedures transition into IMS Health’s ISMS 

framework. 
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3 Conclusions 

Table 1 identifies the minor nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1 Cegedim are not following their own Standard Operating Procedure for Testing THIN outputs, which states that testing sign 

off requires a “wet signature”.  

2.2 Minor 

2 The Data Sharing Framework Contract and Data Sharing Agreement require the auditee to inform the HSCIC of any change 

of data processer. Should data processing activities become integrated into the wider IMS Health framework during the 

transition from Cegedim to IMS Health the HSCIC should be informed of this change. 

2 Observation 

3 A clearer statement is requested from sub-licensees as to what has been destroyed and the process by how it has been 

destroyed as part of the destruction certificate. 

2.2 Observation 

4 Cross referencing proof of delivery of THIN/HES data onto the sub-licensee data returns log would provide a complete audit 

trail.  

2.2 Observation 

5 The risk assessment worksheet could not be compared with the risk and issues log due to issues with the log. 2.4 Observation 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

Cegedim (now trading as IMS Information Solutions Medical Research Ltd) is required 

to review and respond to this report, providing corrective action plans and details of the 

parties responsible for each action and the timeline (based on priority and practicalities 

for incorporation into existing workload). As per agreement, review of the management 

response may be discussed by the Audit Team and validated at a follow-up meeting 

with Cegedim.  This follow-up will confirm whether the proposed actions will 

satisfactorily address the nonconformities and observations raised. 

Post Audit Note 

Findings given at the audit were added to Continual Service Improvement Plan actions 

at an IMS ISMS management meeting and this plan was forwarded to the HSCIC Audit 

Team post audit along with comments on the draft audit report. This action plan will be 

reviewed at any follow up meeting which may be arranged by the Audit Team. 

 

 


