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Executive Summary 

This document records the key findings of a data sharing audit1 of the Aintree University 

Hospital NHS Foundation Trust on 18th February 2016.  The audit was conducted against 

data sharing agreement MR604 and associated Framework Contract covering the supply of 

death registration details, including cause of death and ICD coding data. This data was 

supplied in relation to the project “analysis of outcome in patients diagnosed with head and 

neck malignancy”. 

As a result of receiving the audit notification letter and discussing the audit with the Lead 

Auditor, the Trust elected to terminate the agreement as the data was no longer being 

studied.  A destruction pack was therefore issued by the Health and Social Care Information 

Centre (HSCIC) and a certificate of destruction (dated 1st February 2016) was returned by the 

Trust. The scope of this audit was therefore limited to data destruction. 

In total: 1 major nonconformity, 3 minor nonconformities and 1 observation were raised by 

the Audit Team: 

 An independent medical statistician was employed to analyse the data (data processor), 

though there was no contract between the Trust and the statistician which recognises this 

relationship. In analysing the data the statistician used assets not managed by the Trust 

even though the data sharing agreement restricted storage to Trust equipment. The 

current and previous equipment used by the statistician do not therefore appear on any 

asset register. (Major) 

 The supplied data did not appear on any information asset register and therefore no risk 

assessment had been undertaken. As a result the Trust’s information security 

representative was unaware of the data’s existence and the use of non-Trust equipment. 

(Minor) 

 The encrypted USB stick owned by the Trust used to transfer data from its network to the 

statistician does not appear on any Trust asset register contrary to Schedule 2 Section A 

clause 4.7 of the data sharing framework contract. (Minor) 

 No antivirus component was found on the Trust desktop. The Trust confirmed that the 

antivirus system monitor reported that software had been installed on the desktop but 

recorded no updates. This omission had been missed by the Trust team responsible for 

its deployment. (Minor) 

 A record of any future wipe of storage area network devices before being returned to the 

supplier should be retained for audit purposes. (Observation) 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and 

evaluating it objectively to determine the extent to which the audit criteria are fulfilled 



Data Sharing Agreements Audit: Aintree University Hospitals NHS Foundation Trust  

v1.0 Approved 20/04/2016 

 

 

 

Page 4 of 11 Copyright ©2016 Health and Social Care Information Centre 

Areas of Good Practice 

 The hospital is establishing an information security framework. 

 The hospital was using the data to clearly improve wellbeing within the health and social 

care community. 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit that there is assurance that data had been deleted from Aintree’s 

systems and therefore there is minimal risk of inappropriate exposure and / or access to data 

provided by HSCIC to the Trust. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information2 appropriately.  

The Review of Data Releases by the NHS Information Centre3 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information4, data sharing contract and agreements signed by 

the relevant contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

A study into head and neck malignancy had been going on since 1995. The last annual 

survey of surviving patients had been conducted in 2014.  Having date of death and 

cause of death was important to the study of the identified cohort. It also meant that 

patients that had died were not sent a questionnaire. A number of clinical papers had 

been written as part of the research. 

On being contacted by the Audit Team, Aintree decided to terminate the agreement and 

a certificate of destruction dated 1st February 2016 was returned to the HSCIC. 

1.3 Purpose  

This report provides an evaluation of how Aintree University Hospital conforms to the 

requirements of data sharing agreement MR604 covering the supply of death 

registration details.  

                                            

 

2
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
3
 www.hscic.gov.uk/datareview 

4
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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It also considers whether the Aintree University Hospital conforms to its own policies 

and procedures. This report provides a summary of the key findings.  

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure; 

 the total breakdown of the implementation of a process or procedure; 

 the execution of an activity which could lead to an undesirable situation; 

 significant loss of management control; or 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk; 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk; or 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 

1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 
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1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

Aintree along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 Aintree is adhering to the standards and principles of the data sharing agreements 

and audit criteria; and 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 



Data Sharing Agreements Audit: Aintree University Hospitals NHS Foundation Trust  

v1.0 Approved 20/04/2016 

 

 

 

Page 8 of 11 Copyright ©2016 Health and Social Care Information Centre 

2 Audit Findings  

2.1 Data Transfer and Retention 

Data was downloaded from the HSCIC’s Secure Electronic File Transfer portal by the 

Aintree representative named on the data sharing agreement and saved to a secure 

personal folder on the Trust network. The files were then copied to a Trust issued 

encrypted USB stick (256bit AES).  This USB stick does not appear on any Trust asset 

register contrary to Schedule 2 Section A clause 4.7 of the data sharing framework 

contract. 

The USB stick was then passed to an independent medical statistician to analyse the 

data, though there was no contract between the Trust and the statistician which 

recognised this relationship. The statistician was nevertheless named in the data 

sharing agreement and had signed the HSCIC short declaration of use form. Prior to 

1997, the statistician had been employed by the hospital. The statistician made a copy 

of the data on a personal encrypted USB stick from which all of the analysis was 

conducted using the SBSS statistical analysis application. It was reported that no files 

containing raw data were copied to the statistician’s laptop. 

In storing and processing the data, the statistician used assets not managed by the 

Trust even though clause 10 of the data sharing agreement restricted storage to Trust 

equipment. The current and any previous equipment used by the statistician does not 

therefore appear on any asset register.  

Some of the security controls around the Trust network were also explored by the Audit 

Team. Whilst looking at the personal folders on the Trust network, the Audit Team noted 

that no antivirus component was loaded. The Trust confirmed that the antivirus system 

monitor reported that software had been installed on the desktop but recorded no 

updates. This omission had been missed by the Trust team responsible for its 

deployment. 

Data backed up by the Trust onto a storage area network (SAN) device under a formal 

backup schedule is retained for a maximum of three months. The external statistician 

stated that the files held on the USB stick were copied monthly to an encrypted external 

hard drive. 

The data supplied by the HSCIC does not appear on any information asset register and 

therefore no risk assessment had been undertaken. As a result the Trust’s information 

security representative was unaware of the data’s existence and the use of non-Trust 

equipment. 

Conclusion: The approach taken to storing and processing the supplied data is not in 

accordance with the data sharing agreement and data sharing framework contract. 
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2.2 Data Deletion 

The raw data files were deleted from the personal network folder on the Trust network 

using a standard delete function. Without specialist software and appropriate 

permissions the data would not be retrievable from the Trust system, especially after the 

backup copy had been overwritten. 

The Trust stated that it had recently moved to a new NetApp SAN. The previous SAN 

had been wiped by the supplier and witnessed by Trust representatives before being 

returned. As no formal record existed for this wipe the Audit Team suggested that a 

written record is retained in future for audit purposes. 

The statistician reported that as a result of the Trust terminating the agreement the USB 

stick and the backup hard disc had been reformatted.  Also all of the sensitive fields in 

the SBSS work files have been removed; a unique identifier for the entry in the 

application had been used instead of any the supplied fields. This was confirmed by the 

Audit Team. 

Conclusion: The data appears to have been suitably deleted from both the Trust 

system and the statistician’s equipment. 
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3 Conclusions 

Table 1 identifies the major and minor nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1 An independent medical statistician was employed to analyse the data (data processor), though there was no contract 

between the Trust and the statistician which recognises this relationship. In analysing the data the statistician used assets 

not managed by the Trust even though the data sharing agreement restricted storage to Trust equipment. The current and 

previous equipment used by the statistician do not therefore appear on any asset register.  

2.1 Major 

2 The supplied data did not appear on any information asset register and therefore no risk assessment had been undertaken. 

As a result the Trust’s information security representative was unaware of the data’s existence and the use of non-Trust 

equipment. 

2.1 Minor 

3 The encrypted USB stick owned by the Trust used to transfer data from its network to the statistician does not appear on 

any Trust asset register contrary to Schedule 2 Section A clause 4.7 of the data sharing framework contract. 

2.1 Minor 

4 No antivirus component was found on the Trust desktop. The Trust confirmed that the antivirus system monitor reported that 

software had been installed on the desktop but recorded no updates. This omission had been missed by the Trust team 

responsible for its deployment. 

2.1 Minor 

5 A record of any future wipe of storage area network devices before being returned to the supplier should be retained for 

audit purposes. 

2.2 Observation 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

Aintree University Hospital Trust is required to review and respond to this report. As the 

data held under MR604 has been deleted and the majority of the findings therefore 

relate to historical events then the process for closing relevant findings will be discussed 

between the Audit Team and the Trust. 

 


