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Executive Summary 

This document records the key findings of a Data Sharing Audit1 at the East and North 

Hertfordshire Clinical Commissioning Group (the CCG) on 30th and 31st March 2016 against 

the requirements of the Health and Social Care Information Centre (HSCIC) data sharing 

agreements (DSAs) NIC-371050-X4H9L and NIC-371093-L8G2C, covering the supply of 

Secondary Uses Service (SUS) and local provider data, and associated data sharing 

framework contract. 

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of DSAs 

conducted by HSCIC.  

In total, 5 minor nonconformities and 2 observations were raised2:  

 The CCG does not undertake a regular review of access to folders holding SUS and local 

provider data as required by the Data Sharing Framework Contract, Schedule 2, Section 

A, Paragraph 1.2. (Minor) 

 Current practice in relation to data retention and access rights is not reflected in “The 

Controlled Environment for Finance (CEfF) Procedure and Guidance”. (Minor) 

 The DSA for Invoice Validation (NIC-371093-L8G2C) omits data flows to MedeAnalytics. 

Therefore MedeAnalytics is not identified as a data processor as required by the Data 

Sharing Framework Contract, Part 2, Paragraph 5.6.  (Minor)   

 Receipt of SUS data via the MedeAnalytics tool is not defined as an information asset in 

the same manner as information received from other sources.  The data is therefore not 

subject to the same controls, for example, inclusion on the information asset register, 

allocation of an Information Asset Owner and risk assessment. (Minor) 

 Records of CCG staff training in relation to induction to the MedeAnalytics tool prior to 

being given access are not regularly maintained.  Therefore there is no auditable trail as 

required by the DSA, paragraph 8.1. (Minor) 

 The IT Back-up Policy requires review. (Observation) 

 The CCG file and data retention process requires review. (Observation) 

Areas of Good Practice 

 The shared ICT provider risks are integrated into the CCG risk management process. 

 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and evaluating it 

objectively to determine the extent to which the audit criteria  are fulfilled 

2
 Definitions found in Section 1.4 
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In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

SUS and local provider data provided by HSCIC to East and North Hertfordshire CCG under 

the terms and conditions of DSAs NIC-371050-X4H9L and NIC-371093-L8G2C signed by 

both parties. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds Data Sharing Agreements (DSAs). The established 

audit approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, DSAs signed by the relevant contractual parties 

and the international standard for Information Security, ISO 27001:2013. 

1.2 Background  

The East and North Hertfordshire Clinical Commissioning Group (the CCG) is 

responsible for planning, organising and buying NHS-funded healthcare in East and 

North Hertfordshire. This includes hospital services, community health services and 

mental health services. 

The CCG receives weakly pseudonymised SUS and local provider data in order to 

support commissioning activities on the basis of a Section 251 agreement in relation to 

Accredited Safe Haven (ASH) and Invoice Validation. 

1.3 Purpose  

This report provides an evaluation of how the CCG conforms to the requirements of 

DSAs NIC-371050-X4H9L and NIC-371093-L8G2C with respect to the provision of SUS 

and local provider data and the associated data sharing framework contract.  

The report also considers whether the CCG conforms to its own policies and 

procedures. This report provides a summary of the key findings. 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop


Data Sharing Agreements Audit: East and North Hertfordshire CCG v1.0 Approved 12/05/2016 

 

 

 

Page 6 of 13 Copyright ©2016 Health and Social Care Information Centre 

1.4 Nonconformities and Observations 

Where a requirement of either the DSA or the audit criteria was not fulfilled, it is 

classified as a Major Nonconformity or Minor Nonconformity. Potential deficiencies or 

areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure 

 the total breakdown of the implementation of a process or procedure 

 the execution of an activity which could lead to an undesirable situation 

 significant loss of management control 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 

1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

the CCG along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 the CCG is adhering to the standards and principles of the DSAs and audit criteria 
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 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

Operating within the overall CCG network, the SUS and local provider data is stored on 

a network which is securely located behind the corporate firewall.  All computers on the 

network are expected to comply with the relevant CCG policies, such as, password 

management, virus protection, encryption and patch management.   

General access to the network is initiated using a form for new starters, with additional 

specific access for secure folders detailed.  The form once authorised by the person’s 

line manager is processed by a shared ICT provider: Hertfordshire, Bedfordshire and 

Luton ICT Services (HBL).  Access is similarly removed for personnel leaving or 

changing role within the organisation. Line managers are responsible for raising 

requests for the removal of access to secure folders via a change request form, 

although there does not appear to be a formal process for those changing role.  

SUS and local provider data is accessed via corporate desktops and laptops linked to 

the corporate network. The CCG has a policy for remote access to the corporate 

network in place, authentication is required to enable access and local drives are 

mapped to the network. 

A list was provided by the CCG which identified those persons able to access sensitive 

data on the network.  Although the access was representative of those staff required to 

access data, the CCG does not undertake a regular review of access to folders holding 

HSCIC data.  

Processes are in place to manage access for authorised internal CCG staff and GP’s to 

the MedeAnalytics tool holding pseudonymised SUS data.  Access accounts are 

reviewed at regular intervals via MedeAnalytics User Group meetings and by review of 

monthly account reports received from MedeAnalytics. 

Conclusion: Access to data is generally well managed.  Regular review of access to 

folders holding HSCIC data is not undertaken.  

2.2 Information Transfer 

The CCG has a shared ICT contract in place with HBL for shared ICT services.  HBL is 

resident in the CCG’s offices and is responsible for managing the network.  Data held 

by the CCG is stored on local servers managed by HBL.  This data is backed up to disc 

and tape and stored securely at a separate HBL managed datacentre.  Back-ups are 

retained for one year.  The IT back-up policy was reviewed by the Audit Team and 

requires updating to reflect current practice. 
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It was reported that SUS data is provided by the North East London (NEL) Data Service 

for Commissioners Regional Office (DSCRO) direct to MedeAnalytics for all SUS 

activity.  Whilst this represents the ASH DSA correctly, it is not as defined in the DSA for 

Invoice Validation or in the Data Access Advisory Group (DAAG) application.  The DSA 

for Invoice Validation (NIC-371093-L8G2C) omits data flows to MedeAnalytics, 

therefore MedeAnalytics is not identified as a data processor as required by the Data 

Sharing Framework Contract. 

The DSAs for ASH and Invoice Validation are due for renewal on 30th April 2016 and 

the Audit Team stated that the correct data flow for Invoice Validation should be 

represented in any new data sharing application to DAAG and the associated DSA. 

The CCG along with eight other NHS organisations have a joint contract with 

MedeAnalytics for the provision of services.  SUS data is processed by MedeAnalytics 

and the CCG specific results are available to authorised CCG personnel. The 

information obtained from MedeAnalytics is then used for the purposes defined in the 

DSAs. 

Local provider data is also provided to the CCG by the NEL DSCRO under the ASH 

DSA and data is held on a secure folder on HBL servers.  The information received from 

the NEL DSCRO is then used for the purpose defined in the ASH DSA. 

The CCG also cross reference invoice backing data, received from service providers for 

non-contracted services, with pseudonymised data held via the MedeAnalytics tool.  

Current practice in relation to data retention and access rights is not reflected in The 

Controlled Environment for Finance (CEfF) Procedure and Guidance with regard to data 

held for the purposes for Invoice Validation.  The CCG receive CEfF invoices into a 

dedicated NHS Mailbox from service providers, the invoices are deleted from the 

mailbox once validated.     

Conclusion: The flow of SUS information in relation to Invoice Validation is not as 

reported on the DSA and this needs to be corrected. 

2.3 Disposal of Data 

HBL is responsible for all hardware used by the CCG.  Hardware is disposed of via a 

3rd party disposal company and other disposals may be undertaken under a leasing 

agreement.  The disposal company is responsible for the collection, wiping, recycling 

and disposal of all hardware on-site.  The CCG raises a customer request and 

equipment is collected by HBL, which is stored in a secure area within East and North 

Hertfordshire premises until it is destroyed onsite, monitored by a HBL representative.   

Hardware is asset tagged and HBL maintain an asset register of active assets.  

Certificates of destruction returned from the 3rd party disposal company are cross 

checked against the asset register and records for destroyed assets are archived. 

HBL stated that disc drives would not be returned back to any vendor under warranty in 

the event of failure.  Instead such equipment would follow the above disposal route. 
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The Audit Team found that there was no policy in place for the deletion of data on active 

hardware.  SUS and local provider data supplied by the HSCIC is not included on the 

CCG data retention policy.  As the current policy is to hold data indefinitely, the Audit 

Team suggested that the CCG file and data retention process be reviewed.  

Conclusion: Equipment assets which could contain sensitive data are disposed of 

securely.  The CCG policy for data retention and erasure requires review. 

2.4 Risk Assessment and Treatments 

The CCG has a comprehensive corporate risk management process and framework.  

The person responsible for risk management within the CCG provides training for 

employees upon induction and additional role based training as required. 

Risk assessments are undertaken by the different teams and those risks scoring 12 or 

higher are escalated to the Governance and Assurance Committee.  A risk register is 

held at corporate and team level and there is a minimum requirement for teams to 

review the risk register quarterly. 

HBL has also been required to adhere to the CCG Risk Management framework and 

risks managed within HBL are transferred to the CCG risk register within that framework 

and monitored alongside existing CCG risks. 

Conclusion: Risks appear to be well managed and controlled. 

2.5 Operational Planning and Control 

All employees are required to undertake the IG toolkit training annually and IG training 

is included in induction within the first month of employment. Additional Information 

Asset Owner training is planned for the coming year.  Mandatory training is monitored 

via an HR training matrix list.   

The CCG stated that internal CCG staff should receive training prior to being given 

access to data held on MedeAnalytics and to confidential data.  However, records of 

CCG staff training in relation to induction to the MedeAnalytics tool prior to being given 

access are not regularly maintained.    

The CCG maintains an Information Asset Register and data flow mapping is undertaken 

for information assets.  However, receipt of SUS data via the MedeAnalytics tool is not 

defined as an information asset in the same manner as information received from other 

sources.  The data is therefore not subject to the same controls, for example, inclusion 

on the information asset register, allocation of Information Asset Owner and risk 

assessment.  The Audit Team suggested that the information asset register could be 

updated to include contracted data processors, such as MedeAnalytics.  The receipt of 

SUS data via the MedeAnalytics tool is recorded on the CCG’s 3rd party contractor 

register and is subject to review as part of the maintenance of that register.  

The Audit Team found that the CCG has a number of information governance and 

information security policies in place.  The CCG Information Governance Forum 

controls and reviews this documentation annually.   
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The CCG has a comprehensive internal audit process, governed by the CCG Audit 

Committee.  The 2016/17 audit plan was viewed by the Audit Team, an IG audit is 

planned for February 2017 and computer audit planned in 2016, including cyber 

security, network resilience, disaster recovery and business continuity.  Risk 

management is audited every year as standard. 

Serious risk incidences are recorded on the corporate Risk, Controls and Assurance 

Dashboard (RCAD).  Level 1 risks are subject to a six monthly report to the corporate 

Audit Committee and Level 2 risks are subject to investigation with a summary report 

submitted to the corporate Audit Committee for review.   

HBL is responsible for the security of hardware supplied for the use by the CCG.  

Equipment is expected to adhere to corporate policy in relation to password 

management, encryption, patch testing, antivirus and software updates.  The Audit 

Team viewed the most recent penetration test commissioned by HBL in June 2015. 

Outcomes from penetration testing are detailed in a work plan, which is reviewed 

monthly by the HBL senior management team.  Any risks resulting from penetration 

testing are detailed in the HBL risk register. 

Conclusion:   The CCG has an established information security management system 

that is audited by various routes.  
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3 Conclusions 

Table 1 identifies the nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1.  The CCG do not undertake a regular review of access to folders holding SUS and Local provider data as required by the 

Data Sharing Framework Contract, Schedule 2, Section A, Paragraph 1.2. 

2.1 Minor 

2.  Current practice in relation to data retention and access rights is not reflected in The Controlled Environment for Finance 

(CEfF) Procedure and Guidance. 

2.2 Minor 

3.  The DSA for Invoice Validation (NIC-371093-L8G2C) omits data flows to MedeAnalytics. Therefore MedeAnalytics is not 

identified as a data processor as required by the Data Sharing Framework Contract, Part 2, Paragraph 5.6.   

2.2 Minor 

4.  Receipt of SUS data via the MedeAnalytics tool is not defined as an information asset in the same manner as information 

received from other sources.  The data is therefore not subject to the same controls, for example, inclusion on the 

Information Asset Register, allocation of Information Asset Owner and risk assessment. 

2.5 Minor 

5.  Records of CCG staff training in relation to induction to the MedeAnalytics tool prior to being given access are not regularly 

maintained.  Therefore there is no auditable trail as required by the DSA, paragraph 8.1. 

2.5 Minor 

6.  The IT Back-up Policy requires review. 2.4 Observation 

7.  The CCG file and data retention process requires review. 2.4 Observation 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

The CCG is required to review and respond to this report, providing corrective action 

plans and details of the parties responsible for each action and the timeline (based on 

priority and practicalities for incorporation into existing workload). As per agreement, 

review of the management response may be discussed by the Audit Team and 

validated at any follow-up meeting with the CCG. This follow-up meeting will confirm 

whether the proposed actions will satisfactorily address the observations raised. 

 


