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Executive Summary 

This document records the key findings of a Data Sharing Audit1 at the Department of 

Cardiovascular Sciences, College of Medicine, Biological Sciences and Psychology at the 

University of Leicester on 24th and 25th February 2016 against the requirements of the Health 

and Social Care Information Centre (HSCIC) data sharing agreement MR1275, covering the 

supply of identifiable and sensitive and Office of National Statistics (ONS) and NHS 

Registration data, and associated data sharing framework contract. 

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by HSCIC.  

In total, five minor nonconformities and five observations were raised2 by the Audit Team: 

 The System Level Security Policy (SLSP) has not been reviewed internally on an annual 

basis as stated in the SLSP. There were inconsistencies between the SLSP and current 

practice. (Minor) 

 There is no proactive review of user access, where HSCIC data is held as required by the 

Data Sharing Framework Contract Schedule 2, Section A, Paragraph 1.2 and 4.1. 

(Minor)   

 There has been no annual risk assessment of the system and the information assets, as 

required by the SLSP. (Minor) 

 There has been no annual audit against the adequate use of personal information as 

required by the Data Sharing Framework Contract Schedule 2, Section A, Paragraph 

4.11. There has also been no compliance check with the Information Security Policy on an 

annual basis, as required by the University’s own DSA policy. (Minor)  

 The Data Sharing Framework Contract Schedule 2, Section A, Paragraph 1.3.2 requires 

that named users on the Data Sharing Agreement (DSA) complete information 

governance training on an annual basis. One of the four users had not completed the 

training in the last 12 months. (Minor) 

 Post mitigation risk and likelihood scoring could be added to the risk register to 

demonstrate effectiveness of any interventions. (Observation) 

 The information asset register included reference to databases, however did not break 

down to individual HSCIC information assets. (Observation)     

 The database management, including the knowledge of password maintenance is known 

by one user.  This is a single point of failure if this user was not available. (Observation)     

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and evaluating it 

objectively to determine the extent to which the audit criteria are fulfilled 

2
 Definitions found in Section 1.4 
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 Two of the users named in the DSA have never had access to the data since the 

agreement was signed in 2012. The University should review and consider whether these 

users should be removed from the DSA. (Observation) 

 A list of assets provided to the disposal company is maintained by the College and a 

certificate of destruction is provided by the disposal company to the University’s Estates 

and Facilities Management Division. However there is no reconciliation of the College’s 

asset register and certificate of destruction. (Observation) 

  

Areas of Good Practice 

 An Information Governance working group, with a membership of both College and 

University professionals and a remit which includes Information Governance Toolkit (IGT) 

submissions, has been established. 

 A number of physical and environmental controls are in place in the computer room, 

where HSCIC data is held. 

 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

the data provided by HSCIC to University of Leicester under the terms and conditions of data 

sharing agreement  MR1275 signed by both parties. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing agreements signed by the relevant 

contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

The aim of this study is to find out more about abdominal aortic aneurysms (AAA). This 

is a condition where the main artery in the body swells up and there is a risk of it 

bursting as a result. This condition kills approximately 10,000 people in England and 

Wales per year. These AAA can be found when they are small, but if they get bigger 

there is no treatment for them other than high-risk surgery. 

A national screening programme has been established and patients with AAA have 

been recruited into this study. Study participants have their blood and urine samples 

taken at several time points as well as being asked to fill in questionnaires about how 

they feel and their general health.  

Long-term follow up of the participants through the data retrieved will be used to 

determine mortality rates and causes in the study participants.  

 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop


Data Sharing Agreements Audit: University of Leicester v1.0  Approved 16/05/2016 

 

 

 

Page 6 of 13 Copyright ©2016 Health and Social Care Information Centre 

1.3 Purpose  

This report provides an evaluation of how University of Leicester conforms to the 

requirements of data sharing agreement MR1275 with respect to the provision of ONS 

and NHS registration data and the associated data sharing framework contract.  

The report also considers whether University of Leicester conforms to its own policies 

and procedures. This report provides a summary of the key findings. 

1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure 

 the total breakdown of the implementation of a process or procedure 

 the execution of an activity which could lead to an undesirable situation 

 significant loss of management control 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 
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1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

the University of Leicester along with its associated documentation.  

Fundamentally, the audit sought to elicit whether: 

 the University of Leicester is adhering to the standards and principles of the data 

sharing agreements and audit criteria 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and Certified Information Systems Auditor (CISA) 

auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

IT Services is responsible for the overall network and provision of access onto the 

network. College IT staff provide support for maintaining IT equipment. Desktop PCs 

are centrally managed including deployment of operating system and antivirus updates.  

Standard users are not granted administration rights and are unable to store data on the 

local PC drive.  Password policies are in place for standard users and system 

administrators.   

HSCIC data is stored in a designated project folder on the University network research 

file storage. Access to the data in the folder is restricted to two members of staff, using 

University owned desktop PCs.  

In the Data Sharing Agreement (DSA), two additional members of staff have been 

identified with respect to business continuity but have never accessed the data.  The 

Audit Team advised that the DSA should be reviewed to consider whether the names of 

these individuals should be removed.  There was also no evidence of proactive review 

of user access to the project folder, where HSCIC data is held as required by the Data 

Sharing Framework Contract (DSFC). 

There is an established new starters and leavers process. Network accounts are 

centrally managed and linked to the Human Resource system which automatically 

generates IT service desk requests to establish and remove network user access as 

required.  Access to restricted folders requires authorisation from the folder owner. 

HSCIC data is held and processed on an encrypted database. Database management, 

including knowledge of password maintenance, is known only by one user.  This 

restriction represents a single point of failure if this user was not available. Role based 

access to the database is limited to four employees, two of which have access to 

HSCIC data. 

The Audit Team visited the primary data centre and found sufficient physical and 

environmental controls were in place with access restricted based on role. Access was 

reviewed on a regular basis and third party contractors are required to be accompanied 

by a member of the staff at all times. 

Conclusion: Access control within the University of Leicester and its data centre seem 

to be well managed. However, there are controls that can be strengthened in respect of 

regularly review of user access and database password management.   

2.2 Information Transfer 

Data provided through the DSA is made available via the HSCIC’s managed file transfer 

portal. A named user on the DSA is responsible for logging onto the portal, downloading 

the zipped files and saving onto the University’s network file storage.   
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Basic quality checks are made after data has been extracted from the zipped file before 

it is imported into the database. The information download process is currently 

undertaken by the person named in the DSA. 

HSCIC data is stored at three onsite University data centres. Data is mirrored between 

two data centres which provide resilience in the event of a disaster. A third data centre 

is dedicated for backup. Backup schedules, cycles and retention periods for research 

data are outlined in the University’s backup procedure. Access to the data on the 

network file storage and backup is restricted to IT staff based on role. 

The University of Leicester stated it has commissioned external penetration testing for 

individual systems and applications on its network. The Audit Team on this instance 

decided not to pursue the evidence to support the penetration tests as the University of 

Leicester considered the systems and applications to be out of scope. 

Conclusion: The HSCIC data is downloaded onto the University network file storage 

and access is restricted to named staff. Basic checks are carried out before the data is 

imported into a restricted database. The data is backed up in line with University policy.      

2.3 Disposal of Data 

A third party disposal company has been engaged to safely dispose of IT assets, 

including University PCs and network file storage hardware. A log is maintained by IT 

Services of network hardware forwarded for disposal. The asset disposal process is 

managed by the University Estates and Facilities Management Division. 

Prior to College level IT staff forwarding IT assets for disposal, a hard disk drive is 

wiped using specialist software and the asset register is updated. Certificates are 

provided by the disposal company to the Estates and Facilities Management Division, 

however, they are not reconciled with the asset register.  

Conclusion: Data assets appear to be securely disposed through a suitable third party 

contractor. Furthermore, PCs used to access the HSCIC are wiped using specialist 

software however records from the disposal company are not reconciled with the asset 

register.   

2.4 Risk Assessment and Treatments 

High level business risks are reported and discussed at board level monthly. 

Operational security risks are assessed annually, or in the event of a significant change, 

using an established risk methodology.  The risks identified through this methodology 

are then managed through a separate spreadsheet which allows residual risks to be 

identified based on the application of additional controls.  Post mitigation risk and 

likelihood scoring could be added to the risk register to demonstrate effectiveness of 

any interventions. 

There has not been annual risk assessment of the system and the information assets, 

as required by the System Level Security Policy (SLSP). It should be noted that the 

Ethics Committee have completed risk assessments and the IT controls have been 

reviewed by IT Services and Internal Audit. 
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There is an established incident and breach reporting and investigation process 

managed by the University’s central Information Assurance team. 

A high level information asset register has been recently introduced by a Information 

Governance (IG) working group and is going to be taken forward as part of ongoing 

work on the IG Toolkit submission.  The register included reference to databases 

however it did not breakdown to individual information assets, including those of the 

HSCIC. 

Conclusion: There has been no annual risk assessment and the assets recorded in the 

information asset register have not been broken down into individual information assets.  

2.5 Operational Planning and Control 

New starters are required to complete information security training including information 

governance familiarisation. All training is monitored and reported internally, however, 

the University policy is for one-off training and not annually as required by the DSFC. 

There are plans to replace this training with a new annual training package.  

The Audit Team found that one of the four named users in the DSA had not completed 

the training on an annual basis. The three users that had completed the training were 

also employed by an NHS Trust. The University’s Information Assurance team is 

currently developing an annual online training package, which will be introduced in 

2016. 

Research governance studies are audited based upon the risk and type of study and 

every study is given a risk score.  The project in question was audited in 2014 and is not 

classed as high risk so is therefore not on the audit plan.  

The Audit Team reviewed an audit report that covered general IT controls including the 

data centres that holds HSCIC data. Evidence was seen that the recommendations 

were followed up by the University.  

There has been no annual audit against the adequate use of personal information as 

required by the DSFC. There has been no compliance checking against the Information 

Security Policy on an annual basis in line with the University own DSA policy.  

The SLSP has not been reviewed internally on an annual basis as stated in the SLSP. 

The Audit Team noted that there were inconsistencies between the process 

documented in the SLSP and current practice. The Project Lead confirmed that these 

changes had been made to improve the security of the data. 

At College level, IG including information security and assurance are managed through 

the IG working group. The IG Toolkit submissions are also managed by the IG working 

group which reports into the College of Medicine, Biological Sciences and Psychology 

IT Committee.  The IG working group membership includes both College and University 

level to ensure continuity and oversight. 

Policies and procedures are accessible through the Intranet site. A College IG Policy 

and procedure has been produced to ensure that the college meets its responsibilities in 

the management of research data.  
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Conclusion: There are a number of good practices, however, there are areas where 

the University can improve. This includes annual review of the SLSP, annual IG training 

for all named users and additional compliance checks.  
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3 Conclusions 

Table 1 identifies the minor nonconformity and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1.  The System Level Security Policy (SLSP) has not been reviewed internally on an annual basis as stated in the SLSP. There 
were inconsistencies between the SLSP and current practice. 

2.5 Minor 

2.  There is no proactive review of user access, where HSCIC data is held- DSFC Schedule 2, Section A, Paragraph 1.2 and 
4.1. 

2.1 Minor 

3.  There has been no annual risk assessment of the system and the information assets, as required by the SLSP. 2.4 Minor 

4.  There has been no annual audit against the adequate use of personal information as required by the Data Sharing 
Framework Contract Schedule 2, Section A, Paragraph 4.11. There has also been no compliance check with the 
Information Security Policy on an annual basis, as required by the University’s own DSA policy. 

2.5 Minor 

5.  The DSFC, Schedule 2, Section A, Paragraph 1.3.2 requires that named users on the Data Sharing Agreement (DSA) 
complete information governance training on an annual basis. One of the four users had not completed the training in the 
last 12 months. 

2.5 Minor 

6.  Post mitigation risk and likelihood scoring could be added to the risk register to demonstrate effectiveness of any 
interventions. 

2.4 Observation 

7.  The information asset register included reference to databases, however did not break down to individual HSCIC 
information assets. 

2.4 Observation 

8.  The database management, including the knowledge of password maintenance is known by one user.  This is a single point 
of failure if this user was not available. 

2.1 Observation 

9.  Two of the users named in the DSA have never had access to the data since the agreement was signed in 2012. The 
University should reflect if these two users still need to be kept on the DSA. 

2.1 Observation 

10.  A list of assets provided to the disposal company is maintained by the College and a certificate of destruction is provided by 
the disposal company to the University’s Central Estates Department. However there is no reconciliation of the College’s 
asset register and certificate of destruction. 

2.3 Observation 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

The University of Leicester is required to review and respond to this report, providing 

corrective action plans and details of the parties responsible for each action and the 

timeline (based on priority and practicalities for incorporation into existing workload). As 

per agreement, review of the management response may be discussed by the Audit 

Team and validated at any follow-up meeting with the company. This follow-up meeting 

will confirm whether the proposed actions will satisfactorily address the nonconformities 

and observations raised. 

 


