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Executive Summary 

This document records the key findings of a data sharing audit1 of BUPA Healthcare Services 

Ltd (BUPA) on 30th October 2015 and subsequent communications with BUPA against the 

requirements of the Health and Social Care Information Centre (HSCIC) data sharing 

framework contract CON-321239-R3P3M. 

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by HSCIC.  

The scope of this audit was limited to data disposal following the request from the HSCIC to 

BUPA for the deletion of Hospital Episode Statistics (HES) and Secondary Uses Service 

(SUS) data and the subsequent receipt of a Data Destruction Notice. 

During the onsite visit, 2 minor nonconformities and 1 observation were raised2: 

 The Data Sharing Framework Contract, Schedule 2, clause 4.7 requires that the data 

recipient maintains an accurate, up to date asset register.  BUPA could not demonstrate 

that the media used to download and transfer HES and SUS data was recorded on an 

asset register. (Minor) 

 BUPA’s Global Information Security Policy and Standard states that the asset inventory 

should be updated with disposal/reallocation of assets. BUPA demonstrated no evidence 

of recording at that level. (Minor) 

 The BSI Certificate of Registration – Information Security Management System – ISO 

/IEC 27001:2013 dated 29/7/2015 presents an old organisational name. (Observation) 

Subsequent to the onsite visit, additional evidence and information supplied by the auditee 

conflicted with statements made on the day of the visit.  Therefore a major nonconformity 

was raised: 

 BUPA could not provide sufficient assurance to the Audit Team that media utilised to 

download and transfer HSCIC data had been erased in accordance with the Data 

Sharing Framework Contract and its own Information Security Policy.  (Major) 

In summary, it is the Audit Team’s opinion that based on evidence presented during the 

audit, BUPA could not provide sufficient assurance that media associated with the download 

and transfer of HES and SUS data has been destroyed or that data has been deleted in 

accordance with the data deletion request.  Therefore there is risk of inappropriate exposure 

and / or access to data to be provided by the HSCIC to the BUPA under the terms and 

conditions of the data sharing contract framework signed by both parties. 

                                            

 

1
 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and 

evaluating it objectively to determine the extent to which the audit criteria are fulfilled 

2
 Definitions found in Section 1.4 
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1 About this Document  

1.1 Introduction  

The Review of Data Releases by the NHS Information Centre3 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information4, data sharing contract and agreements signed by 

the relevant contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

BUPA Healthcare Services (BUPA) held psuedonymised Hospital Episode Statistics 

(HES) and Secondary Uses Service (SUS) data under Data Re-Use Agreement NIC-

300172 (expired).  On 13th August 2015 the HSCIC requested that BUPA securely 

destroy the HES and SUS data (including all copies, full or in part thereof); including all 

record level data, even if held as part of a separate dataset, and regardless of format 

(including backup media).  The HSCIC had confirmed as part of the deletion request 

that fully anonymised data (i.e. aggregated data suppressed in line with the HES 

analysis guide) need not be deleted. 

BUPA was required to submit a data destruction certificate within one week of the 

destruction notice.  A data destruction certificate was received from BUPA confirming 

the date of destruction as 26th August 2015. 

1.3 Purpose  

This report provides an evaluation of how BUPA conforms to the requirements of the 

data sharing framework contract CON-321239-R3P3M covering the requirements of 

data disposal. It also considers whether BUPA conforms to its own policies and 

procedures.  

This report provides a summary of the key findings.  

                                            

 

3
 www.hscic.gov.uk/datareview 

4
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure; 

 the total breakdown of the implementation of a process or procedure; 

 the execution of an activity which could lead to an undesirable situation; 

 significant loss of management control; or 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk; 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk; or 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk. 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 

1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data disposal at 

BUPA along with its associated documentation.  
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Fundamentally, the audit sought to elicit whether: 

 BUPA is adhering to the standards and principles of the data sharing framework 

contract and audit criteria, specifically with regard to data disposal; and 

 data handling and disposal activities within the organisation pose any risk to patient 

confidentiality or HSCIC; 

 BUPA deleted data as requested by HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 



Data Sharing Agreements Audit: BUPA Healthcare Services Limited v1.0 Approved 19/05/2016 

 

 

 

Page 7 of 13 Copyright ©2016 Health and Social Care Information Centre 

2 Audit Findings  

This section presents the key findings arising from the onsite visit on Friday 30th October 

2015.  It also includes statements arising from communications with BUPA on 9th November 

2015, 24th November 2015, 4th December 2015, 12th February 2016, 26th February 2016 and 

18th March 2016 to obtain additional information following the onsite visit and clarify 

responses supplied by BUPA to queries from the Audit Team. 

In an email to BUPA on 24th November 2015, the organisation was informed that in the event 

that the HSCIC did not receive a satisfactory response to the outstanding points then a major 

nonconformity would be raised. 

The responses from BUPA necessitated the Audit Team seeking further clarification from the 

Blancco Technology Group (Blancco) on 11th April 2016.  Blancco is the supplier of the data 

erasure software utilised by the 3rd party data destruction company commissioned by BUPA.  

Expert knowledge was sought from Blannco with regard to the erasure and destruction 

processes as described by BUPA’s 3rd party data destruction company.   

BUPA has a current registration for Information Security Management Systems – ISO/IEC 

27001:2013.  However, the BSI Certificate of Registration dated 29/7/2015 presents an old 

organisational name.  

2.1 Data Download and Transfer 

2.1.1 Onsite Visit 

BUPA explained that data was downloaded from the HSCIC onto two USB portable 

devices and then transferred from that media directly onto the Oracle database server. 

Data would then be deleted immediately from these transfer devices.   

The auditee stated that the portable devices were being forwarded for destruction that 

day (30th October) and the change control management database audit trail 

demonstrated a request for the devices to be removed.   

A disposal pallet delivery and collection notice for two disks, dated 30th October 2015, 

was viewed by the Audit Team as evidence of the media being collected that day by 

BUPA’s 3rd party supplier.  The auditee informed the Audit Team that this was for the 

destruction of the portable devices; however, the collection notice stated that these 

devices were to be erased via Blancco software.  When this difference was highlighted 

by the Audit Team, BUPA confirmed the devices were to be destroyed.  Importantly, the 

collection note did not contain any information which could uniquely identify the assets. 

Copies of destruction certificates were requested by the Audit Team as evidence once 

received from the 3rd party supplier, along with a copy of the current contract with the 3rd 

party supplier. 

The Data Sharing Framework Contract, Schedule 2, clause 4.7 requires that the data 

recipient maintains an accurate, up to date asset register.  BUPA could not demonstrate 

that the media used to download and transfer HES and SUS data was recorded on an 

asset register. 
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Furthermore, BUPA’s Global Information Security Standard and Policy stated that an 

asset inventory should be updated with the disposal/reuse of any assets; there was no 

evidence of an asset inventory being held on which such updates could be completed. 

2.1.2 Subsequent Communications 

A certificate of erasure from the 3rd party supplier as proof of erasure of two USB 

portable devices associated with the download and transfer of HES and SUS data was 

supplied. The erasure notification was dated 2nd May 2011 and identified two ProLiant 

SCSI server disks and a ProLiant DL380 G5 rack mount chassis.  These details did not 

match the hardware described by the auditee, of two small USB devices, and the date 

did not align with the timeframe the devices were sent for destruction.  These 

discrepancies were raised by the Audit Team. 

An amended certificate of erasure, dated 2nd November 2015, was subsequently 

supplied by the 3rd party data destruction company and forwarded by BUPA to the 

Audit Team.  Together with a statement that the date was incorrect due to the server’s 

CMOS battery failing.  When the concern around the expired CMOS battery came to 

light, the 3rd party supplier corrected the date on the server and reran the wipe process 

across the disks a second time, generating the second certificate.  

With respect to the inconsistent description, BUPA stated that in order to wipe the 

portable devices the cases were broken open to reveal the SCSI bus adapter which was 

then connected to the ProLiant chassis.  The chassis interface and wipe software then 

saw whatever disk was attached as “DG0146FAMWL”.  As no other hard drives were 

contained within the server a USB stick was inserted into the USB port to capture the 

.xml output file.  The Blancco software CD was then used to boot up the chassis, the 

wipe process ran and the resulting .xml file written to a USB stick.  The USB stick was 

then wiped after the .pdf certificate was created. 

The explanations given for the differences were considered insufficient by the Audit 

Team as the erasure certificate was meant to provide a formal audit trail.  Unfortunately 

BUPA did not act upon the Audit Team’s request that the 3rd party supplier be asked to 

contact Blancco, the erasure software provider, to validate the authenticity of the 

certificate of erasure.  This was due to various references not changing despite a 

change in date.  The Audit Team therefore informed BUPA that it would forward pdf 

versions of the certificates alongside the explanatory text supplied by BUPA to Blancco 

for an expert opinion in relation to the validity of the certificate. 

Blancco confirmed that the process of re-running its software would produce a new 

certificate of erasure.   This is because whilst the devices remain the same, data could 

have been put onto those devices in between the two erasures.  Therefore a new 

signature needs to be created to confirm the point in time at which that second erasure 

was performed.  Therefore the second certificate of erasure supplied, produced in the 

method stated, would have a new digital signature and new certificate identifier.   

Blancco mentioned that its user documentation states the user should check that the 

BIOS clock’s time is up to date when booting the computer.   
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The method of destruction utilised for the portable devices, as described by BUPA, 

results in any real identification of the device erased being lost.   Blancco stated it would 

not be a recommended method of destruction for such a device.   A USB plugin device 

should be connected to a laptop/desktop, which would enable the device to be 

identified, and software utilised to overwrite the externally connected hard drive. This 

method would provide greater detail of the device erased on the certificate of erasure. 

Destroying equipment in the method described does not therefore produce a certificate 

which actually represents what was destroyed, a key requirement for the certificate as 

an auditable record. 

In addition, xml files generated by the erasure software could not be supplied as 

evidence of disposal by the 3rd party data disposal company.  Blancco stated that the 

xml files created when data is erased should be retained in preference to the pdf as the 

xml file contains other information that could be analysed should it be required in future. 

2.1.3 Conclusion 

The type of devices used as stated on the day does not match the evidence 

subsequently provided.  Part of the problem manifests itself from the fact that the USB 

portable devices were not on an asset register as required by the HSCIC and by BUPA 

itself, for which minor non-conformities were raised during the on-site visit.  The problem 

was subsequently compounded by an inadequate description being given on the 

collection note and that no relevant details were provided on the destruction certificate.   

Furthermore, the authenticity of the certificates has been rejected by the Audit Team 

based on feedback provided by Blancco. 

Therefore there is no evidence of the actual equipment held by BUPA, forwarded for 

destruction, the equipment destroyed or any method of BUPA confirming that the 

equipment was in fact destroyed and removed from their assets. 

It is the Audit Team’s finding that there has been a major breakdown in BUPA’s data 

erasure and equipment destruction process and BUPA cannot provide adequate 

evidence that the portable devices, which held HES and SUS data, have in fact been 

destroyed. 

2.2 Holding and Back-Up of Data 

2.2.1 Onsite Visit 

BUPA described the process by which HSCIC data was taken from the USB portable 

devices and loaded into an Oracle server schema, where it was subject to analysis 

before being made available through a SAS grid.  BUPA stated that the data was kept 

segregated from other information held on BUPA systems.  Active directory settings 

were used to restrict access in SAS.  

The process for the removal of data and hardware was described by BUPA.  The 

company stated that it had engaged different 3rd party suppliers for the erasure and 

destruction of media and hardware.   
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An audit trail on the change management database and associated emails between the 

Information Asset Owner and Information Security, shown to the Audit Team, 

demonstrated a request for the data to be deleted from that Oracle server schema by 

dropping the database.  This stated means of disposal was consistent with the data 

destruction certificate received from BUPA in August 2015. 

BUPA stated that the backup tapes associated with a CommVault backup solution had 

been destroyed onsite by a contracted 3rd Party supplier, when the CommVault system 

was decommissioned in 2010.  Tapes utilised for the back-up of HES and SUS data 

were segregated and did not back up any other databases.  Change controls 

demonstrated an audit trail for the deletion of data from back-up tapes.  However, BUPA 

could not supply certificates of destruction for the back-up tapes which were destroyed 

by a 3rd party supplier on site, stating these were held at another office. 

The company reported that the HES and SUS data on the current EMC storage array 

had been erased utilising software to overwrite the data and that BUPA was not 

expecting to use this equipment in the future.   

At the close of the audit, BUPA was asked to provide the following further information 

within 1 week: 

 contracts with 3rd party suppliers associated with the deletion and destruction of 

media both on-site and offsite; 

 certificates of destruction for the referenced backup tapes; and 

 a copy of the data disposal process. 

2.2.2 Subsequent Communications 

Subsequent communications from BUPA stated that all of the back-up tapes associated 

with its obsolete CommVault back-up system were forwarded to a 3rd party disposal 

company for destruction.  BUPA supplied certificates of destruction, dated 15th July 

2010, for these back-up tapes.   

BUPA could not supply examples of contracts with 3rd party suppliers, as they 

commission 3rd party suppliers for equipment erasure and destruction on an ad-hoc 

basis.  BUPA stated that they seek to ensure that any 3rd party supplier is certified to 

industry standards, due diligence would include all standard supplier checks including 

validation of ISO certification.  This is not detailed BUPA’s Global Information Security 

Policy and Standard and the Audit Team suggest this is updated to reflect current 

practice. 

BUPA supplied extracts of the screen shots from its configuration management 

database to provide evidence that backup schedules associated with HES and SUS 

data had been removed from the current backup system. 
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2.2.3 Conclusion 

Records showing the disposal of data retained on different assets (namely, the Oracle 

server schema, the CommVault solution and the EMC storage array) were sighted by 

the Audit Team.  In subsequent correspondence there were some variations from that 

described on the day, but this has been accepted by the Audit Team. 

2.3 Overall Findings 

It is the Audit Team’s finding that there has been a major breakdown in BUPA’s data 

erasure and equipment destruction process and BUPA cannot provide adequate 

evidence that the portable devices, which held HES and SUS data, as detailed in 

section 2.1, have in fact been destroyed.   

The Audit Team have raised no further findings in relation to the holding and backup of 

data, detailed in section 2.2, and records showing the disposal of data retained on 

different assets by BUPA were sighted by the Audit Team. 
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3 Conclusions 

Table 1 identifies the major nonconformity, minor nonconformities and observation raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1 BUPA could not provide assurance to the Audit Team that media utilised to download and transfer HSCIC data had been 

erased in accordance with the Data Sharing Framework Contract and their own Information Security Policy. 

2.1.2 Major 

2 BUPA’s Global Information Security Policy and Standard states that the asset inventory should be updated with 

disposal/reallocation of assets – BUPA demonstrated no evidence of recording at that level 

2.1.1 Minor 

3 The Data Sharing Framework Contract, Schedule 2, clause 4.7 requires that the data controller maintains an accurate, up to 

date asset register.  BUPA could not demonstrate that the media used to download and transfer HES and SUS data was 

recorded on an asset register. 

2.1.1 Minor 

4 The BSI Certificate of Registration – Information Security Management System – ISO /IEC 27001:2013 dated 29/7/2015 

presents an old organisational name. 

2 Observation 

 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

The data held under CON-321239-R3P3M relates to data disposal and the majority of 

the findings therefore relate to historical events.  The Audit Team have communicated 

with BUPA over a number of months to clarify statements given, and to assess the 

validity of evidence supplied, in relation to BUPA’s data deletion and disposal 

processes.   

The findings in this Data Sharing Audit report represent the final opinion of the Audit 

Team and the Audit Team will not request any further response from BUPA in respect of 

this audit. However, the findings may be subject to further HSCIC review if BUPA 

submits a fresh data application.  There are no current or active Data Sharing 

Agreements in place between HSCIC and BUPA.   

 

 


