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1. About this Document 

This document is a template to help projects / programmes carry out their own Privacy 
Impact Assessment.  The intention is for those involved in conducting a PIA to take the 
template (below) and complete it with details appropriate to their individual project / 
programme, ending with a fully documented Privacy Impact Assessment.  

1.1  Reasons for a Privacy Impact Assessment 

The purpose of this document is to establish the requirement and procedures for a Privacy 
Impact Assessment to be carried out in relation to the Patient Objections Management 
Project. 

Privacy Impact Assessments (PIAs) were launched in the UK by the Information 
Commissioner in December 2007, and mandated by the Cabinet Office for Information and 
Communications Technology (ICT) projects following the Data Handling Review of June 
20081.  
 
In his letter to the NHS, dated September 2008, David Nicholson NHS Chief Executive 
mandated the use of Privacy Impact Assessments for all new projects in the NHS2.  
 

The Senior Information Risk Owner for the Programme / Project will approve and sign-off the 
completed Privacy Impact Assessment, in line with NHS and Cabinet Office policies. 

1.2  Audience 

This PIA Report is produced for the attention of Information Governance, the Preferences for 
Data Sharing Programme Board, EMT and for ultimate approval by the HSCIC board. 

1.3  Purpose of the Project 

Within the scope of the Preferences for Data Sharing programme, the HSCIC Board has 
committed that the HSCIC should manage Type 2 Objections using a HSCIC owned and 
managed process. The purpose and scope of the Project under assessment is to deliver 
against this commitment. 

A Type 2 objection is where a patient is objecting to the HSCIC disseminating their Personal 
Confidential Data for purposes beyond their direct care. The high level objective of the 
project is to uphold Type 2 objections in all “in-scope” HSCIC data disseminations as defined 
by DH policy. 

1.4  Purpose of the PIA 

The Privacy Impact Assessment will:- 

 Address privacy risks as part of overall project management. By performing a PIA 
early in a project an organisation avoids problems being discovered at a later stage, 
when the costs of making significant changes will be much greater 

                                            
1
 http://www.cabinetoffice.gov.uk/media/cabinetoffice/csia/assets/dhr/cross_gov080625.pdf 

2
 http://www.connectingforhealth.nhs.uk/systemsandservices/infogov/igap/dnlettersept08.pdf 

http://www.cabinetoffice.gov.uk/media/cabinetoffice/csia/assets/dhr/cross_gov080625.pdf
http://www.connectingforhealth.nhs.uk/systemsandservices/infogov/igap/dnlettersept08.pdf
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 Formalise steps that should already be taken as part of the policy development and 
the wider impact assessment processes 

 Ensure that data protection risks are properly identified and addressed wherever 
possible, and that decision-makers have been fully informed of the risks and the 
options available for mitigating them 

 
To manage privacy risks identified by the PIA the process will consider; 

 Necessity – why is it necessary for the organisation to do this?  What purpose is being 
served?  For example, is it to deliver a better public service? 

 Proportionality – does the outcome justify the means?  Would it be possible to 
achieve the same outcome with less data sharing or less invasion of privacy?  What 
safeguards are in place to prevent the information being abused or accessed 
inappropriately?   

 Legal basis – does the law allow this use of personal information to take place? 
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1.5  Screening 

An eleven point questionnaire (Table 1 below) determines whether it is necessary to do a 
PIA.  If the answer is ‘yes’ to one or more of the questions in the following screening 
checklist, then a full scale PIA is necessary. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Necessity:  

1. Does the proposal apply new or additional information technologies that 
could affect an individual?  
 
2. Does the proposal involve new identifiers or re-use of existing identifiers, 
such as NHS Number, RFID, bar coding, digital signatures, etc? 

 
3. Might the proposal have the effect of denying anonymity and pseudonymity, 
or converting transactions that could previously be conducted anonymously or 
pseudonymously into identified transactions?  

Proportionality 

4. Does the proposal involve multiple organisations, whether they are 
Government agencies (for example in “joined-up Government” initiatives) or 
private sector organisations (for example, as outsourced service providers or 
as “business partners”)?  
 
5. Does the proposal involve new or significantly different handling of personal 
data that may be of particular concern to individuals?  

 
6. Does the proposal involve new or significantly different handling of a 
considerable amount of personal data about each individual in the database?  

 
7. Does the proposal involve new or significantly different handling of personal 
data about a large number of individuals?  

 
8. Does the proposal involve new or significantly different consolidation, inter-
linking, cross-referencing or matching of personal data from multiple sources?  

Legal:  

9. Does the proposal relate to data processing which is in any way exempt 
from legislative data protection measures, for example, processing of personal 
data for the purposes of national security?  

 
10. Does the proposal’s justification include significant contributions to public 
security measures, for example, serious outbreak of infection requiring 
personal data to be shared to ensure the safety of the public?  

 
11. Does the proposal involve systematic disclosure of personal data to, or 
access by, third parties that are not subject to comparable data protection 
regulation?  

Y / N 

Y 

N 

Table 1 – Screening Questions 

Y 

Y 

N 

Y 

Y 

N 

Y 

N 

Y 
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2.  Privacy Impact Assessment Process 

If answers to the Screening Questionnaire were all ‘no’ it may be appropriate to carry out a 
Data Protection Compliance Check, Information Security Risk Assessment,  or similar. 

Assuming the outcome of the screening exercise resulted in ‘Yes’ responses, the PIA 
Process should be followed.   

2.1  Consultation with Stakeholders 

Consultation with all relevant stakeholders is an essential part of the PIA process.  

The consultation process should, wherever possible, be carried out as part of the projects’ 
normal consultation process rather than as an additional exercise. 

This part of the process is intended to identify stakeholders who will provide a cross section 
of opinion regarding privacy concerns,  and then to select appropriate PIA questions from 
Section 2.2 and repeat for each stakeholder group. 

You must: 

 Ensure anyone affected by the project / programme is consulted. 

 Consult with a wide range of stakeholders, including; HSCIC Technical Architects, 
Business Architects, Programmes. 

 Involve bodies such as Government Departments, regulatory bodies, third parties, 
legal specialists and specific representative groups as applicable, bearing in mind the 
size and scope of the project. 

 During the stakeholder selection process bear in mind issues highlighted by the 
screening questionnaire which may affect your choices. 

 

Stakeholders are:- 

 

 Patient Objections Management Project 

 Preferences for Data Sharing Programme 

 Primary Care Domain 

 Information Governance 

 Information Security
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2.2  Privacy Impact Assessment Questions 

The following format is designed to cover all PIA questions and to record stakeholder 
responses.  It will be necessary to repeat it for different stakeholder groups. Record 
responses and indicate where questions were ‘not applicable’, or if questions were added.   

Guidance notes can be found at Appendix B.  These are to assist Facilitators whilst 
conducting stakeholder consultation sessions.  

 

(1)  Name of Stakeholder Group, Date Consulted  

Patient Objections Management Project Team, throughout project 

Information Security, throughout project 

IG Clinical Lead, 01 March 2016 

Information Governance, 10 March 2016 

Deputy Caldicott Guardian, 14 April 2016 

Primary Care Domain, 15 April 2016 

Chief Operating Officer/Senior Information Risk Owner (SIRO), 18 April 2016 

Executive Management Team, 02 June 2016 

 

(2)  The purposes and reasons for collecting personal information (Necessity).   

(2.1)  Could the aims of the project be achieved without the collection and use of personal 
information? 
No.  The purpose of the data collection is to record personal information needed to 
successfully identify patients who have registered an objection to information about them 
being used for purposes other than their direct care. 

(2.2)  Could the aims of the project be achieved without the sharing of personal information 
between organisations? 
No.   Patient objections are registered with GP practices so the data needs to be transferred 
to HSCIC from GP practices to enable the objections to be upheld. Information is currently 
not shared between any other organisations. 

(2.3)  What are the privacy risks associated with how long data is retained and how might 
they be mitigated? 
(i) The project will hold a ‘history table’, effectively an audit log of all objection states ever 
recorded for an individual including when they were recorded. The agreed retention period 
for the history table is 25 years. 

(ii) The privacy risk is minimal – the only identifiable data maintained in the history table is 
the NHS number and no sensitive data is maintained alongside the NHS number. The 
agreed retention period ensures future patient queries can be addressed as completely as 
possible and supports the fact that type 2 objections are still applied where the subject is 
deceased. Audit of the Patient Objections database (history table) will be performed by the 
Primary Care Domain team. 
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(3) The amount of personal information collected and how it is processed 
(Proportionality).   

(3.1)  Given the amount of data collected, what are the privacy risks? How might they be 
mitigated? 
The privacy risks are minimal. Risk has been mitigated by using a ‘minimum data set’ (MDS): 
NHS number, objection code and date of objection all with GP practice ID, i.e. the minimum 
data necessary for the purpose.  Details of the MDS are contained in the Patient Objections 
Management Data Provision Notice (notified 19/10/2015). 

(3.2)  Given the sensitivity and scope of the information collected, what are the privacy risks 
and how might the security controls mitigate them? 
The privacy risks are minimal. Risk has been mitigated by ensuring that sensitive data items 
in the MDS are limited to the minimum necessary for the purpose.  As an additional security 
measure any identifiable data will not be visible.    

(3.3) Given the sharing of personal information with external organisations, what are the 
privacy risks and how might they be mitigated? 
Patient objections are registered with GP practices so the data needs to be transferred to 
HSCIC from GP practices to enable the objections to be upheld. Privacy risks associated 
with this transfer are minimal. Risk has been mitigated by employing a minimum data set as 
defined in 3.1 above. Furthermore, information is currently not shared between any other 
organisations. 

 (3.4) What are the privacy risks associated with internal sharing within the NHS and how 
they might be mitigated? 
Privacy risks are minimal. Patient objections are registered with GP practices so the data 
needs to be transferred to HSCIC from GP practices to enable the objections to be upheld. 
Information is currently not shared between any other organisations. 

(3.5) Are the proposals regarding use of personal information proportionate to the expected 
outcomes? 

‘Sensitive’ data items in the MDS are limited to the minimum necessary for the purpose.  
However, a risk exists to the effect that information a patient may have asked their GP to not 
share will actually be held and used by HSCIC for the purpose of ensuring no further sharing 
occurs i.e. the NHS number would be shared even if the patient has also asked that no 
identifiable date leaves their GP practice for purposes beyond their direct care. The expected 
outcome is that HSCIC upholds the preferences of individuals which is part of the NHS 
constitution. 

 

(4)  The legal basis for using personal information (Legal basis) 

(4.1) Does the assumed legal basis for use of the personal information present any privacy 
risks? 

Secretary of State has issued a legal Direction3 for HSCIC to collect patient objections data 
from GP practices in England and has issued a further Direction4 for HSCIC to implement a 
process to honour patients’ wishes when they do not want information about them used for 

                                            
3
 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/468439/patientobjectionsdirectio
ns.pdf 

4
 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/517522/type2objections.pdf 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/469290/Data-Provision-Notice_Patient_Objections_Management_19.10.15.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/469290/Data-Provision-Notice_Patient_Objections_Management_19.10.15.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/468439/patientobjectionsdirections.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/468439/patientobjectionsdirections.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/517522/type2objections.pdf
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purposes beyond their direct care.  This provides the legal basis for the HSCIC to collect and 
use personal information for this purpose. 

(4.2) How could risks associated with individuals being unaware of the collection be 
mitigated? 
All households in England were sent a leaflet “Better information means better care” in 
January 2014 explaining information sharing in the NHS and highlighting the patients right to 
object. Information is also provided on the HSCIC website. Further to this and in accordance 
with the Health & Social Care Act, GP practices were notified via a Data Provision Notice in 
October 2015 that the HSCIC intended to start the collection of patient objections data in 
December 2015. This provided a 6 week window for practices to determine any additional 
activity that they wanted to take in terms of their fair processing responsibilities to help inform 
their patients about this new extraction of their data. 

(4.3) What are the privacy risks associated with the balance between individual’s rights and 
legal acceptability of processing personal information? How might they be mitigated? 
As part of the patient objection process it is necessary for the HSCIC to retain enough 
identifiable information about a patient to successfully implement the process and thereby 
uphold the patient’s right to object to the wider use of their confidential data for purposes 
beyond their direct care as set out in the NHS constitution.   The HSCIC will retain a type 2 
objections list of patients i.e. their NHS number who have registered an objection along with 
the History Table noted in Section 2.3 (ii).  Under the Data Protection Act anyone can apply 
for access to information held about them (Subject Access Request). 

(4.4) Given the access and security controls proposed as part of the programme / project, 
what privacy risks were identified and how might they be mitigated? 
The process of maintaining the Patient Objection Management data base does not require 
users to see the data.  All actions are carried out automatically.  In the event of anyone 
having visibility of any identifying data e.g. system administrators, there are confidentiality 
controls in employment terms and conditions. To apply patient objections to any data 
disseminations by HSCIC a separate patient objections system has been developed which 
users feed a data extract file into and then the data extract file is matched to the objection list 
as part of an automated process to remove any records where there is a match on the NHS 
number.  There is no human intervention required as part of the matching process and users 
of the patient objection system cannot see or access the objection list. 

 

(5) Other questions  

(5.1) Do proposed changes in the use of technology present any privacy risks? 

The HSCIC relies on GP’s adding codes into the patients electronic medical record held at 
the practice as the means of communicating details of patient objections. But this does not 
present any more privacy risk in terms of who accesses and can see data held at the GP 
practice. All other privacy risks are covered in the answer to question 4.4.  

(5.2) Does the proposed information sharing (cross-referencing or data matching of personal 
data) from different sources present any privacy risks? 

No. HSCIC analysts/users will not access the Patient Objections Management database 
directly. All matching to the objections list is done through automated procedures. 

(5.3) How does the information flow into the HSCIC and how are the associated privacy risks 
dealt with? 
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The information flow is facilitated via the General Practice Extraction Service (GPES). 
Mitigations of privacy risks associated with GPES are detailed in the GPES Information 
Governance Principles5. 

 

 

                                            
5
 http://www.hscic.gov.uk/media/1532/GPES-Information-Governance-

Principles/pdf/GPES_Information_Governance_Principles_February_2014.pdf 

http://www.hscic.gov.uk/media/1532/GPES-Information-Governance-Principles/pdf/GPES_Information_Governance_Principles_February_2014.pdf
http://www.hscic.gov.uk/media/1532/GPES-Information-Governance-Principles/pdf/GPES_Information_Governance_Principles_February_2014.pdf
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3 Risk Management 

This section is for the analysis of stakeholder feedback and incorporates it into standard 
Project / Programme risk management processes. 

3.1 Analysis of feedback 

Having identified privacy related risks, they are evaluated for their potential impact, as well as 
the costs and benefits of privacy enhancing options.  

When the risks have been clarified, and the options, costs and benefits are clear, 
recommendations must be made for the best way forward for the project / programme. 

3.2  Risks identified 

The following privacy risks were highlighted following stakeholder consultation: 

Risk 1: 

The project aims to have an agreed policy on retention of data. See 2.2 (2.3i) 

Risk 2: 

The project will also hold a ‘history table’, effectively an audit log of all objection states ever 
recorded for an individual including when they were recorded. See 2.2 (2.3ii) 

Risk 3: 

Details of the MDS are contained in the Patient Objections Management Data Provision 
Notice (notified 19/10/2015). See 2.2 (3.1) 

Risk 4: 

Information a patient may have asked their GP to not share by registering a type 1 objection 
i.e. an objection to their patient identifiable data being used outside of the GP practice for 
purposes beyond their direct care will actually be collected and used by HSCIC for the 
purpose of ensuring no further sharing occurs where they have also recorded a type 2 
objection. See 2.2 (3.5) 

Risk 5: 

HSCIC users should have no reason to view personal information held in the POM database, 
but in the event information is disclosed controls are in place to (i) prohibit onward disclosure 
and (ii) handle an information security incident.  

Risk 6: 

The HSCIC relies on GP’s adding codes as the means of communicating details of patient 
objections and is reliant on GP practices providing the data either by agreeing participation in 
the General Practice Extraction Service (GPES) or submitting objections data directly to 
HSCIC via the Secure Electronic File Transfer service.   See 2.2 (5.1) 

Risk 7: 

It should be noted that there is a significant positive risk (and impact on privacy) that will be 
achieved through the delivery of this project. Although it does require additional data to be 
collected, the overall outcome, in terms of privacy, is very positive in that HSCIC has the 
capability to honour patients’ wishes to opt out of the sharing of their data. 

 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/469290/Data-Provision-Notice_Patient_Objections_Management_19.10.15.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/469290/Data-Provision-Notice_Patient_Objections_Management_19.10.15.pdf
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Risk 8: 

A further additional positive risk (and impact on privacy) has been identified. The project 
work has resulted in a thorough review/assessment by a number of our customers of what 
they need the data for and whether there are ways to achieve what they need with less 
identifiable data or indeed moving to pseudonymised/anonymised in context. 

3.3 Impact of Risks and Countermeasures Recommended 

The following changes are recommended to mitigate privacy risks identified during the PIA 
process: 

Mitigation 1: 

The Patient Objections Management data retention policy has been agreed and captured in 
the DME requirements document (Risk 1) 

Mitigation 2: 

The agreed retention period for the history table is 25 years to ensure future patient queries 
can be addressed as completely as possible and to support the fact that type 2 objections 
are still applied where the subject is deceased. Audit of the Patient Objections database 
(history table) will be performed by the Primary Care Domain team (Risk 2)  

Mitigation 3: 

Details of the MDS are contained in the Patient Objections Management Data Provision 
Notice (notified 19/10/2015). See 3.1 (Risk 3) 

Mitigation 4: 

Information security incidents will be reported to National Service Desk to ensure HSCIC 
adherence to the HSCIC Confidentiality Code of Conduct policy.   (Risk 5) 

Mitigation 5: 

All Patient Objections Management database users are internal HSCIC employees and are 
therefore subject to standard HSCIC confidentiality controls and ‘non disclosure agreement’ 
within employment terms and conditions. (Risk 5)  

 

3.4 Further Actions 

Completed PIA’s must be revisited during the lifecycle of the project / programme to ensure; 

(i) Risks identified are still relevant 

(ii) Actions recommended to mitigate the risks have been implemented and  

(ii) Mitigating actions are successful. 

 

The PIA will be revisited at the following key milestone(s) in the project’s lifecycle:   

Milestone 1: 

 

 

 

Implementation 

 

 

 

 

 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/469290/Data-Provision-Notice_Patient_Objections_Management_19.10.15.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/469290/Data-Provision-Notice_Patient_Objections_Management_19.10.15.pdf
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Milestone 2: 

 

Milestone 3: 

 

 

3.5 Register Risks  

Risks identified by the PIA may have a wider impact and consideration must be given to 
recording risks on other risk registers as appropriate. 

 

Privacy impacting risks have been recorded in the following Risk Register: 

 

3.6  Signatories  

The Privacy Impact Assessment has been read and approved (in accordance with NHS 
policy and Cabinet Office policy – see ‘Related Documents’) by the following: 

Document Author Signature and Date 

 

 

Senior Information Risk Owner (SIRO) Signature and Date 

 

 

 

To be determined following the review at Milestone 2 

 

 

 

 

 

 

 

 

12 months after implementation. At this milestone, there will also be an audit of the 
implementation of related Fair Processing information available from General Practice 
(this is seen as a key mitigation to widespread understanding and public awareness of 
ongoing options and how to change objection status). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Preferences for Data Sharing Programme – Risk register 

 

 

 

 

 

 

 

 


