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Executive Summary 

This document records the key findings of a data sharing audit1 at Lightfoot Solutions 

(Lightfoot) on 21st and 22nd January 2016 against the requirements of the Health and Social 

Care Information Centre (HSCIC) data sharing agreement NIC-359692-Q4X1C, covering the 

supply of patient-level pseudonymised Hospital Episode Statistics (HES) data, and the 

associated data sharing framework contract.  

This audit used an approved and mature methodology based on ISO 19011:2011 (Guidelines 

for auditing management systems) and follows the same format for all audits of data sharing 

agreements conducted by the HSCIC.   

In total, 2 minor nonconformities and 9 observations were raised2: 

 There is no adequate audit trail for granting access to data for external users of the 

online systems as required by clause 8.1 of the data sharing agreement, though at 

present there are only a small number of external users with access to the HES data and 

they can only view summarised data (minor).  

 IG refresher training is not being formally given across the organisation as a matter of 

course as required Schedule 2, Section A, clause 1.3.2 (minor). 

 The accuracy of Lightfoot’s ISO 27001 certificate needs to be discussed with its 

Certification Body as the certificate quotes ISO 27001:2013 and the last surveillance 

report stated the audit was against ISO 27001:2005 (observation). 

 The coherency, definition and presentation of risk, control and mitigation needs to be 

examined and addressed as this is not appropriately documented though key risks were 

verbally articulated during the course of the audit (observation). 

 The definition of data destruction in the Data Handling Procedure is limited; there is a 

better description in the Employee Handbook (observation). 

 The planning, execution and recording of internal audits needs to be examined afresh as 

the organisation has defined an overly optimistic audit programme which it is failing to 

meet (observation). 

 Version control on documentation needs to be tightened in some cases to ensure 

consistency and accuracy (observation). 

 Some existing documents need updating as a result of operational / system changes not 

being picked in the last review (observation). 

                                            

 

1 An audit is defined by ISO 9000:2014 as a systematic and documented process for obtaining objective evidence and evaluating it 

objectively to determine the extent to which the audit criteria are fulfilled 

2
 Definitions found in Section 1.4 
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 Disaster recovery may need to be widened to cover locations beyond the head office 

(observation). 

 Although the process for starters and leavers is well defined, there is less formality 

around movers, which without appropriate controls could lead to access creep 

(observation). 

 Ensure that a process is in place to report any data breaches to HSCIC (observation). 

 

Areas of Good Practice 

 The organisation has adopted a model in which all processing is conducted in a single 

secure environment. 

 Current asset registers are detailed. 

 Issues are being proactively addressed through the information security management 

meetings. 

 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented on the day, there is minimal risk of inappropriate exposure and / or access to data 

provided by HSCIC to Lightfoot Solutions under the terms and conditions of data sharing 

agreement NIC-359692-Q4X1C signed by both parties. 
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1 About this Document  

1.1 Introduction  

The Health and Social Care Act 2012 contains a provision that health and social care 

bodies and those providing functions related to the provision of public health services or 

adult social care in England handle confidential information3 appropriately.  

The Review of Data Releases by the NHS Information Centre4 produced by HSCIC 

Non-Executive Director Sir Nick Partridge recommended that the HSCIC should 

implement a robust audit function that will enable ongoing scrutiny of how data is being 

used, stored and deleted by those receiving it. 

In August 2014, the HSCIC commenced a programme of external audits with 

organisations with which it holds data sharing agreements. The established audit 

approach and methodology is using feedback received from the auditees to further 

improve our own audit function and our internal processes for data dissemination to 

ensure they remain relevant and well managed. 

Audit evidence was evaluated against a set of criteria drawn from the HSCIC’s Code of 

Practice on Confidential Information5, data sharing agreements signed by the relevant 

contractual parties and the international standard for Information Security, 

ISO 27001:2013. 

1.2 Background  

Lightfoot Solutions (Lightfoot) is a consulting / data processing organisation with staff 

located in the UK, New Zealand and Australia. Operating across a number of industries, 

including health, one of its key services is business change management.  

1.3 Purpose  

This report provides an evaluation of how Lightfoot conforms to the requirements of the 

data sharing agreement NIC-359692-Q4X1C, covering the supply of patient-level 

pseudonymised Hospital Episode Statistics (HES) data, and the associated data 

sharing framework contract.  

It also considers whether Lightfoot conforms to its own policies and procedures. This 

report provides a summary of the key findings. 

                                            

 

3
 Confidential information is defined by the Code of Practice on Confidential Information as data which: 

 Identifies any person 
 Allows the identity of anyone to be discovered, including pseudonymised information 
 Is held under a duty of confidence 

 
4
 www.hscic.gov.uk/datareview 

5
 www.hscic.gov.uk/cop 

http://www.hscic.gov.uk/cop
http://www.hscic.gov.uk/datareview
http://www.hscic.gov.uk/cop
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1.4 Nonconformities and Observations 

Where a requirement of either the data sharing agreement or the audit criteria was not 

fulfilled, it is classified as a Major Nonconformity or Minor Nonconformity. Potential 

deficiencies or areas for improvement are classed as Observations. 

1.4.1 Major Nonconformity 

The finding of any of the following would constitute a major nonconformity: 

 the absence of a required process or a procedure 

 the total breakdown of the implementation of a process or procedure 

 the execution of an activity which could lead to an undesirable situation 

 significant loss of management control 

 a number of Minor Nonconformities against the same requirement or clause which 

taken together are, in the Audit Team’s considered opinion, suggestive of a 

significant risk. 

1.4.2 Minor Nonconformity 

The finding of any of the following would constitute a minor nonconformity: 

 an activity or practice that is an isolated deviation from a process or procedure and 

in the Audit Team’s considered opinion is without serious risk 

 a weakness in the implemented management system which has neither significantly 

affected the capability of the management system or put the delivery of products or 

services at risk 

 an activity or practice that is ineffective but not likely to be associated with a 

significant risk 

1.4.3 Observation 

An observation is a situation where a requirement is not being breached but a possible 

improvement or deficiency has been identified by the Audit Team. 

1.5 Audience  

This document has been written for the HSCIC Director of Data Dissemination Services. 

A copy will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes. The report will be published in a public forum. 

1.6 Scope  

The audit considered the fitness for purpose of the main processes of data handling at 

Lightfoot along with its associated documentation.  
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Fundamentally, the audit sought to elicit whether: 

 Lightfoot is adhering to the standards and principles of the data sharing agreements 

and audit criteria 

 data handling activities within the organisation pose any risk to patient 

confidentiality or HSCIC. 

1.7 Audit Team  

The Audit Team was comprised of senior certified and experienced ISO 9001:2008 

(Quality management systems) and ISO 27001:2013 (Information security management 

systems) auditors. 

The audit was conducted in accordance with ISO 19011:2011 (Guidelines for auditing 

management systems). 
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2 Audit Findings  

This section presents the key findings arising from the audit. 

2.1 Access Controls 

The process for starters and leavers is well defined, however, there is less formality with 

respect to staff moving around the organisation and the removal of any access 

permissions. This situation could lead to access creep. 

Lightfoot stated that access by external users to its online systems is controlled through 

the account manager or via the help desk for an authorised user. A list of approved 

users was shown to the Audit Team. At present there are only a small number of clients 

with access to summarised HES data. However, no auditable evidence could be 

presented as to how the individuals on this list were appropriately managed. Although it 

was also reported that a regular meeting is held with client organisations to review 

approved staff, no evidence was available with respect to these meetings. Outside of 

these meetings Lightfoot stated it was the responsibility of the external organisation to 

report any changes to personnel.  

A penetration test of Lightfoot’s proprietary statistically based data engine was 

undertaken by an Australian 3rd party company in February 2015. Lightfoot reported that 

all of the identified critical and medium vulnerabilities had been resolved. 

Conclusion: Although access control for staff is generally well controlled, there is the 

potential to improve the process around internal movers. There was no adequate audit 

trail for granting and reviewing access to data for external users of the online systems 

as required by clause 8.1 of the data sharing agreement. 

2.2 Information Transfer 

All of the HSCIC data resides and is processed in a datacentre in England which is 

certified to ISO 27001:2013. Access to the datacentre is through a virtual desktop from 

the organisation’s offices. The use of a virtual desktop ensures that no actual data is 

streamed outside of the datacentre. Through this remote connection HSCIC data is 

downloaded via SEFT directly into the datacentre according to the organisation’s HES 

data loading process.  

Staff are able to VPN into the office systems from home but have no home access to 

the datacentre systems. Staff working in New Zealand/Australia do not have access to 

HSCIC data. 

Processed data is subject to a number of checks and approvals before it is made 

available on the live environments. Changes to the servers, with respect to new data, 

are controlled through a change request system. Lightfoot stated that HES data is not 

linked with any other data. 

Summarised data is made available to registered external users through the online 

systems. Lightfoot reported that small number suppression is applied by the system. 



Data Sharing Agreements Audit: Lightfoot Solutions v1.0 Approved 15/07/2016 

 

 

 

Page 9 of 12 Copyright ©2016 Health and Social Care Information Centre 

Conclusion: The storage and processing of HSCIC data is limited to a datacentre in 

England which is only accessible from the UK office. 

2.3 Disposal of Data 

The organisation maintains a register of its assets, including USB drives, across its 

international sites. It also logs its data agreements. 

The data destruction process is described in both the Data Handling Procedure and in 

the Employee Handbook. It was the Auditor Team’s opinion that the description in the 

Employee Handbook was better than that given in Data Handling Procedure. 

The destruction records for 52 hard disc drives in December 2015 were reviewed by the 

Audit Team. Following disposal the asset register was updated. 

Backups are taken weekly and monthly (on a six month rolling schedule). 

Conclusion: Data is disposed of according to an established process. 

2.4 Risk Assessment and Treatments 

The Business Continuity / Disaster Recovery Plan contains a number of risk 

assessments in relation to its head office. This document may need to be widened to 

cover locations beyond this single location.  

Although data handling risks were verbally articulated during the course of the audit and 

high risk items are considered at the information security management meetings, there 

is no formal mechanism with respect to the definition and presentation of these risks, 

their control and required mitigation. Lightfoot recognised this omission and started to 

implement a formal risk log during the audit. 

Conclusion: Risks facing the organisation are only partially recorded at present. The 

approach initiated during the audit needs to be completed and the outputs subject to 

regular review at management meetings. 

2.5 Operational Planning and Control 

In evolving its management and technical controls the organisation is seeking to 

collectively satisfy regulations within the geographic locations it works.  

A number of processes and procedures were seen by the Audit Team. It was noted by 

the Audit Team that version control of documentation needs to be tightened in some 

cases to ensure consistency and accuracy. Furthermore, some existing documents 

need updating as a result of operational / system changes not being picked in the last 

internal review. It was also suggested by the Audit Team that a process is created to 

report any relevant data breaches to HSCIC. 

The information security management team meets monthly. A copy of the last minutes 

of meeting was provided to the Audit Team. 
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Lightfoot has defined a number of internal audit programmes based on perceived 

criticality. Whilst some of the focused audits are not time demanding, the summation of 

the defined programmes gives a significant target of internal audits over the year. As the 

organisation is failing to achieve this target the Audit Team suggested that the planning, 

execution and recording needs to be re-examined to derive a practical and achievable 

internal audit programme. 

Information governance training is given to staff as part of their induction and as the 

need arises. Such refresher training may not be documented and in some cases 

extends beyond the time requirement stated in the Data Sharing Framework Contract 

(Schedule 2, Section A, clause 1.3.2).  Whilst there are benefits to be derived from this 

as-required approach, the organisation needs to be cognisant of the requirement in the 

contract and establish a compliant training programme that satisfies the needs of the 

organisation; especially as the organisation is seeking to enter an Information 

Governance Toolkit submission this year. 

Whilst the Audit Team suggested that a line be added to the current confidentiality 

agreement to inform staff when signing that failure to abide by the policy may result in 

disciplinary action being taken, Lightfoot considered this warning is adequately covered 

in its Employee Handbook. 

Lightfoot’s ISO 27001 registration certificate, awarded in June 2014, shows the 

organisation is certified to 27001:2013. However, in the last surveillance report, dated 

June 2015, the Auditor states “Monitoring records, processes and certificate inspected 

in the scope of this external audit demonstrated conformity to requirements of the ISO 

27001:2005 standard.”. The Audit Team suggested that this mismatch be discussed 

with the Certification Body as the certificate and audit report must be consistent. 

Conclusion: The organisation has a number of defined operational processes and 

procedures. Notwithstanding their general acceptability, the Audit Team believes that 

improvements to their content and to their management should be enacted by Lightfoot.  
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3 Conclusions 

Table 1 identifies the minor nonconformities and observations raised as part of the audit.  

Ref Comments Section in 

this Report 

Designation 

1.  There is no adequate audit trail for granting access to data for external users of the online systems as required by clause 

8.1 of the data sharing agreement, though at present there are only a small number of external users with access to the 

HES data and they can only view summarised data  

2.1 Minor 

2.  IG refresher training is not being formally given across the organisation as a matter of course as required Schedule 2, 

Section A, clause 1.3.2  

2.5 Minor 

3.  Although the process for starters and leavers is well defined, there is less formality around movers, which without 

appropriate controls could lead to access creep 

2.1 Observation 

4.  The definition of data destruction in the Data Handling Procedure is limited; there is a better description in the Employee 

Handbook  

2.3 Observation 

5.  The coherency, definition and presentation of risk, control and mitigation needs to be examined and addressed as this is not 

appropriately documented though key risk were verbally articulated during the course of the audit  

2.4 Observation 

6.  Disaster recovery may need to be widened to cover locations beyond the head office  2.4 Observation 

7.  The accuracy of Lightfoot’s ISO 27001 certificate needs to be discussed with its Certification Body as the certificate quotes 

ISO 27001:2013 and the last surveillance report stated the audit was against ISO 27001:2005 

2.5 Observation 

8.  The planning, execution and recording of internal audits needs to be examined afresh as the organisation has defined an 

overly optimistic audit programme which it is failing to meet  

2.5 Observation 

9.  Version control on documentation needs to be tightened in some cases to ensure consistency and accuracy  2.5 Observation 

10.  Some existing documents need updating as a result of operational / system changes not being picked in the last review  2.5 Observation 

11.  Ensure that a process is in place to report any data breaches to HSCIC 2.5 Observation 

Table 1: Nonconformities and Observations 
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3.1 Next Steps 

In response to this report, Lightfoot is required to provide an action plan against the 

findings in Table 1, which details the parties responsible for each action and the timeline 

for their completion (based on priority and practicalities for incorporation into existing 

workload). At a suitable point the Audit Team will review whether the completed actions 

have satisfactorily addressed the nonconformities and observations. 

 


