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Executive Summary 

This document records the formal post audit review of a data sharing audit of the Birmingham 

Clinical Trials Unit (BCTU), part of the College of Medical and Dental Sciences at the 

University of Birmingham, on 12th and 13th November 2015 against the requirements of the 

Health and Social Care Information Centre (HSCIC) data sharing agreements NIC-221400-

G2Y9T and MR785 covering the supply of Hospital Episodes (HES) and Office for National 

Statistics (ONS) data. This review was conducted on 9th June 2016. 

The following minor nonconformity and three observations were closed by the Audit Team: 

 The encrypted portable hard drive used to download and store HES data is not listed on 

an up to date asset register as required by the Data Sharing Framework Contract, 

Schedule 2, paragraph 4.7 (minor). 

 The SAS statistical software utilised to analyse the HES data is installed on desktop 

computers.  Although no HES data is saved on desktop computers, there is a risk that 

temporary files may be retained on the unencrypted hard discs (observation). 

 The BCTU is in the initial process of updating their clinical trials risk assessment working 

towards the ISO 27005 standard.  It is recognised that this work is in the initial stages but 

requires further updating to include risk and mitigation (observation). 

 One related journal article was published in 2014. It should be noted that this date was 

prior to the BCTU signing the Data Sharing Framework Contract and NIC-221-G2Y9T 

therefore under NHS IC MR785 there was no requirement to reference the HSCIC within 

the publication.  The BCTU was reminded of its responsibility to reference HSCIC in any 

future publications (observation). 

One minor nonconformity remains open and requires further follow-up by the Audit Team: 

 The University of Birmingham’s Information Security Policy, Section 4 – Compliance, 

states that compliance will be regularly monitored and enforced.  There is no evidence 

that this policy is being enforced or monitored and to what level of responsibility for 

enforcement would be required at College level (minor). 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is low risk of inappropriate exposure and / or access to data 

to be provided by HSCIC to the BCTU under the terms and conditions of the data sharing 

agreements and associated data sharing framework contract signed by both parties. 
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1 About this Document  

1.1 Purpose  

This report provides an evaluation of the changes made by Birmingham Clinical Trials 

Unit (BCTU), part of the College of Medical and Dental Sciences at the University of 

Birmingham, following a data sharing audit in November 2015 against the requirements 

of the Health and Social Care Information Centre (HSCIC) data sharing agreements 

NIC-221400-G2Y9T and MR785 covering the supply of Hospital Episodes (HES) and 

Office for National Statistics (ONS) data. 

1.2 Audience  

This document has been written for the Director of Data Dissemination Services.  

Copies will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes.  The report will be published in a public forum.  

1.3 Post Audit Review 

The Audit Team reviewed the nonconformities and observations identified as requiring 

follow-up at the audit in November 2015. This evaluation comprised a desktop review of 

an action plan and written evidence supplied by the BTCU, plus a follow-up telephone 

call with a representative of the BTCU on 9th June 2016. 

The BTCU is implementing a number of changes in response to one minor 

nonconformity. These changes, which are being introduced over the next three months, 

include: 

 periodic IT Security Compliance Inspection audits; 

 the creation of online Security compliance questionnaires; and 

 a Policy affirmations system. 

Whilst these changes have been endorsed by the University of Birmingham’s 

Information Security Steering Group, they require follow-up by the Audit Team and 

therefore this minor nonconformity remains open. 

All actions taken to resolve the remaining nonconformity and observations were found 

to be fit for purpose.  No additional nonconformities or observations have been raised. 

1.4 Conclusion  

One minor nonconformity and three observations raised by the Audit Team in the 

November 2015 audit are now deemed closed.   

One nonconformity is deemed as requiring further follow-up and the Audit Team will 

review this with the BTCU in October 2016. 
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2 Status 

Table 1 identifies the status of the minor nonconformities and observations raised as part of the audit.  

Ref Comments Designation Update Status 

1 The encrypted portable hard drive used to download and 

store HES data is not listed on an up to date asset register 

as required by the Data Sharing Framework Contract, 

Schedule 2, paragraph 4.7 

Minor Evidence was supplied by the BTCU confirming that the encrypted 

hard drive was added to the University’s asset register.   

Closed 

2 The University of Birmingham’s Information Security 

Policy, Section 4 – Compliance, states that compliance 

will be regularly monitored and enforced.  There is no 

evidence that this  policy is being enforced or monitored 

and to what level of responsibility for enforcement would 

be required at College level 

Minor The Birmingham University corporate IT department is introducing 

periodic internal Information Security compliance audits and 

online information security questionnaires alongside the internal 

audit process.  This action is planned between June 2016 and 

September 2016.  As part of the audit programme an internal 

audit is planned by the BTCU on 30 June 2016.  A comprehensive 

internal audit scope and plan was provided to the Audit Team.  

The Audit Team will review outputs resulting from these activities 

as part of a follow-up evaluation. 

The Birmingham University corporate IT department is to launch a 

policy affirmations system by September 2016 that requires staff 

to read and acknowledge University policies, including Information 

Security policies.  The Audit Team will review this system, 

including management controls, ownership and monitoring as part 

of a follow-up evaluation. 

The University of Birmingham Information Security Steering group 

endorsed the above approaches at a meeting on 23 February 

2016. Minutes of this meeting were provided by the BTCU. 

Open 

3 The SAS statistical software utilised to analyse the HES 

data is installed on desktop computers.  Although no HES 

data is saved on desktop computers, there is a risk that 

temporary files may be retained on the unencrypted hard 

discs.   

Observation Evidence was supplied by the BTCU confirming the installation of 

encryption software on the desktop PCs used by statisticians 

analysing HES data, mitigate the risk of the possibility of 

temporary files being retained and subsequently accessed by 

unauthorised personnel. 

Closed 
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Ref Comments Designation Update Status 

4 One related journal article was published in 2014. It 

should be noted that this date was prior to the BCTU 

signing the Data Sharing Framework Contract and NIC-

221-G2Y9T therefore under NHS IC MR785 there was no 

requirement to reference the HSCIC within the 

publication.  The BCTU was reminded of their 

responsibility to reference HSCIC in any future 

publications 

Observation The BTCU will cite the usage of HSCIC data appropriately in 

relevant outputs.  The PD MED Trial Manager has responsibility to 

check the completeness of all acknowledgements made on all 

outputs from their project. 

Closed 

5 The BCTU is in the initial process of updating their clinical 

trials risk assessment working towards the ISO 27005 

standard.  It is recognised that this work is in the initial 

stages but requires further updating to include risk and 

mitigation 

Observation It is acknowledged that this work is proceeding and no further 

action is required by the HSCIC. 

Closed 

Table 1: Nonconformities and Observations 


