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Executive Summary 

This document records the formal closure of the data sharing audit of the Division of Primary 

Care at the University of Nottingham on 28th and 29th January 2016 against the requirements 

of the Health and Social Care Information Centre (HSCIC) in relation to data sharing 

agreement NIC-376367-M5V9H covering the supply of the full dataset for Hospital Episode 

Statistics (HES) data on a quarterly basis.  

Following an onsite review on 16th June 2016 of the action plan and the supporting evidence 

and a further desk top review on the 4th July 2016, the following three major nonconformities, 

seven minor nonconformities and two observations were closed by the Audit Team:  

 The University of Nottingham used an IT Contractor as a data processor with full access to 

the system including all databases. There was no separation of duties for access to the 

HES data and the salt. Furthermore, whilst controls were in place, the Audit Team found 

that not all of the expected controls based on the ICO Anonymisation: managing data 

protection risk - Code of Practice 2012 were in place. The University of Nottingham and 

HSCIC have been reviewing and improving the controls in place over the lifetime of the 

data sharing arrangements. As an additional improvement, the University of Nottingham 

has transferred control of the salt to the data controllers. This means that the University of 

Nottingham no longer holds de-identified personal data. (Major) 

 No evidence was presented to show that the HES data are treated as de-identified 

personal data or had been assessed against the eight data protection principles. 

Furthermore the University’s data protection registration entry did not include subjects of 

healthcare as a type of data subject. HES data that was not related to the population being 

studied was retained instead of being permanently deleted. (Major) 

 There was no documented evidence that a local risk register existed and there was no 

review of risks between April 2011 and December 2015. (Major) 

 There were differences in the System Level Security Policy and the Information Security 

Policy (and other University processes).This includes reporting of system breach to IT 

Services, using a WEEE approved contractor for IT asset disposal and ISO 27001 

statement. The system is maintained by the IT Contractor and is not centrally controlled by 

IT Services, which is the basis of some of the controls in the Information Security Policy. 

The System Level Security Policy had not been reviewed and approved by University of 

Nottingham IT Services. (Minor) 

 A reference to the HSCIC guidance for reporting, managing and investigating information 

governance and cyber security serious incidents is added to the University guidance to 

ensure that appropriate reporting is initiated in the event of certain incidents occurring. 

(Observation) 

 There was no documented assessment confirming that non University laptops are used to 

carry out the processing of the data on the server had been assessed against the 

University of Nottingham’s Desktop, Laptop and Mobile Security Policy to ensure they met 

configuration requirements. There was no reference in the Data Sharing Agreement or 
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System Level Security Policy that laptops which were not University property would be 

used to access the HES data. Furthermore, the IT asset register does not include details 

of these laptops. (Minor) 

 The Audit team found that there was no technical control enforcing minimum password 

length on two servers and the level of encryption one of the server holding the salt was 

128bit, instead of 256 bit AES. The University’s Encryption Policy recommends 256 bit 

AES encryption for long term security. The University of Nottingham Password Policy 

requires that the password is a minimum of seven characters and control mechanism 

enabled. (Minor) 

 A copy of the HES backup tape is taken off site and stored in a safe at a private, non-

university location. Whilst this practice does not breaching the University of Nottingham’s 

Backup Policy, there needs to be clear guidance on the offsite storage of backup tapes. 

This is also not fully explained in the System Level Security Policy.  (Observation) 

 The secondary firewall between the University of Nottingham network and the servers 

where the HES data is stored was last patched in 2006, had reached end of life in 

December 2015 and is no longer supported (including security updates) by the 

manufacturer. In the absent of a network equipment patching policy, the Server Security 

policy requires that security patches must be installed on the system within seven days 

and the device should not be designated as ‘end of life’. It should be noted that this is a 

secondary firewall behind the main University of Nottingham firewall and has been 

subjected to penetration testing. (Minor) 

 An external penetration test of the salt key server and the network for the servers holding 

HES data was commissioned and completed in January 2016. The independent report had 

been separated into two reports. The second part was made available to the Audit Team 

after the onsite visit and the University stated the first part of the report would only be 

made available after the recommendations had been implemented. The scale of these 

recommendations was not shared with the Audit Team. The Data Sharing Framework 

Contract clauses 7.3 and 7.4 require the data recipient provides information requested 

during an audit so that the HSCIC can verify compliance with the contract and agreement. 

(Minor) 

 The process documented in the System Level Security Policy on data destruction and 

hardware disposal is not consistent with the University of Nottingham agreement in that 

assets were not destroyed through a University of Nottingham approved WEEE contractor 

and suitable confirmation provided. (Minor) 

 The University’s Asset Management Policy requires that information assets are classified 

based on the sensitive of the information they contain and states risk assessments should 

be carried out on the assets. This classification and assessment had not been carried out 

on the HES information assets. Furthermore, there was no evidence to support that the 

Senior Information Risk Officer (SIRO) had been made aware of the HES information 

assets or details about the risk assessments. (Minor) 
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In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the audit, there is minimal risk of inappropriate exposure and / or access to 

data to be provided by HSCIC to University of Nottingham under the terms and conditions of 

the data sharing agreement and associated data sharing contract framework signed by both 

parties. 
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1 About this Document  

1.1 Purpose  

This report provides an evaluation of the changes made by the Division of Primary Care 

at the University of Nottingham following a data sharing audit on the 28th and 29th 

January 2016 against the requirements of the Health and Social Care Information 

Centre (HSCIC) in relation to data sharing agreement NIC-376367-M5V9H covering the 

supply of the full dataset for Hospital Episode Statistics (HES) data on a quarterly basis.  

1.2 Audience  

This document has been written for the Director of Data Dissemination Services.  

Copies will be made available to the HSCIC Community of Audit Practitioners, 

Assurance and Risk Committee and the Information Assurance and Cyber Security 

Committee for governance purposes.  The report will be published in a public forum.  

1.3 Post Audit Review 

The Audit Team reviewed the nonconformities and observations identified as requiring 

follow-up at the audit in January 2016. This evaluation comprised of an onsite visit with 

representatives from the University of Nottingham on the 16th June 2016 and a further 

desktop review on the 4th July 2016. This evaluation allowed review of the action plan 

and the evidence made available.    

Actions taken to resolve the nonconformities and observations were found to be 

reasonable. No new nonconformities were raised as a result.  

1.4 Conclusion  

The nonconformities and observations raised by the Audit Team in the audit are now 

deemed closed.   
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2 Status 

Table 1 identifies the status of the major, minor nonconformities and observations raised as part of the audit.  

Ref Comments Designation Update Status 

1 The University of Nottingham used an IT Contractor as a 

data processor with full access to the system including all 

databases. There was no separation of duties for access 

to the HES data and the salt.  

Furthermore, whilst controls were in place, the Audit Team 

found that not all of the expected controls based on the 

ICO Anonymisation: managing data protection risk - Code 

of Practice 2012 were in place.  

The University of Nottingham and HSCIC have been 

reviewing and improving the controls in place over the 

lifetime of the data sharing arrangements. As an additional 

improvement, the University of Nottingham has 

transferred control of the salt to the data controllers. This 

means that the University of Nottingham no longer holds 

de-identified personal data.  

Major The contract (February and May 2016) between the University of 

Nottingham and the IT Contractor has been updated to include 

database administration and adherence to University of 

Nottingham policies. 

The IT Contractor has been added as a data processor to the 

Data Sharing Agreement (DARS-NIC-376367-M5V9H-v1.7) and 

the University of Nottingham System Level Security Policy 

(version 1.14). The IT Contractor has also completed a personal 

System Level Security Policy (version 1.3) and registered with 

the Information Commissioner’s Office. The System Level 

Security Policies for both University of Nottingham and the IT 

Contractor have been reviewed by the HSCIC security 

consultant.   

The updated DSA has been signed off by the Data Access 

Request Service (DARS) team. The Audit Team advised the 

University that HSCIC may come back with additional questions 

when the DSA is renewed. 

The Project Lead has reviewed and assessed the project against 

the controls listed in the ICO Anonymisation guidance: managing 

data protection risk. The assessment and the documented 

controls have been approved by the University’s Data Protection 

Officer.  

The control of the salt was transferred to the HSCIC.  A member 

of staff from the HSCIC witnessed the destruction of the salt held 

by the University of Nottingham after the original audit. The 

Project Lead confirmed that all copies of the salt related to HES 

data has been destroyed.  

Closed 
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Ref Comments Designation Update Status 

2 No evidence was presented to show that the HES data 

are treated as de-identified personal data or had been 

assessed against the eight data protection principles.  

Furthermore the University’s data protection registration 

entry did not include subjects of healthcare as a type of 

data subject.  

HES data that was not related to the population being 

studied was retained instead of being permanently 

deleted.  

Major The Project Lead has assessed the HES data against the eight 

data protection principles. The assessment has been approved 

by the University’s Data Protection Officer.   

The University’s data protection registration entry has been 

amended to include patients and research study subjects as a 

data subject. This was submitted to the ICO on 9
th
 May 2016, 

and updated.  

The data retention section has been updated in the DSA. It now 

states that HES data that is not linked will be retained, so as the 

database expands with new practices and new patients, these 

can be linked to the HES data. The updated DSA has been 

signed off by the DARS team.   

Closed 

3 There was no documented evidence that a local risk 

register existed and there was no review of risks between 

April 2011 and December 2015. 

Major The Project Lead has established a local risk register (dated 27
th
 

June 2016) and a supporting local Risk Management policy 

(version 1.2). The University’s Senior Risk Strategy Owner has 

reviewed both documents and confirmed that both of these are 

in line with the University Risk Management policy.  

The newly developed risk register has been signed off by the 

Dean and Head of School of Medicine, who is the School risk 

owner. 

Closed 

4 There were differences in the System Level Security 

Policy and the Information Security Policy (and other 

University processes).This includes reporting of system 

breach to IT Services, using a WEEE approved contractor 

for IT asset disposal and ISO 27001 statement. The 

system is maintained by the IT Contractor and is not 

centrally controlled by IT Services, which is the basis of 

some of the controls in the Information Security Policy.  

The System Level Security Policy had not been reviewed 

and approved by University of Nottingham IT Services.  

Minor The University’s System Level Security Policy has been updated 

to include document control, reporting of system breaches to IT 

Services, using a WEEE approved contractor for IT asset 

disposal and amendment of the ISO 27001 statement. 

The University’s System Level Security Policy has been 

reviewed and approved by IT Services. The policy has also been 

reviewed by the HSCIC security consultant. 

Closed 



Data Sharing Post Audit Report: University of Nottingham v1.0 Approved 15/08/2016 

 

 

Page 9 of 11 Copyright ©2016 Health and Social Care Information Centre 

Ref Comments Designation Update Status 

5 A reference to the HSCIC guidance for reporting, 

managing and investigating information governance and 

cyber security serious incidents is added to the University 

guidance to ensure that appropriate reporting is initiated in 

the event of certain incidents occurring.  

Observation The data protection breach diagnosis protocol (version 2) has 

been updated. This now includes a reference to the HSCIC 

guidance for reporting, managing and investigating information 

governance and cyber security serious incidents.  

The protocol now includes version control, approval details and 

the next review date. The protocol has been approved by the 

Deputy Registrar, who oversees the University’s Governance 

and Information Compliance Team.  

Closed 

6 There was no documented assessment confirming that 

non University laptops are used to carry out the 

processing of the data on the server had been assessed 

against the University of Nottingham’s Desktop, Laptop 

and Mobile Security Policy to ensure they met 

configuration requirements.  

There was no reference in the Data Sharing Agreement or 

System Level Security Policy that laptops which were not 

University property would be used to access the HES 

data.  

Furthermore, the IT asset register does not include details 

of these laptops.  

Minor Documented assessments have been carried out by the 

University of Nottingham’s IT Services on the two non- 

University laptops against the University of Nottingham’s 

Desktop, Laptop and Mobile Security Policy to ensure they met 

configuration requirements. A reassessment will be carried out 

on an annual basis or earlier if there are any major changes.  

Section 4 of the System Level Security Policy has been updated 

to refer to the non-University owned laptops.  

The IT asset register (version 1.3) has been updated to include 

details of the non-University laptops.  

Closed 

7 The Audit Team found that there was no technical control 

enforcing minimum password length on two servers and 

the level of encryption one of the server holding the salt 

was 128 bit, instead of 256 bit AES. The University’s 

Encryption Policy recommends 256 bit AES encryption for 

long term security.  

The University of Nottingham Password Policy requires 

that the password is a minimum of seven characters and 

control mechanism enabled.  

Minor The encryption for the key server holding the salt has been 

updated to 256 bit AES encryption. It should be noted that the 

University of Nottingham has transferred control of the salt to the 

HSCIC. 

The technical control enforcing minimum password length of 10 

characters on two servers has been implemented.  

Closed 
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Ref Comments Designation Update Status 

8 A copy of the HES backup tape is taken off site and stored 

in a safe at a private, non-university location. Whilst this 

practice does not breaching the University of Nottingham’s 

Backup Policy, there needs to be clear guidance on the 

offsite storage of backup tapes.  

This is also not fully explained in the System Level 

Security Policy.  

Observation The HES data backup tapes are now stored securely on 

University premises.  Access to the tapes is limited to the Project 

Lead.  

The University’s System Level Security Policy has also been 

updated to include details of the backup tapes.  

Closed 

9 The secondary firewall between the University of 

Nottingham network and the servers where the HES data 

is stored was last patched in 2006, had reached end of life 

in December 2015 and is no longer supported (including 

security updates) by the manufacturer. In the absent of a 

network equipment patching policy, the Server Security 

policy requires that security patches must be installed on 

the system within seven days and the device should not 

be designated as ‘end of life’. It should be noted that this 

is a secondary firewall behind the main University of 

Nottingham firewall and has been subjected to penetration 

testing. 

Minor A new secondary firewall has been installed between the main 

University of Nottingham firewall and the servers hosting the 

HES data.  

The firewall has been configured by the IT Contractor in line with 

University requirements. The firewall has been added to the 

monthly procedure checks.  This includes check for updates and 

installation of security patches.   

Whilst the Audit Team was content to close the findings based 

on the new equipment and control, it did recommend that the 

firewall be subject to a penetration test.  

Closed 

10 An external penetration test of the salt key server and the 

network for the servers holding HES data was 

commissioned and completed in January 2016. The 

independent report had been separated into two reports 

The second part was made available to the Audit Team 

after the onsite visit and the University stated the first part 

of the report would only be made available after the 

recommendations had been implemented. The scale of 

these recommendations was not shared with the Audit 

Team. The Data Sharing Framework Contract clauses 7.3 

and 7.4 require the data recipient provides information 

requested during an audit so that the HSCIC can verify 

compliance with the contract and agreement. 

Minor A penetration test report of the infrastructure holding the HES 

data was made available to the Audit Team after the initial onsite 

audit. The report did not highlight any major concerns.    

The penetration test report for the OpenP server was not shared 

with the Audit Team. The Project Lead view was as the salt key 

had been destroyed from the OpenP server, the server was no 

longer relevant to the HSCIC audit. The Audit Team accepted 

this view based on the destruction of the salt. 

Closed 



Data Sharing Post Audit Report: University of Nottingham v1.0 Approved 15/08/2016 

 

 

Page 11 of 11 Copyright ©2016 Health and Social Care Information Centre 

Ref Comments Designation Update Status 

11 The process documented in the System Level Security 

Policy on data destruction and hardware disposal is not 

consistent with the University of Nottingham agreement in 

that assets were not destroyed through a University of 

Nottingham approved WEEE contractor and suitable 

confirmation provided.  

Minor The University’s System Level Security Policy has been updated 

so assets holding data are destroyed through a University of 

Nottingham approved WEEE contractor and a certificate of 

destruction is provided. 

A destruction procedure (version 1.3) has been developed to 

support the System Level Security Policy. The procedure covers 

the reconciliation of assets (through the serial number) holding 

data and the certificate of destruction.   

Whilst the Audit Team was content to close the findings, the 

audit has triggered an action for the University to develop a 

hardware disposal and data destruction policy.  

Closed 

12 The University’s Asset Management Policy requires that 

information assets are classified based on the sensitive of 

the information they contain and states risk assessments 

should be carried out on the assets. This classification 

and assessment had not been carried out on the HES 

information assets.  

Furthermore, there was no evidence to support that the 

Senior Information Risk Officer (SIRO) had been made 

aware of the HES information assets or details about the 

risk assessments. 

Minor An information asset register (version 1.3) has been developed 

which includes details of the HES information assets, date of risk 

assessment and Registrar (SIRO equivalent) review.  

 

Closed 

Table 1: Nonconformities and Observations 


