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1 Audit Summary 

1.1 Purpose 

This report provides the formal closure of the data sharing audit of Barts Health NHS 

Trust on 18th and 19th January 2016 against the requirements of the data sharing 

framework contract (DSFC) CON-325985-Y5F4B and the data sharing agreement 

(DSA) NIC-313531-L7P4C with respect to the provision of identifiable, pseudonymised 

and sensitive data. 

For patients within the cohort, processed under section 251 and / or patient consent: 

 HES Inpatient - 1997/98 to 2013-14 final and 2014/15 latest provisional 

(identifiable); 

 HES Critical Care -  2008/2009 to 2013-14 final and 2014/15 latest provisional 

(identifiable); 

 HES Outpatient -  2003/2004 to 2013-14 final and 2014/15 latest provisional 

(identifiable); and 

 HES Accident & Emergency - 2007/2008 to 2013-14 final and 2014/15 latest 

provisional (identifiable). 

For patients diagnosed with Immune (Idiopathic) Thrombocytopenia (ITP) but not 

within the cohort: 

 HES Inpatient - 1997/98 to 2013-14 final and 2014/15 latest provisional 

(pseudonymised); 

 HES Critical Care -  2008/2009 to 2013-14 final and 2014/15 latest provisional 

(pseudonymised); 

 HES Outpatient -  2003/2004 to 2013-14 final and 2014/15 latest provisional 

(pseudonymised); and 

 HES Accident & Emergency - 2007/2008 to 2013-14 final and 2014/15 latest 

provisional (pseudonymised); 

 ONS linked mortality data- 1997/98 to 2013-14 final and 2014/15 latest provisional 

(pseudonymised). 

Further guidance on the terms used in this post audit report can be found in the NHS 

Digital Audit Guide. 

1.2 Post Audit Review 

This evaluation was conducted on the 9th August 2016 by an assessment of the action 

plan and supporting evidence supplied by Barts Health NHS Trust after a Webex 

session. Based on this post audit review all findings have been closed. 

file://teams2/DavWWWRoot/sites/ManagementSystems/Shared%20Documents/Data%20Sharing/Audit%20Guide/HSCIC%20Data%20Sharing%20Audit%20Guide.docx
file://teams2/DavWWWRoot/sites/ManagementSystems/Shared%20Documents/Data%20Sharing/Audit%20Guide/HSCIC%20Data%20Sharing%20Audit%20Guide.docx
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1.3 Updated Risk Statement 

In summary, it is the Audit Team’s opinion that at the current time and based on 

evidence presented during the post audit review and the type of data being shared, 

there is low risk of a breach of information security, duties of care, confidentiality or 

integrity (including inappropriate access to or loss of data) provided by NHS Digital to 

Barts Health NHS Trust under the terms and conditions of the data sharing agreement 

signed by both parties. 

1.4 Response 

Barts Health NHS Trust has reviewed this report and confirmed that it is accurate.  

As NHS Digital has closed all nonconformities and observations, there is no further 

action required for Barts Health NHS Trust.  As a consequence this audit is closed. 

1.5 Disclaimer 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital 

does not assume any liability to any person or organisation for any loss or damage 

suffered or costs incurred by it arising out of, or in connection with, this report, however 

such loss or damage is caused. NHS Digital does not assume liability for any loss 

occasioned to any person or organisation acting or refraining from acting as a result of 

any information contained in this report. 
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2 Status 

Table 1 identifies the major and minor nonconformities and observations raised as part of the original audit.  

Ref Comments Link to Area Update Designation Status 

1.  Access to HSCIC data was not restricted to the two 

individuals named in the data sharing agreement, 

contrary to the data sharing agreement. Nor was there 

any process to regularly review permission settings. A 

review of the permissions to the network folder 

containing HSCIC data by the Audit Team found that 

there was a much wider list of users that could access 

the data 

Access 

Control 

An internal investigation has been carried out by the 

Trust to establish the root cause for the excessive 

number of users that could access the data. The 

findings have been shared with the NHS Digital. As 

part of the investigation the Trust informed the ICO and 

after review no further action was taken by the ICO.  

New controls have been introduced by the Trust to 

prevent a similar situation reoccurring. 

The network folder holding NHS Digital data is now 

restricted to one authorised user. A monthly check of 

the folder permissions has been introduced. This 

check is logged and supported by an audit trail.  

The Audit Team noted that users that were part of a 

specific network administrator group could also get 

access to NHS Digital data. This includes IT staffs that 

are responsible for administrating the IT network. The 

membership is managed and audited by the Security 

Manager. This includes a monthly check as a 

minimum.   

Major Closed 

2.  Barts could not be certain that the desktop PC used to 

transfer HSCIC data onto the network drive did not 

have a footprint of the data on its local drive as the 

Data Manager responsible for this task had recently 

left the Trust.  

Information 

Transfer 

Barts have searched the PC hard drive and found no 

sensitive data on the hard drive.  

The PC has now been approved for secure disposal 

due to the age of equipment. The PC will be held in a 

secure storage area until forwarded to a third party 

disposal company for secure destruction.  

Minor Closed 

3.  There was no asset register which listed the hardware 

used to process HSCIC data.  

Operational 

Management 

An asset register has been developed which lists 

assets used to process NHS Digital data.  

Minor Closed 
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Ref Comments Link to Area Update Designation Status 

4.  The desktop PC used to access HSCIC data was 

using an unsupported version of the Windows 

operating system that no longer receives security 

updates.  

Information 

Transfer 

The PC has been approved for secure disposal. 

Please see update for Ref. 2.  

Minor Closed 

5.  Risks have been assessed and included in a risk 

register; however Barts had not taken into account 

factors such as reputation and financial risks as 

defined within its approach, which is likely to increase 

the overall risk scores.  

Risk 

Management 

Evidence was supplied by Barts confirming that a risk 

assessment has been carried out in line with the Trust 

policy. The risk assessment documentation includes 

an explanation of factors considered including 

reputation and financial risk. The assessment has 

been review by the Trust Risk Manager with a six 

month review date.   

Minor Closed 

6.  A standalone laptop from another NHS organisation is 

being used to hold and process HSCIC data. The 

laptop is encrypted and held in a secure location; 

however it is not recorded on a Trust asset register 

and may not be subject to the same controls as Barts 

equipment.  

Information 

Transfer 

The laptop has been reconfigured and added to the 

Trust IT asset register. The laptop is now managed by 

the ICT services at Barts. Controls include malware 

protection and encryption. The laptop does not hold 

NHS Digital data, and is used as a thin client to access 

the data. 

Minor Closed 

7.  Removal of access to the network is initiated following 

a request from management. User accounts that are 

unused for 6 months are disabled by an automated 

script. The Audit Team’s opinion was that this was 

excessive access to the network, if a manager failed to 

inform ICT Services about a leaver.  

Access 

Control 

A new process has been introduced by ICT services 

that will disable network accounts that have not been 

active for 90 days.  

Observation Closed 

8.  An information asset register was in place at a 

corporate level, however, it did not include details of 

HSCIC information assets provided through the data 

sharing agreement.  

Operational 

Management 

The NHS Digital information assets have now been 

added to the corporate information asset register.  

Observation Closed 



NHS Digital Post Audit of Data Sharing Activities: Barts Health NHS Trust v1.0 Approved 23/09/2016 

 

 

Copyright ©2016 Health and Social Care Information Centre Page 6 of 6 

Ref Comments Link to Area Update Designation Status 

9.  The Trust had not considered what course of action to 

take in terms of securely deleting data if hardware 

under manufacturer warranty were to fail.  

Data 

Destruction 

The Audit Team was advised that no hardware holding 

data would be returned to the manufacturer even if 

under warranty. The asset would be destroyed through 

the hardware disposal process. It should be noted that 

no documented evidence was provided to support this 

statement.  

Observation Closed 

10.  The incident reporting policy did not reference HSCIC 

as an external body to which it may have to report 

incidents.  

Operational 

Management 

The Adverse Incident Policy has been updated and 

now includes NHS Digital / HSCIC as an external body 

to report IG incidents.   

Observation Closed 

11.  There was no documented procedure for the handling 

of HSCIC data.  

Operational 

Management 

Barts have produced a documented procedure which 

outlines the process for handling NHS Digital data.  

Observation Closed 

Table 1: Nonconformities and Observations  


