
 

 

  

 
Copyright ©2016 Health and Social Care Information Centre Page 1 of 8 
  
The Health and Social Care Information Centre is a non-departmental body created by statute, also known as NHS Digital. 

NHS Digital Audit of Data 
Sharing Activities: NHS South, 
Central and West 
Commissioning Support Unit 

 

Project / Programme Data Dissemination Services Project Data Sharing Audits 

  Status Approved 

Director Terry Hill Version 1.0 

Owner Rob Shaw Version issue date 21/11/2016 

 

 

 

 

 

 

 

 

 

 

 

 



NHS Digital Audit of Data Sharing Activities: NHS South, Central and West Commissioning Support Unit  
 v1.0 Approved 21/11/2016 

 

 
Copyright ©2016 Health and Social Care Information Centre Page 2 of 8 

1 Audit Summary 

1.1 Purpose 

This document records the key findings of a Data Sharing Audit at South, Central and West 

Commissioning Support Unit (CSU) at its offices in Eastleigh on the 7 and 8 July 2016.   

This audit was undertaken due a heightened concern as an NHS Digital investigation had 

found that South Central and West CSU had downloaded Hospital Episode Statistics (HES) 

pseudonymised patient record level data from the NHS Digital HDIS portal and forwarded this 

to another NHS Organisation under a Memorandum of Understanding. Onward sharing of 

record level data was in contravention of the HDIS Data Sharing User Agreement and 

subsequent amendments to that Agreement under HDIS2 were in place between NHS Digital 

and the CSU.  This onward sharing is considered a major breach of the Data Sharing 

Agreement by NHS Digital.  In addition NHS Digital has ceased the CSU’s access to the 

HDIS portal. 

The CSU has initiated an internal investigation in relation to the results of the NHS Digital 

data breach investigation findings.  The Terms of Reference and timescales for that 

investigation were shared with the Audit Team.  Following the on-site visit a Serious Incident 

Requiring Investigation report to the Information Commissioners Office was raised by the 

CSU in relation to the findings of the original investigation.   

The purpose of this audit report is to provide an evaluation of the CSU’s overall information 

governance and data processing management and controls in order to seek confidence that 

the CSU is in a position to continue to receive NHS Digital data.   

The CSU’s Operational Management and Controls, the HSCIC HDIS Data Sharing User 

Agreement and HSCIC Code of Practice on Confidential Information were considered as part 

of this audit. 

The report also considers whether the CSU conforms to its own policies and procedures. 

This is an exception report based on the criteria expressed in the NHS Digital Audit Guide. 
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1.2 Scope and Assurance Statement 

The audit considered the fitness for purpose of the main processes with respect to 

information governance and data handling at the CSU along with its associated 

documentation against the scope areas shown in Table 1. 

The NHS Digital Audit Team has assigned the following assurance ratings to these areas 

based upon the findings of the audit. 

Information Transfer Moderate assurance 

Access Control Moderate assurance 

Use and benefits of data Moderate assurance 

Operational Management and Control Limited assurance 

Data Destruction Substantial assurance 

Table 1: Scope and Assurance rating 

Detailed findings related to the areas of scope are detailed in Table 2. 

1.3 Overall Risk Statement 

It is the Audit Team’s opinion that at the current time and based on evidence presented 

during the audit and the type of data being shared, there is low risk of a breach of information 

security, duties of care, confidentiality or integrity (including inappropriate access to or loss of 

data) provided by NHS Digital to the under the terms and conditions of the data sharing 

agreement signed by both parties. 

1.4 Response 

The CSU has reviewed this report and confirmed that it is accurate.  

The CSU has established a corrective action plan to address each finding. NHS Digital will 

validate this plan and the resultant actions at a post audit review with the CSU to confirm the 

findings have been satisfactorily addressed. 
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2 Findings 

Table 2 identifies the major nonconformity, 3 minor nonconformities and 3 observations raised as part of the audit.  

In addressing a finding the data recipient must take account of any referenced supplementary notes. 

Ref Comments Link to Area Clause Designation Notes 

1.  The CSU could not provide assurance to the Audit Team that data assets were 

subject to effective management and control as required by their own policies 

and procedures and the HDIS Data Sharing Agreement.  Whilst it is recognised 

that the CSU has introduced a number of new policies and processes, only new 

and changing products were reviewed against these.  Therefore the CSU did not 

undertake a systematic review of established data sharing arrangements and 

this has resulted in the failure to adhere to certain controls, demonstrating a lack 

of operational management and control. 

 

Operational 

Management 

Use of Data 

HDIS Data Sharing  

Agreement 

HDIS2 Letter  

HDIS2 User Email  

CSU Information Governance 

Policy 

CSU Confidentiality Policy 

HSCIC Code of Practice on 

Confidentiality 

Major 1 

2.  The CSU did not consistently maintain accurate and up to date HDIS download 

logs.  Although the CSU maintained user logs, these were maintained by 

individual staff for each download.  There was differing practice in relation to that 

recording, in that some records detailed date of extract from the HDIS system, 

while others recorded time at which data was uploaded on the SQL database. 

Information 

Transfer 

HDIS Data Sharing 

Agreement, Schedule 8 

Minor  

3.  The SQL Server database containing pseudonymised data was not encrypted at 

either the database level or the hardware level. 

 

Operational 

Management 

HDIS Data Sharing 

Agreement, Schedule 8 

HSCIC Code of Practice 27 

(b) 

Minor 2 

4.  The CSU do not formally record the intended purpose of data use, structure, 

definition and means of collection for products.  Although there is a formal 

request process in place, the intended purpose of use of data, definition of data 

and means of collection are not routinely recorded as part of a product plan. 

Use of Data 

Operational 

Management 

HSCIC Code of Practice 

Paragraph 7 

 

Minor  

5.  The CSU Information Governance Policy does not reference the HSCIC Code of 

Practice on Confidential Information. 

Operational 

Management 

 Observation  
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Ref Comments Link to Area Clause Designation Notes 

6.  The Audit Team recommend a review of the process of data classification, 

against the CSU’s newly revised IG policies, Asset Registers, Data Flow and 

Privacy Impact Assessments.  A consequence of not maintaining such records 

results in lack of evidence or auditable trail. 

Use of Data 

Operational 

Management 

 Observation 3 

7.  A number of IG and IT Security policies have inconsistent version controls and 

review information and require review.  

Operational 

Management 

 Observation  

8.  The CSU’s approach to the management of risk is to be reviewed. Risk 

Management 

 Follow-up  

9.  Review newly created CSU IG policies and procedures, including authorisation 

management and controls.   

Operational 

Management 

 Follow-up  

 

Table 2: Nonconformities and Observations
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2.1 Supplementary Notes 

The following notes refer back to Table 2 and provide additional commentary on the linked 

finding. 

Note 1. The Audit Team recognises that the CSU has undertaken a business process 

review and that a number of policies, procedures and controls have been 

established by the CSU to harmonise legacy policies across the CSU (following a 

merger of three previous organisations).  However only new and changing products 

have been reviewed against the revised policies.  Longstanding and established 

data processing and sharing products had not been reviewed as part of this 

business review and are therefore currently not subject to the necessary 

authorisation and controls highlighted within those policies.  This in turn resulted in 

a lack of opportunity for the CSU to review the appropriateness of current data 

processing. 

The Audit Team viewed a HES product list provided by the CSU detailing HES 

related dissemination. In addition to the findings of the NHS Digital initial breach 

investigation, the Audit Team found that the CSU regularly downloaded and 

processed HES pseudonymised record level data from HDIS.  This data was used 

to produce both regular dashboard reports and ad-hoc aggregated reports for 

customers, the CSU stated that no further record level data had been transferred to 

customers in addition to that found in the original data breach investigation.  The 

download of record level data was in breach of the HDIS2 user obligations 

specified in both an email and letters to HDIS users.  The Audit Team found that 

one member of staff was processing record level HES data who had not signed the 

HDIS user agreement. 

The initial NHS Digital breach investigation established that the CSU had onwardly 

shared record level HES data to a third party in breach of the HDIS Data Sharing 

Agreement between the CSU and NHS Digital.  The CSU stated that a 

Memorandum of Understanding (MOU) was in place between the CSU and the 

third party in receipt of that data.  The MOU established the basis for data sharing 

and the CSU stated that the annual review of the MOU would trigger a review of 

the specified data sharing arrangements.  However, the CSU could not provide 

evidence to the Audit Team of a signed MOU, or that the MOU had been included 

within established controls for managing the collation or review of Contracts or 

Data Sharing Agreements.  The CSU could not provide evidence of an established 

process for the review of onward data sharing under the MOU.  The CSU is 

currently reviewing its data sharing and contract management framework and new 

processes are to be established. 

The CSU has not maintained an accurate and up to date information asset register.  

Therefore datasets were not subject to the necessary controls required by the 

CSU’s own policies.  A review of the existing information asset register 

demonstrated that key data items were not held on that register; for example the 

virtual server which holds HES data and record level HES data had not been added 

to the information asset register.     
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As part of its business review, the CSU has established an annual return from 

Information Asset Owners and a revised information asset register is being 

introduced in 2016/17.   

Although the CSU undertook a Privacy Impact Assessment (PIA) prior to onward 

data sharing of NHS Digital data, this evaluation took place prior to the current 

merger of the South, Central and West CSU’s.  The CSU stated that, at that time, a 

formal PIA procedure was not in place for the Central CSU.  Record level HES data 

was incorrectly classified within the PIA, therefore the PIA did not consider certain 

controls such as the requirements of NHS Digital data sharing controls and the 

legal basis for onward sharing of information.   

The CSU has introduced updated authorisation controls and an updated PIA 

Template has been developed, which included contract requirements.  However 

this template has only been established for new and changing products.   

The CSU has introduced an updated IG Policy which contains a number of 

management controls in relation to the sign off and authorisation of: information 

sharing, database development and product development.  A training programme 

for IAO’s and Data Custodians is planned for 2016/2017 to embed the IG Policy.   

Note 2. The SQL Server and database sit within the overall CSU infrastructure, protected 

by CSU firewalls.  None of the SQL Server encryption controls for this particular 

database instance had been enabled.   

Note 3. The CSU does not currently have a Data Classification policy in place, for example, 

pseudonymised record level data is not well defined within any existing CSU IG 

policy.  The Audit Team suggested that this omission is reviewed with NHS 

England to ensure consistency. 

A representative from NHS England also attended the onsite visit in order to identify any 

strategic areas of development to be considered by NHS England in relation to all CSUs.  
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2.2 Good Practice 

In addition to the findings presented in Table 2 the Audit Team noted the following areas of 

good practice: 

 The CSU’s configuration management of hardware assets and change management 

system is well defined.   

 The CSU is working towards ISO 27001 certification. 

 There is a general culture of learning and willingness to improve systems within the CSU.  

The CSU has reacted proactively to the findings of the NHS Digital data breach 

investigation.   

2.3 Backup Retention 

The duration for which data may be retained on backup media is shown in Table 3. 

Backup retention  1 Year 

Table 3: Data Retention Period 

2.4 Audit Limitation 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital 

does not assume any liability to any person or organisation for any loss or damage suffered 

or costs incurred by it arising out of, or in connection with, this report, however such loss or 

damage is caused. NHS Digital does not assume liability for any loss occasioned to any 

person or organisation acting or refraining from acting as a result of any information 

contained in this report. 

 


