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01 August 2016 

 
Our ref: NIC-46711-G0K8Y 
                                                                                                                
Dear          
 
Re: Information Request – Freedom of Information Act (FOIA) 2000 
 
I can confirm that the Health and Social Care Information Centre (HSCIC) has considered your 
request dated the 02 July 2016. 
 
1. The number of times the hospital(s)/organisation has faced a ransomware attack, including attacks 
that were ultimately unsuccessful, since January 2012 to the date of this request. By ultimately 
unsuccessful, I mean that an email containing ransomware could have been sent to the department, 
but it did not lead to an infection of the target computer. Please break down this data annually. 
 
2. The number of times the hospital(s)/organisation has successfully been infected with ransomware 
since January 2012 to the date of this request. 
 
3. The number of times the hospital(s)/organisation paid the attackers since January 2012 to the date 
of this request. 
 
4. The amount of money the hospital(s)/organisation has paid attackers since January 2012 to the 
date of this request. Please break down how much was paid annually. 
 
5. Any emails sent or received by the hospital(s)/organisation discussing ransomware attacks. 
 
6. Any internal reports generated in preparation of, or as a result of, a ransomware attack from 
January 2012 to the date of this request. 
 

 
Thank you for your enquiry. Please see the below response to your questions:  
 
1. The number of times the hospital(s)/organisation has faced a ransomware attack, including attacks 
that were ultimately unsuccessful, since January 2012 to the date of this request. By ultimately 
unsuccessful, I mean that an email containing ransomware could have been sent to the department, 
but it did not lead to an infection of the target computer. Please break down this data annually. 

 
2. The number of times the hospital(s)/organisation has successfully been infected with ransomware 
since January 2012 to the date of this request. 

(Answer to 1 and 2) The HSCIC does not publicly disclose the details of cyber security incidents, as 
this could lead to compromises in security.  
According to records HSCIC has been infected with ransomware on 3 occasions since January 2012, 
in every instance HSCIC has been prepared for this eventuality and has been able to contain and 
eradicate the ransomware infection and restore all affected systems and files from full backups, 
without any breaches to patient data or disruptions to the delivery of patient care. 



 

 

 

3. The number of times the hospital(s)/organisation paid the attackers since January 2012 to the date 
of this request. 

HSCIC has not paid any ransoms since 2012 and has a policy of not paying in the event of such 
attacks. 

4. The amount of money the hospital(s)/organisation has paid attackers since January 2012 to the 
date of this request. Please break down how much was paid annually. 

See response to 3 
 

5. Any emails sent or received by the hospital(s)/organisation discussing ransomware attacks. 

Section 12 of the FOIA provides an exemption from a public authority’s obligation to comply with a 
request for information where the cost of compliance is estimated to exceed the appropriate limit.  
The Fees Regulations state that this cost limit is £450 for public authorities such as the HSCIC. 
 
In this case, the HSCIC is therefore exempt from the obligation to answer any further aspects of your 
request under Section 12 of the FOIA, as to do so would exceed this limit. To attempt to provide the 
information requested in question 5. Effectively, there would need to be a check of all 2500 staff 
emails for the term ‘ransomware’ (five minutes per person). A further check would be required to 
search each email to identify those that were about security of the system and those that were about 
HSCIC specifically. A search of the documents of each member of staff would also need to be 
undertaken in the same way (5 minutes electronically). And we anticipate staff would need to spend a 
further 15 minutes at least going through paper documents. Thus, for 2500 staff this is a minimum of 
25 minutes per person, which exceeds the 18 hour limit. 
 
If you are able to modify or limit your request in any way which would allow us to extract the 
information you require, please resubmit your request.   
 
6. Any internal reports generated in preparation of, or as a result of, a ransomware attack from 
January 2012 to the date of this request. 
 
With regard to specific reports generated in preparation of, or as a result of, a ransomware attack 
against HSCIC. There is no overriding public interest in providing the information. Enabling access to 
specific reports which identify HSCIC systems and ICT architecture could put at risk the information 
the HSCIC and other health and care organisations hold on patients and so, as such, it is in the 
public interest that any reports remain confidential. 
 
However; to help protect the health and social care sector from the threat of ransomware HSCIC 
have made available via the CareCERT information sharing portal (accessible only from N3) 
https://nww.carecertisp.hscic.gov.uk/ best practice advice for avoiding, detecting, responding to and 
recovering from ransomware attacks, which HSCIC adheres to. 
 
These articles do not relate to specific incidents which have affected HSCIC, but are based upon 
HSCIC’s security experts best practice cyber security knowledge and research into new variants of 
ransomware and countermeasures. 
 
In summary, the HSCIC is unable to provide the reports / other information you request under 
Section 43(2) of the Freedom of Information Act 2000. 
 
A Public Interest and a Prejudice Test were also carried out to support withholding the information 
under Section 43(2). 
 

https://nww.carecertisp.hscic.gov.uk/


 

 

 
In line with the Information Commissioner’s directive on the disclosure of information under the 
Freedom of Information Act 2000 your request will form part of our disclosure log.  Therefore, a 
version of our response which will protect your anonymity will be posted on the HSCIC website.  
 
I hope you understand the reasons why we are unable to supply the information requested. However, 
if you are not satisfied, you may request a review from a suitably qualified member of staff not 
involved in the initial query, via the enquiries@hscic.gov.uk e mail address or by post at the above 
postal address. 
 
Yours sincerely, 
 

 
Information Governance Advisor 
 
Further information about your right to complain under the Freedom of Information Act is available from the 
Information Commissioner’s Office, Wilmslow, Cheshire, and on The Information Commissioner’s website 
www.ico.org.uk. 
 
The Health and Social Care Information Centre values customer feedback and would appreciate a moment of 
your time to respond to our Freedom of Information (FOI) Survey to let us know about your experience.  Please 
access the survey through this link 
 
https://www.surveymonkey.com/s/HSCIC_FOI_Feedback 
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