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1 Audit Summary 

1.1 Purpose 

This report provides an update to the data sharing audit of Lightfoot Solutions (Lightfoot) on 

21 and 22 January 2016 against the requirements of the data sharing agreement (DSA)  

NIC-359692-Q4X1C with respect to the provision of patient-level pseudonymised Hospital 

Episode Statistics (HES) data. 

Further guidance on the terms used in this post audit report can be found in the NHS Digital 

Audit Guide. 

1.2 Post Audit Review 

This post audit review comprised an assessment of the action plan and supporting evidence 

supplied by Lightfoot on 28 October 2016. It involved a WebEx session which allowed 

evidence held on its systems to be interactively viewed.  Additional supporting evidence was 

supplied via email following the WebEx session. 

From this post audit review one minor nonconformity and two observations remain open and 

require further follow-up by the Audit Team.  

1.3 Updated Risk Statement 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the post audit review and the type of data being shared, there is low risk of 

a breach of information security, duties of care, confidentiality or integrity (including 

inappropriate access to or loss of data) provided by NHS Digital to Lightfoot under the terms 

and conditions of the data sharing agreements signed by both parties. 

1.4 Response 

Lightfoot has reviewed this report and confirmed that it is accurate.  

The Audit Team found that Lightfoot has not addressed all of the nonconformities and 

observations contained in the original data sharing audit report and further work is required to 

close those findings. This additional review will be conducted in February/March 2017 in 

accordance with the due dates on the action plan supplied by Lightfoot for the review. 

1.5 Disclaimer 

NHS Digital takes all reasonable care to ensure that this audit report is fair and accurate but 

cannot accept any liability to any person or organisation, including any third party, for any 

loss or damage suffered or costs incurred by it arising out of, or in connection with, the use of 

this report, however such loss or damage is caused. NHS Digital cannot accept liability for 

loss occasioned to any person or organisation, including any third party, acting or refraining 

from acting as a result of any information contained in this report.     

file://teams2/DavWWWRoot/sites/ManagementSystems/Shared%20Documents/Data%20Sharing/Audit%20Guide/HSCIC%20Data%20Sharing%20Audit%20Guide.docx
file://teams2/DavWWWRoot/sites/ManagementSystems/Shared%20Documents/Data%20Sharing/Audit%20Guide/HSCIC%20Data%20Sharing%20Audit%20Guide.docx
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2 Status 

Table 1 identifies the minor nonconformities and observations raised as part of the original audit.  

Ref Comments Link to Area Update Designation Status 

1.  There is no adequate audit trail for granting access to 

data for external users of the online systems as 

required by clause 8.1 of the data sharing agreement, 

though at present there are only a small number of 

external users with access to the HES data and they 

can only view summarised data  

Access 

Control 

The organisation has moved from external access 

requests to the online systems being stored in 

personal email accounts to the information being 

retained in Microsoft’s Client Relationship 

Management (CRM) application. A spreadsheet is also 

maintained for each organisation showing past and 

present access (along with other information such as 

training). An example was shown to the Audit Team 

regarding a recent request for access from an external 

organisation. CRM provided a trail of the initial request 

and internal approval. The system was however found 

to be lacking when the request to retract access (as 

shown on the spreadsheet) could not be identified. 

Lightfoot recognise this is a resource intensive 

approach and is looking at implementing a solution 

around workflows. The Audit Team also noted that a 

number of entries had a creation date of 26 November 

2016. 

The Audit Team expects there is some more to be 

done with respect to this process, especially around 

enforcement, but the situation is much better than was 

found in the original audit. 

Minor Closed 

2.  IG refresher training is not being formally given across 

the organisation as a matter of course as required 

Schedule 2, Section A, clause 1.3.2  

Operational 

Management 

Lightfoot reported it is currently examining online 

training material from a number of sources to assess 

suitability.  

As a short term plan training on inference attacks is 

being prepared as part of the 2016/17 training plan. 

Minor Open 
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Ref Comments Link to Area Update Designation Status 

3.  Although the process for starters and leavers is well 

defined, there is less formality around movers, which 

without appropriate controls could lead to access creep 

Access 

Control 

Lightfoot reported that due to the specialised nature of 

staff and the small number of departments it could not, 

at this stage, envisage the situation of a mover. 

Mechanisms were however in place to track internal 

user access to data, though at present these were 

client-centric rather than user-centric.  

Lightfoot to further review the process to ensure that 

staff no longer requiring access to HES data are 

identified and access withdrawn. 

Observation Open 

4.  The definition of data destruction in the Data Handling 

Procedure is limited; there is a better description in the 

Employee Handbook  

Data 

Destruction 

Lightfoot stated the data handling procedure was being 

reviewed in light of organisational changes. It was also 

stated that due to changes in technology and waste 

disposal regulations any destruction activity would 

need appropriate internal approval prior to destruction. 

Observation Open 

5.  The coherency, definition and presentation of risk, 

control and mitigation needs to be examined and 

addressed as this is not appropriately documented 

though key risk were verbally articulated during the 

course of the audit  

Risk 

Management 

A SharePoint based risk register is now in place and 

this was demonstrated to the Audit Team. There are 

no specific risks to HES data, but general risks around 

data loss (namely theft or hacking) are included.  The 

register was reviewed as part of the ISO 27001 annual 

surveillance visit (July 2016). 

Certain actions arising from the risk mitigation 

statements are tracked as a separate SharePoint list. 

This list was also shown to the Audit Team. 

Lightfoot reported that any unacceptable risks would 

be addressed through the Information Security 

Management meetings. 

Observation Closed 

6.  Disaster recovery may need to be widened to cover 

locations beyond the head office  

Risk 

Management 

Lightfoot stated it had reviewed the current disaster 

recovery plan and confirmed it covers the UK provision 

of services to NHS Digital and that widening it was not 

necessary. The latest version of the plan, May 2016, 

was provided to the Audit Team following the WebEx 

session. 

Observation Closed 
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Ref Comments Link to Area Update Designation Status 

7.  The accuracy of Lightfoot’s ISO 27001 certificate 

needs to be discussed with its Certification Body as the 

certificate quotes ISO 27001:2013 and the last 

surveillance report stated the audit was against ISO 

27001:2005 

Operational 

Management 

The latest Audit Report produced by the Certification 

Body, dated 6 July 2016, states the surveillance audit 

was against ISO 27001:2013. 

Observation Closed 

8.  The planning, execution and recording of internal 

audits needs to be examined afresh as the 

organisation has defined an overly optimistic audit 

programme which it is failing to meet  

Operational 

Management 

Lightfoot has elected to maintain its audit programme 

however the company was able to show that the 

programme is currently on track. Example reports from 

recent months were shown to the Audit Team. 

Observation Closed 

9.  Version control on documentation needs to be 

tightened in some cases to ensure consistency and 

accuracy  

Operational 

Management 

Lightfoot has accepted this finding as a general 

observation and expect the situation will improve as 

business processes are formalised and roles become 

more specialised. The version control on the latest 

disaster recovery plan (1.9) was found by the Audit 

Team to be now correct. 

Observation Closed 

10.  Some existing documents need updating as a result of 

operational / system changes not being picked in the 

last review  

Operational 

Management 

This has been accepted by Lightfoot as a general 

observation and will be considered as part of any 

future reviews.  

Observation Closed 

11.  Ensure that a process is in place to report any data 

breaches to HSCIC 

Operational 

Management 

Lightfoot stated that it had reviewed the current 

process for managing breaches and believe it is 

appropriate and works across all of Lightfoot 

operations. The company stated that it had been 

demonstrated by effective containment of a number of 

breaches caused by clients (note: these breaches 

were not related to the HES data).  

The Audit Team pointed out the need to respond to 

NHS Digital within the stated time should a breach 

involving HES data occur and this was the 

responsibility of Lightfoot. 

Observation Closed 

Table 1: Nonconformities and Observations  


