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1 Audit Summary 

1.1 Purpose 

This report provides the formal closure of the data sharing audit of Western Europe 

Healthcare Systems and Services (McKinsey HSS), a department within McKinsey & 

Company, Inc. United Kingdom (McKinsey), on 21 and 22 June 2016 against the 

requirements of the data sharing framework contract (DSFC) CON-313238-H7D2G and the 

data sharing agreement (DSA) NIC-368233-L2N0W with respect to the supply of Hospital 

Episode Statistics (HES) data. 

Further guidance on the terms used in this post audit report can be found in the NHS Digital 

Audit Guide. 

1.2 Post Audit Review 

This post audit review comprised an assessment of the action plan and supporting evidence 

supplied by McKinsey HSS. The review involved an initial telephone conservation on 

6 October 2016 and the provision of additional information via email. 

Based on this post audit review all of the findings have been closed. 

1.3 Updated Risk Statement 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the post audit review and the type of data being shared, there is low risk of 

a breach of information security, duties of care, confidentiality or integrity (including 

inappropriate access to or loss of data) provided by NHS Digital to McKinsey HSS under the 

terms and conditions of the data sharing agreements signed by both parties. 

1.4 Response 

McKinsey HSS has reviewed this report and confirmed that it is accurate.  

As NHS Digital has closed all of the findings there is no further action required by McKinsey 

HSS.  As a consequence this audit is closed. 

1.5 Disclaimer 

NHS Digital takes all reasonable care to ensure that this audit report is fair and accurate but 

cannot accept any liability to any person or organisation, including any third party, for any 

loss or damage suffered or costs incurred by it arising out of, or in connection with, the use of 

this report, however such loss or damage is caused. NHS Digital cannot accept liability for 

loss occasioned to any person or organisation, including any third party, acting or refraining 

from acting as a result of any information contained in this report.  
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2 Status 

Table 1 identifies the minor nonconformity and observations raised as part of the original audit.  

Ref Comments Link to Area Update Designation Status 

1.  McKinsey are not proactively reviewing named access 

to the folder holding the HES data. An internal check 

undertaken by McKinsey shortly before the onsite visit 

had identified that two leavers were still named in the 

permissions list. 

Access 

Control 

A new process has been developed for a semi-annual 

review of access rights. A copy of the process was 

provided to the Audit Team along with an email from 

McKinsey Global Helpdesk showing the first review as 

part of the new process.  

McKinsey HSS reported that a record of each review 

will be saved to provide an audit trial. 

Minor Closed 

2.  The interpretation of data controller and data processor 

on one of the supplied documents was considered by 

the Audit Team to be inaccurate and should be 

revised. 

Operational 

Management 

The wording has been revised and was adopted by the 

Information Governance Committee on 5 October 

2016. 

Observation Closed 

3.  Procedures available on the McKinsey intranet do not 

always carry a last or next review date. This omission 

made a small number of documents sighted by the 

Audit Team appear quite old even when the 

information contained within the documents was still 

current. 

Operational 

Management 

McKinsey HSS reported that the observation has been 

welcomed and it has been shared with relevant 

colleagues for action as needed. 

 

Observation Closed 

4.  The Audit Team did not consider the wording around 

personal confidential data on the IG assessment 

checklist sufficient to enforce the company’s policy on 

not handling such data. 

Note: A suitable change was made to the checklist 

during the on-site visit. 

Operational 

Management 

This finding was resolved during the audit. Observation Closed 

Table 1: Nonconformity and Observations  


