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1 Audit Summary 

1.1 Purpose 

This document records the key findings of a data sharing audit at Birmingham City Council 

Public Health Intelligence on 2 and 3 November 2016.  It provides an evaluation of how 

Public Health Intelligence conforms to the requirements of the data sharing framework 

contract (DSFC) CON-00614-P0K6S and the data sharing agreement (DSA) NIC-25007-

J9M9P with respect to the provision of:  

  Patient-level pseudonymised Hospital Episode Statistics (HES) data:  

 annual extracts 2005-2017 

The report also considers whether Public Health Intelligence conforms to its own policies and 

procedures.  

This is an exception report based on the criteria expressed in the NHS Digital Audit Guide. 

1.2 Scope and Assurance Statement 

The audit considered the fitness for purpose of the main processes with respect to data 

handling at Public Health Intelligence along with its associated documentation against the 

scope areas shown in Table 1. 

The NHS Digital Audit Team has assigned the following assurance ratings to these areas 

based upon the findings of the audit. 

 

Information Transfer Substantial assurance 

Access Control Moderate assurance 

Data Use and Benefits Moderate assurance 

Risk Management Substantial assurance 

Operational Management and Control Moderate assurance 

Data Destruction Substantial assurance 

Table 1: Scope and Assurance rating 

Detailed findings related to the areas of scope are detailed in Table 2. 

It should be noted at the time of the on-site visit Birmingham City Council had recently 

completed the IT infrastructure to hold the HES data, therefore they had had limited 

opportunity to utilise the data supplied and this is reflected in the assurance rating for Data 

Use and Benefits in Table 1. 
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1.3 Overall Risk Statement 

It is the Audit Team’s opinion that at the current time and based on evidence presented 

during the audit and the type of data being shared, there is low risk of a breach of information 

security, duties of care, confidentiality or integrity (including inappropriate access to or loss of 

data) provided by NHS Digital to Public Health Intelligence under the terms and conditions of 

the data sharing agreement signed by both parties. 

1.4 Response 

Public Health Intelligence has reviewed this report and confirmed that it is accurate.  

Public Health Intelligence will establish a corrective action plan to address each finding 

shown in Table 2. NHS Digital will validate this plan and the resultant actions at a post audit 

review with Public Health Intelligence to confirm the findings have been satisfactorily 

addressed.  
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2 Findings 

Table 2 identifies the 1 major nonconformity, 4 minor nonconformities and 6 observations raised as part of the audit.  

In addressing a finding the data recipient must take account of any referenced supplementary notes. 

Ref Comments Link to Area Clause Designation Notes 

1.  Information governance (IG) training has not been refreshed annually as 

required by the Data Sharing Framework Contract and the Council’s Data 

Protection Policy.  None of the Public Health Intelligence analyst staff have 

completed IG training and only one has completed IT Security training in the 

past year. It should be noted that the Information Asset Owner (IAO) for HES 

data has recently attended IAO training. 

Operational 

Management 

DSFC, Schedule 2, Section 

A, Clause 1.3.2 

Birmingham City Council 

Data Protection Policy, 

Section 10 

Major  

2.  Public Health Intelligence is not undertaking regular review of user access to 

ensure that access is limited to personnel that require access, as required by 

the Data Sharing Framework Contract and the Council’s Access Control 

Standard. 

Access Control DSFC, Schedule 2, Section 

A, clause 1.2 

Birmingham City Council, 

Access Control Standard, 

Section 3.2 

Minor 1 

3.  Public Health Intelligence released a report to a CCG which included three 

tables that did not have small numbers suppressed as required by the HES 

Analysis Guide.  It should be noted that the incident was investigated by the 

Council, remedial actions taken and NHS Digital informed on 2 November 

2016.   

Operational 

Management 

Data Use and 

Benefits 

DSA, Section 5b (6) Minor 2 

4.  The Corporate Incident Investigation board did not take due account of the 

request for advice from Public Health Intelligence as to whether the release of 

the tables without small number suppression was in breach of the DSFC and 

DSA. 

Operational 

Management 

DSFC, Part 2, Clause 4.3.6 

Birmingham City Council 

Security Breach Notification 

Form, Section 13 

Minor 2 

5.  A number of Birmingham City Council and Service Birmingham documents 

either include conflicting statements or do not reflect current practice and 

require review.  It should be noted that the Council is currently reviewing all 

policies as part of a business improvement programme. 

Operational 

Management 

 Minor  
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Ref Comments Link to Area Clause Designation Notes 

6.  Service Birmingham stated that all hard drives from redundant equipment are 

retained and then destroyed by the contracted third party disposal company. 

The service contract with the third party disposal company states that hard 

discs should be wiped before recycling or re-use.  Therefore, the clause in the 

service contract with the third party disposal company allowing reuse of 

equipment is inaccurate and requires review.   

Data 

Destruction 

Third Party Disposal Contract 

Paragraph 5.1.2 

Observation 

 

 

7.  A number of Birmingham City Council and Service Birmingham documents are 

out of review timescales.  It should be noted that the Council is currently 

reviewing all policies as part of a business improvement programme. 

Operational 

Management 

 Observation 

 

 

8.  The DSA requires updating to remove a data processing location which does 

not hold HES data.  It should be noted that HES data was never held at this 

location. 

Information 

Transfer 

DSA, Section 2a Observation 

 

 

9.  Public Health Intelligence draft written protocols for data release would be 

improved by the inclusion of action to be taken in the event of an information 

incident.  For example reference to the corporate incident procedure and IG 

Toolkit reporting requirements. 

Operational 

Management 

 Observation 

 

 

10.  Service Birmingham is taking no special measures with respect to the 

encrypted hard disks containing sensitive information being dispatched from 

council premises to the third party destruction company, in that sensitive data 

is not deleted prior to collection.  The Audit Team is to provide a copy of the 

NHS Digital Destruction Guidelines for consideration. 

Data 

Destruction 

 Observation 

 

 

11.  Public Health Intelligence should consider how it documents its local 

information system as described in the Corporate Access Control Standard.  

For example “effective methods of documenting local data assets”. 

Operational 

Management 

Birmingham City Council, 

Access Control Standard, 

Section 3.1 

Observation 

 

 

Table 2: Nonconformities and Observations 
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2.1 Supplementary Notes 

The following notes refer back to Table 2 and provide additional commentary on the linked 

finding. 

Note 1. A review of access to the Public Health Secure Domain highlighted a small number 

of accounts which required review and removal from the access list. 

Note 2. An incident occurred on 2 September 2016. NHS Digital pseudonymised HES data 

was analysed by the Public Health Intelligence Team in response to a Clinical 

Commissioning Group (CCG) request.  Normal policy is to suppress small numbers 

in tables to reduce the risk of potentially identifying any individuals.  However, in this 

case statistics relating to the number of local patients admitted to hospital with a 

health condition was released to the CCG with three tables which included 

unsuppressed small numbers. 

A Personal Data Security Breach Notification form was completed on 17 October 

2016 following the Birmingham City Council reporting guidelines.  The Public Health 

Intelligence Team had also undertaken some remedial action: 

 the CCG in question was emailed on 4 October 2016 with a revised version of 

the report and was asked to delete the previous version; 

 discussions with the member of staff involved in the disclosure have taken place 

in order to identify lessons learned; and 

 written protocols have been developed and will be presented at staff training 

events. 

The incident was considered at the Security Incident Panel on 31 October 2016. 

The Panel agreed that the breach did not meet the requirement for notification to 

the ICO as there were no personal identifiers in the data.  The Incident Form also 

requested advice from the Panel as to whether the incident constituted a breach 

under the terms of the DSFC and DSA with NHS Digital. This question was not 

considered by Panel and was not included in the response to the Public Health 

Intelligence Team.    

NHS Digital was informed of the incident on 2 November 2016. 

2.2 Backup Retention 

The duration for which data may be retained on backup media is shown in Table 3. 

Backup retention  30 days 

Table 3: Data Retention Period 
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2.3 Good Practice 

In addition to the findings presented in Table 2 the Audit Team noted the following areas of 

good practice: 

 The use of a secure domain development for the Public Health Intelligence environment to 

restrict access to the HES data. 

 Birmingham City Council has detailed and comprehensive policies established.  There is a 

current transformation project in place for the review and improvement of those policies. 

 An effective tool for equipment asset management and the recording of equipment 

destruction is in use. 

 A Privacy Impact Assessment for pseudonymised data has been established. 

2.4 Disclaimer 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital does 

not assume any liability to any person or organisation for any loss or damage suffered or 

costs incurred by it arising out of, or in connection with, this report, however such loss or 

damage is caused. NHS Digital does not assume liability for any loss occasioned to any 

person or organisation acting or refraining from acting as a result of any information 

contained in this report. 


