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1 Audit Summary 

1.1 Purpose 

This document records the key findings of a data sharing audit at RSR Consultants Ltd 

(RSR) on 1 December 2016.  It provides an evaluation of how RSR conforms to the 

requirements of the data sharing framework contract (DSFC) CON-302374-H80S and the 

data sharing agreement (DSA) NIC-253076-Q5S6S with respect to the provision of patient-

level pseudonymised Hospital Episode Statistics (HES) data. The audit was limited to data 

destruction. 

The report also considers whether RSR conforms to its own policies and procedures.  

This is an exception report based on the criteria expressed in the NHS Digital Audit Guide. 

1.2 Scope and Assurance Statement 

The audit considered the fitness for purpose of the main processes with respect to data 

destruction at RSR along with its associated documentation against the scope area shown in 

Table 1. 

The NHS Digital Audit Team has assigned the following assurance rating to this area based 

upon the findings of the audit. 

Data Destruction Moderate assurance 

Table 1: Scope and Assurance rating 

Detailed findings related to the area of scope are detailed in Table 2. 

1.3 Overall Risk Statement 

It is the Audit Team’s opinion that at the current time and based on evidence presented 

during the audit and the type of data being shared, there is a low risk of a breach of 

information security, duties of care, confidentiality or integrity (including inappropriate access 

to or loss of data) provided by NHS Digital to RSR under the terms and conditions of the data 

sharing agreements signed by both parties. 

1.4 Response 

RSR has reviewed this report and confirmed that it is accurate.  

As NHS Digital has not identified any nonconformities or outstanding information, there is no 

requirement for RSR to produce a corrective action plan. As a consequence no post audit 

review will be conducted by NHS Digital. 
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2 Findings 

Table 2 identifies the observations raised as part of the audit.  

Ref Comments Link to Area Clause Designation Notes 

1.  In future, auditable evidence is retained that confirms NHS Digital data has 

been securely deleted, for example a screen shot of running Microsoft 

cipher.exe. 

Data 

Destruction 

 Observation  

2.  The latest version of the “Information Governance Processes and Procedures” 

to be revised if any further data is sought / received from NHS Digital under a 

new contract and agreement to ensure compatibility with requirements in the 

current NHS Digital contract and agreement. 

Operational 

Management 

 Observation  

3.  To contact those health organisations that are using RSR Consultants as a 

data processor to ensure that if NHS Digital sourced data is being analysed the 

health organisation’s DSA correctly identifies the company as a data processor 

and that any published results conforms to NHS Digital’s small number 

suppression rules. 

Data Use and 

Benefits 

 Observation  

Table 2: Observations 
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2.1 Supplementary Notes 

Not applicable. 

2.2 Good Practice 

In addition to the findings presented in Table 2 the Audit Team noted the following areas of 

good practice: 

 the system comprised a single encrypted machine with sole access by the Consultant. 

2.3 Disclaimer 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital does 

not assume any liability to any person or organisation for any loss or damage suffered or 

costs incurred by it arising out of, or in connection with, this report, however such loss or 

damage is caused. NHS Digital does not assume liability for any loss occasioned to any 

person or organisation acting or refraining from acting as a result of any information 

contained in this report. 


